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ABSTRACT OF THE DISSERTATION

Security at the Boundary: Formally Securing Transitions in Component Isolation

by

Matthew Kolosick

Doctor of Philosophy in Computer Science

University of California San Diego, 2025

Professor Ranjit Jhala, Chair

There has been significant work on defining and guaranteeing security for the

components that make up software systems, in particular software fault isolation for

untrusted libraries and constant time for cryptographic libraries. But these components

exist in the context of a larger application, and there has been comparatively little work

on what happens at the boundary between library and application. In this dissertation

we examine security in two settings: trusted applications interacting with untrusted

third-party libraries and untrusted applications interacting with trusted cryptographic

libraries. For each we examine the boundary between application and library, formally

defining the security properties required of the transitions between the components. In
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the case of untrusted third-party libraries we develop a set of zero-cost conditions that

capture sufficient structure to ensure a sandboxed library can securely and efficiently

context switch to and from the trusted application. In the case of cryptographic libraries

we define a notion of robust constant time, characterizing security for cryptographic

libraries used in a (potentially unsafe) application. We use our formal security properties

to identify and develop compilers to automatically provide security for the overall

application and prove that the compilers do indeed guarantee security.
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Introduction

Software systems are commonly composed of components written by different

developers: for instance, web browsers use third-party libraries to handle media

processing and application developers use cryptographic libraries instead of attempting

to write cryptographic algorithms themselves. This leads to a mix of assumptions and

security requirements for the varying components within a software system, yet they

must all be brought together to make one, hopefully secure, program. Throughout

this dissertation we will separate these components into two categories based on their

role within a software system and their origin within the social process of software

development. The first, applications, are the components that make up the bulk of a

program and dictate the overall behavior of a program: web browsers will be a running

example throughout the dissertation. The second, libraries, are typically smaller, special

purpose components, included by an application developer to accomplish a specific task.

While an application developer might split their work into separate sub-components,

we will use the categorization library specifically to refer to third-party libraries, that is

those developed separately (either in terms of developers or development process) from

the application in which they are included.

We take the stance that understanding the semantics of software systems is key to

ensuring their security, and approach this understanding from the perspective of formal

semantics. With our categorization of components there are then three semantic aspects

we must consider:

1



1. the security assumptions, requirements, and behavior of application components;

2. the security assumptions, requirements, and behavior of library components; and

3. the behavior at the boundary between application and library.

The first and second are well-studied and will be discussed in Sections 0.1 and 0.2. The

third has been relatively neglected and is the focus of this dissertation. We argue that

understanding the interactions of the semantics of applications and libraries at their

boundary can be used to guarantee efficient, whole system security.

In Chapter 1: Near Zero Cost Transitions we first examine the setting of untrusted

libraries interacting with a trusted application. A lightweight approach to security

with such untrusted components is software sandboxing also known as software-based

fault isolation or software fault isolation (SFI). While there have been significant efforts

to optimize and verify SFI enforcement,1 context switching in SFI systems remains

largely unexplored: almost all SFI systems use heavyweight transitions that are not

only error-prone but incur significant performance overhead from saving, clearing,

and restoring registers when context switching. We build an operational semantics

capturing the interaction of application and library at this boundary, which we deploy to

characterize the boundary security conditions. From there we identify a set of zero-cost

conditions that characterize when sandboxed code has sufficient structured to guarantee

security via lightweight zero-cost transitions (that is, simple function calls). We show

how to implement a zero-cost SFI system using WebAssembly, develop a static binary

verifier to check that produced code satisfies the zero-cost conditions, and develop a

proof of security. We then evaluate the costs of heavyweight and zero-cost conditions.

Where Chapter 1 covers a trusted application interacting with untrusted libraries,

in Chapter 2: Robust Constant Time we examine the mirror image with trusted

cryptographic libraries interacting with an untrusted application. Here, the property
1See Section 0.1.
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of constant time (CT) serves as the standard notion of security for the cryptographic

library, capturing when cryptographic code is protected against side-channels.2 But

cryptographic library developers take care to ensure their library does not leak secrets

even when there are (inevitably) exploitable vulnerabilities in the applications the library

is linked against. To do so, they choose some class of application vulnerabilities to

defend against and hardcode protections against those vulnerabilities in the library code.

A single set of choices is a poor fit for all contexts: a chosen protection could impose

unnecessary overheads in contexts where those attacks are impossible, and an ignored

protection could render the library insecure in contexts where the attack is feasible.

We present an operational semantics that describes the behavior of a cryptographic

library executing in the context of a potentially vulnerable application, allowing us to

precisely specify what different attackers can observe. From there we use our semantics

to define a novel security property, robust constant time (RCT), that defines when a

cryptographic library is secure in the context of a vulnerable application. This definition

is parameterized by an attacker model, allowing us to factor out the classes of attackers

that a library may wish to secure against. With this parameterization we develop a

compiler that can synthesize bespoke cryptographic libraries with security tailored to

the specific application context against which a cryptographic library will be linked,

guaranteeing that the library is RCT in that context. We prove the security of the

parameterized compiler and evaluate its overhead.

0.1 Software Fault Isolation

Memory safety bugs are the single largest source of critical vulnerabilities in

modern software. Recent studies found that roughly 70% of all critical vulnerabilities

were caused by memory safety bugs [Chromium Team 2020; M. Miller 2019] and

that malicious attackers are exploiting these bugs before they can be patched [Google
2See Section 0.2.
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Project Zero 2021; Metrick et al. 2020]. As such, they form the core of the security

threat from untrusted library components. To address this, toolkits for software fault

isolation (SFI), such as Native Client (NaCl) [Yee et al. 2009] and WebAssembly [W3C

2019], promise to reduce the danger of these vulnerabilities by isolating untrusted

components to their own sandboxed regions of memory, thus limiting the damage that

can be caused by memory safety bugs in these components [Tan 2017; Wahbe et al.

1993]. Mozilla, for example, uses WebAssembly to sandbox third-party C libraries in

the Firefox browser [Froyd 2020; Narayan, Disselkoen, Garfinkel, et al. 2020]: SFI allows

the browser to use libraries like libgraphite (font rendering), libexpat (XML

parsing), libsoundtouch (audio processing), and hunspell (spell checking) without

risking whole-browser compromise due to library vulnerabilities. Others have used

SFI to isolate code in OS kernels [Castro et al. 2009; Erlingsson et al. 2006; Herder et al.

2009; Seltzer et al. 1996], databases [Ford 2005; Ford and Cox 2008; Wahbe et al. 1993],

browsers [Haas et al. 2017; Lucco et al. 1995; Yee et al. 2009], language runtimes [Niu

and Tan 2014; Siefers et al. 2010], and serverless clouds [Gadepalli et al. 2020; McMullen

2020; Varda 2018].

SFI toolkits enforce this sandboxing by 1. allocating a separate memory region

for the isolated component, 2. restricting memory accesses to remain within the separate

memory region, and 3. restricting control flow to guarantee the execution remains safely

within the component. Typically this is accomplished by re-compiling the untrusted

code with the addition of dynamic runtime protections, with the compilation starting

from either source or from existing assembly code.

There is a large body of work on ensuring that this runtime enforcement is fast

on different architectures, e.g., x86 [Ford and Cox 2008; McCamant and Morrisett 2006;

Payer and Gross 2011; Yee et al. 2009], x86-64 [Sehr et al. 2010], SPARC® [Adl-Tabatabai

et al. 1996], and ARM® [Sehr et al. 2010; Zhao et al. 2011; Zhou et al. 2014], as otherwise

they incur unacceptable overheads on the code executing in the sandbox. At a high-level
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restricting memory access is handled by either trapping on out-of-bounds accesses

(crashing the library component on unsafe behavior) or rewriting the out-of-bounds

accesses to remain in-bounds (thus breaking the intended usage of the library component

but maintaining safe execution). Control flow restrictions are handled via control flow

integrity (CFI) protections: under erroneous or exploited execution these restrict the

control flow paths to some subset of all possible paths. It is generally infeasible to

restrict exploited execution to exactly the non-erroneous control flow paths [Carlini

et al. 2015]; instead CFI protections vary in their granularity, that is the size of the set

of allowed targets of control flow instructions. For instance, NaCl uses a coarse-grain

CFI: control flow instructions are only restricted to jumping to instructions at specific

alignments (thus ensuring that control flow remains both within the sandbox and cannot

skip memory access restrictions). In contrast, WebAssembly enforces a fine-grain CFI:

dynamic control flow instructions are restricted to be to targets that correspond to the

type of the control flow instruction.

Because of the critical security nature of SFI enforcement there is also considerable

literature that establishes that the checks and restrictions are correct [Besson, Blazy, et al.

2019; Besson, Jensen, et al. 2018; Johnson et al. 2021; Kroll et al. 2014; Morrisett, Tan,

et al. 2012], as even a single missing check can let an attacker escape the sandbox. This

correctness is generally established via either verification of the SFI compiler in theorem

provers such as Roq [Morrisett, Tan, et al. 2012; The Coq Development Team 2025] or

with a verifier that ensures that the correct checks are inserted into the code output by

the SFI compiler [Johnson et al. 2021; Wahbe et al. 1993].

0.2 Constant Time

Every application that works with sensitive or personal user data uses cryptogra-

phy to ensure the confidentiality or integrity of the data. As cryptographic operations
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work directly with information that must remain secret (e.g. an attacker that gains access

to a user’s secret key could undetectably impersonate the user or steal the user’s data) it

is vital that the software implementing them be free of security vulnerabilities. While

cryptographic implementations must contend with the threat of memory safety bugs,

the fact of their direct operation over secret values means they must also contend with

the possibility of timing side channel attacks. Timing side channels are created when

secret data is operated on via operations with data-dependent timing. For instance, the

running time of a naïve implementation of modular exponentiation (as used in RSA

and other algorithms) varies based on the value of the exponent [P. C. Kocher 1996].

An attacker that can observe multiple inputs can then measure this timing variation to

determine the value of the exponent, allowing extraction of a user’s secret key.

To be free from such timing side channel attacks, cryptographic code must be

constant time (CT). Constant time properties are a subset of noninterference properties,

which broadly capture the notion that public outputs do not vary based on private

inputs, that is that the outputs that an attacker can observe are independent from the

inputs that should be secret [Goguen and Meseguer 1982]. To capture timing side

channels, constant time models generally augment the set of public outputs with a trace

of events capturing the trace of operations with data-dependent timing. There has been

significant work on characterizing when a cryptographic library is constant-time and

designing recipes to write constant time code, and this work guides both the design of

cryptographic algorithms and their implementation in cryptographic libraries.

0.2.1 Speculative Constant Time

While constant time has been a known security model for cryptographic code,

recently a new source of vulnerabilities has arisen due to the speculative nature of

execution on modern processors. To take advantage of their wide pipelines and parallel

execution model, modern processors execute instructions optimistically, for example,
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beginning to execute the target of a branch before the condition has been fully resolved.

Unfortunately, this speculatively executed code leaves detectable traces, via timing,

changes to caches, or potentially other side channels, thereby allowing attackers to glean

information from speculative execution.

Attacks exploiting processors’ speculative execution are referred to as Spectre

attacks [P. Kocher et al. 2019], with different variants targeting different architectures and

Spectre models. As an example, the original Spectre attack (Spectre v1 or Spectre PHT)

attacks the pattern history table (also known as the branch predictor) on x86 processors.

The branch predictor tracks the expected target of branches, so, if an attacker can train

the predictor that a certain branch condition is typically true, they can execute the code

in the true branch even if the condition isn’t met. The following code demonstrates the

classic instantiation of this attack:

// array is of length 10

void main() {

...

if (index < 10) {

array[index];

...

}

...

}

The attacker controls index and sets it to 100. Having trained the branch predictor

with indices under 10, the processor predicts that the branch condition will be true and

speculatively runs array[index], thus reading out of bounds before eventually rolling

back, allowing an attacker to perform an out-of-bounds memory read.

Similar to constant time, to be free from speculative execution based attacks,

cryptographic code must be speculatively constant time (SCT). SCT properties are
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essentially CT properties in the context of speculative execution. As such SCT properties

fundamentally depend on how speculative execution works and is modeled. There

is significant ongoing work into modeling speculative execution (we refer interested

readers to Cauligi, Disselkoen, Moghimi, et al. [2022]) and investigating the speculative

behavior and attack surfaces of modern processors.
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Chapter 1

Near Zero Cost Transitions

As discussed in Section 0.1, software fault isolation (SFI) toolkits (software

sandboxing) are used to provide security in the setting of untrusted libraries operating

inside trusted applications by transforming untrusted library code to ensure that

memory safety bugs cannot leak outside of the sandboxed component. This handles

the security requirements of the untrusted library, however, the security and overhead

of software sandboxing also crucially depends on the correctness and cost of context

switching: the trampolines and springboards used to transition into and out of sandboxes.

Almost all SFI systems, from Wahbe et al. [1993]’s original SFI implementation to recent

WebAssembly SFI toolkits [Bytecode Alliance 2020; McMullen 2020], use heavyweight

transitions for context switching. These transitions 1. switch protection domains by tying

into the underlying memory isolation mechanism (e.g., by setting segment registers [Yee

et al. 2009], memory protection keys [Hedayati et al. 2019; Vahldiek-Oberwagner et al.

2019], or sandbox context registers [Bytecode Alliance 2020; McMullen 2020]), and

2. save, scrub, and restore machine state (e.g. the stack pointer, program counter,

and callee-save registers) across the boundary. This code is complicated and hard

to get right, as it has to account for the particular quirks of different architectures

and operating system platforms [Alder et al. 2020]. Consequently, bugs in transition

code have led to vulnerabilities in both NaCl and WebAssembly: from sandbox
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breakouts [Chromium Team 2019, 2011], to information leaks [Chromium Team 2012,

2010], and application state corruption [Rydgård 2020]. Furthermore, in applications

with high application-sandbox context switching rates, the cost of transitions dominates

the overall sandboxing overhead. For example, heavyweight transitions prohibitively

slowed down font rendering in Firefox, preventing Mozilla from shipping a sandboxed

libgraphite [Narayan, Disselkoen, Garfinkel, et al. 2020].

In this chapter, we develop the principles and pragmatics needed to implement

SFI systems with near-zero-cost transitions, thereby realizing the three-decade-old vision

of reducing the cost of SFI context switches to (almost) that of a function call. We do this

via five contributions:

1. A formal model of secure transitions (§ 1.2): Simply eliminating heavyweight

transitions is unsafe, potentially allowing an attacker to escape the SFI sandbox. To

understand this threat, our first contribution is a formal, declarative, and high-level

model that elucidates the role of transitions in making SFI secure. Intuitively, our

model shows how secure transitions protect the integrity and confidentiality of

machine state across the domain transition by providing well-bracketed control flow,

i.e., ensuring that returns actually return to their call sites.

2. Zero-cost conditions for isolation (§ 1.3): Heavyweight transitions provide

security by wrapping cross-domain calls and returns to ensure that sandboxed

code cannot, for example, read secret registers or tamper with the stack pointer.

While this wrapping is necessary when sandboxing arbitrary code, our insight is

these wrappers can be made redundant when the code enjoys additional structure,

not dissimilar to the additional structure typically imposed by most SFI systems

to ensure memory isolation. For example, NaCl uses coarse-grained control flow

integrity (CFI) to restrict the sandbox’s control flow to its own code region [Haas

et al. 2017; Tan 2017; Yee et al. 2009].
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We concretize this insight via our second contribution, a precise definition of

zero-cost conditions that guarantee that sandboxed code can safely use zero-cost

transitions. In particular, we show that transitions can be eliminated when

sandboxed code follows a type-directed CFI discipline, has well-bracketed control

flow, enforces local state (stack and register) encapsulation, and ensures registers

and stack slots are initialized before use. Our notion of zero-cost conditions is

inspired, in part, by techniques that use type- and memory-safe languages to

isolate code via language-level enforcement of well-bracketed control flow and

local state encapsulation [Grimmer et al. 2015; Hunt and Larus 2007; Maffeis et al.

2010; Mettler et al. 2010; M. S. Miller et al. 2008; Morrisett, Crary, Glew, Grossman,

et al. 1999]. However, instead of requiring developers to rewrite millions of

lines of code in high-level languages [Tan 2017], our zero-cost conditions distill

the semantic guarantees provided by high-level languages to allow retrofitting

zero-cost transitions in the SFI setting.

3. Instantiating the zero-cost model (§ 1.4): We demonstrate the retrofitting of zero-

cost transitions via our third contribution, an instantiation of our zero-cost model to

two SFI systems: WebAssembly and SegmentZero32. Previous work has shown

how WebAssembly can provide SFI by compiling untrusted C/++libraries to native

code using WebAssembly as an intermediate representation (IR) [Bosamiya et al.

2020; Narayan, Disselkoen, Garfinkel, et al. 2020; Narayan, Garfinkel, et al. 2019;

Zakai 2020]. We show that WebAssembly satisfies our zero-cost conditions, and

replace the heavyweight transitions used by the industrial Lucet WebAssembly

SFI toolkit with zero-cost transitions. WebAssembly imposes more structure

than required by our zero-cost conditions (and WebAssembly compilers are still

relatively new and slow [Jangda et al. 2019]), so, in order to compare the overhead

of our zero-cost model to the still fastest SFI implementation (NaCl [Yee et al.
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2009]) we design a new prototype SFI system, SegmentZero32, that: (a) enforces

our zero-cost conditions through LLVM-level transformations, and (b) enforces

memory isolation in hardware, using 32-bit x86 segmentation.1

4. Verifying security at the binary level (§ 1.5): Our fourth contribution is a static

verifier, VeriZero, that checks whether a potentially malicious binary produced

by the Lucet toolkit satisfies our zero-cost conditions. This removes the need

to trust the Lucet compiler when, for example, compiling third-party Firefox

libraries [Narayan, Disselkoen, Garfinkel, et al. 2020] or untrusted tenant code

running on Fastly’s serverless cloud [McMullen 2020]. To prove the soundness of

VeriZero, we develop a logical relation that captures when a compiled WebAssem-

bly function is well-behaved with respect to our zero-cost conditions and use it

to prove that the checks of VeriZero guarantee that the zero-cost conditions are

met. We implement VeriZero by extending VeriWasm [Johnson et al. 2021] and

show that in just a few seconds, it can (a) verify sandboxed libraries that ship (or

are in the process of being shipped) with Firefox, WebAssembly-compiled SPEC

CPU® 2006 benchmarks, and 100,000 programs randomly generated by Csmith [X.

Yang et al. 2011], and (b) catch previous NaCl and WebAssembly vulnerabilities

(§ 1.6.4). VeriZero has been integrated into the Lucet industrial WebAssembly

compiler [Johnson 2021].

5. Implementation and evaluation (§ 1.6): Our last contribution is an implementation

of our zero-cost sandboxing toolkits, and an evaluation of how they improve the

performance of a transition micro-benchmark and two macro-benchmarks: image

decoding (libjpeg) and font rendering (libgraphite) in Firefox. First, we

demonstrate the potential performance of a purpose-built zero-cost SFI system,
1While the prevalence of 32-bit x86 systems is declining, it nevertheless still constitutes over 20% of

the Firefox web browser’s user base (over forty million users) [Mozilla 2021]; SegmentZero32 would
allow for high performance library sandboxing on these machines.
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by evaluating SegmentZero32 on SPEC CPU® 2006 and our macro-benchmarks.

We find that SegmentZero32 imposes at most 25% overhead on SPEC CPU®

2006 (nc), and at most 24% on image decoding and 22.5% on font rendering. These

overheads are lower than the state-of-the-art NaCl SFI system. On the macro-

benchmarks, SegmentZero32 even outperforms an idealized SFI system that

enforces memory isolation for free but requires heavyweight transitions. Second,

we find that zero-cost transitions speed up WebAssembly-sandboxed image

decoding by (up to) 29.7% and font rendering by 10%. The speedup resulting from

our zero-cost transitions allowed Mozilla to ship the WebAssembly-sandboxed

libgraphite library in production.

1.1 Overview

In this section we describe the role of transitions in making SFI secure, give

an overview of existing heavyweight transitions, and introduce our zero-cost model,

which makes it possible for SFI systems to replace heavyweight transitions with simple

function calls.

1.1.1 The Need for Secure Transitions

As an example, consider sandboxing an untrusted font rendering library (e.g.,

libgraphite) as used in a browser like Firefox:

1 void onPageLoad(int* text) {

2 ...

3 int* screen = ...; // stored in r12

4 int* temp_buf = ...;

5 gr_get_pixel_buffer(text, temp_buf);

6 memcpy(screen, temp_buf, 100);

7 ...

8 }
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This code calls the libgraphite gr_get_pixel_buffer function to render text into

a temporary buffer and then copies the temporary buffer to the variable screen to be

rendered.

Using SFI to sandbox this library ensures that the browser’s memory is isolated

from libgraphite: memory isolation ensures that gr_get_pixel_buffer cannot

access the memory of onPageLoad or any other parts of the browser stack and heap.

Unfortunately, memory isolation alone is not enough: if transitions are simply function

calls, attackers can violate the calling convention at the application-library boundary

(e.g., the gr_get_pixel_buffer call and its return) to break isolation. Below, we

describe the different ways a compromised libgraphite can do this.

• Clobbering callee-save registers: Suppose the screen variable in the above

onPageLoad snippet is compiled down to the register r12. In the System V calling

convention r12 is a callee-saved register [Lu et al. 2018], so if gr_get_pixel_buffer

clobbers r12, then it is also supposed to restore it to its original value before

returning to onPageLoad. A compromised libgraphite doesn’t have to do this;

instead, the attacker can poison the register:

1 mov r12, !

2 ret

Since r12 (screen) in our hypothetical example is then used on Line 6 to memcpy

the temp_buf from the sandbox memory, this gives the attacker a write gadget

that they can use to hijack Firefox’s control flow. To prevent such attacks, we

need callee-save register integrity, i.e., we must ensure that sandboxed code restores

callee-save registers upon returning to the application.

• Leaking scratch registers: Dually, scratch registers can potentially leak sensitive

information into the sandbox. Suppose that Firefox keeps a secret (e.g., an

encryption key) in a scratch register. Memory isolation alone would not prevent
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an attacker-controlled libgraphite from using uninitialized registers, thereby

reading this secret. To prevent such leaks, we need scratch register confidentiality.

• Reading and corrupting stack frames: Finally, if the application and sandboxed

library share a stack, the attacker could potentially read and corrupt data (and

pointers) stored on the stack. To prevent such attacks, we need stack frame

encapsulation, i.e., we need to ensure that sandboxed code cannot access application

stack frames.

1.1.2 Heavyweight Transitions

SFI toolchains, from NaCl [Yee et al. 2009] to WebAssembly native compilers like

Lucet [McMullen 2020] and WAMR [Bytecode Alliance 2020], use heavyweight transitions

to wrap calls and returns and address the aforementioned attacks. These heavyweight

transitions are secure transitions. They provide:

1. Callee-save register integrity: The springboard, the transition code which wraps

calls, saves callee-save registers to a separate stack stored in protected application

memory. When returning from the library to the application, the trampoline, the

code which wraps returns, restores the registers.

2. Scratch register confidentiality: Since any scratch register may contain secrets,

the springboard clears all scratch registers before transitioning into the sandbox.

3. Stack frame encapsulation: Most (but not all) SFI systems provision separate

stacks for trusted and sandboxed code and ensure that the trusted stack is not

accessible from the sandbox. The springboard and trampoline account for this in

three ways. First, they track the separate stack pointers at each transition in order

to switch stacks. Second, the springboard copies arguments passed on the stack

to the sandbox stack, since sandboxed code cannot access arguments stored on
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the application stack. Finally, the trampoline tracks the actual return address on

transition by keeping it in the protected memory, so that the sandboxed library

cannot tamper with it.

Heavyweight springboards and trampolines guarantee secure transitions but have two

significant drawbacks. First, they impose an overhead on SFI: calls into the sandboxed

library become significantly more expensive than simple application function calls

(see Section 1.6). Heavyweight transitions conservatively save and clear more state

than might be necessary, essentially reimplementing aspects of an OS process switch

and duplicating work done by well-behaved libraries. Second, springboards and

trampolines must be customized to different platforms, i.e., different processors and

calling conventions, and, in extreme cases such as in Vahldiek-Oberwagner et al. [2019],

even different applications. Implementation mistakes can (and have [Bartel and Doe

2018; Chromium Team 2019, 2012, 2011, 2010]) resulted in sandbox escape attacks.

1.1.3 Zero-Cost Transitions

Heavyweight transitions are conservative because they make few assumptions

about the structure (or possible behavior) of the code running in the sandbox. SFI

systems like NaCl and WebAssembly do, however, impose structure on sandboxed code

to enforce memory isolation. In this section we show that by imposing structure on

sandboxed code we can make transitions less conservative. Specifically, we describe a

set of zero-cost conditions that impose just enough internal structure on sandboxed code to

ensure that it will behave like a high-level, compositional language while maintaining

SFI’s high performance. SFI systems that meet these conditions can safely elide almost

all the extra work done by heavyweight springboards and trampolines, thus moving

toward the ideal of SFI transitions as simple, fast, and portable function calls.

We assume that the sandboxed library code is split into functions and that each

function has an expected number of arguments. We formalize the internal structure
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required of library code via a safety monitor that checks the zero-cost conditions, i.e., the

local requirements necessary to ensure that calls-into and returns-from the untrusted

library functions are “well-behaved” and, hence, that they satisfy the secure transition

requirements.

1. Callee-save register restoration: First, our monitor enforces function-call level

adherence to callee-save register conventions: our monitor tracks callee-save

state and checks that it has been correctly restored upon returning. Importantly,

satisfying the monitor means that application calls to a well-behaved library

function do not require a transition which separately saves and restores callee-save

registers, since the function is known to obey the standard calling convention.

2. Well-bracketed control-flow: Second, our monitor requires that the library code

adheres to well-bracketed return edges. Abstractly, calls and returns should be

well-bracketed: when f calls g and then g calls h, h ought to return to g and then g

ought to return to f. However, untrusted functions may subvert the control stack

to implement arbitrary control flow between functions. This unrestricted control

flow is at odds with compositional reasoning, preventing local verification of

functions. Further, subverting well-bracketing could enable an attacker to cause h

to return directly to f. Then, even if h and f both restore their callee-save registers,

those of g would be left unrestored. Accordingly, we require two properties of the

library to ensure that calls and returns are well-bracketed. First, each jump must

stay within the same function. This limits inter-function control flow to function

calls and returns. Second, the (specification) monitor maintains a “logical” call

stack, which is used to ensure that returns go only to the preceding caller.

3. Type-directed forward-edge CFI: Our monitor also requires that library code obeys

type-directed forward-edge CFI. That is, for every call instruction encountered

during execution, the jump target address is the start of a library function and the
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arguments passed match those expected by the called function. This ensures that

each function starts from a (statically) known stack shape, preventing a class of

attacks where a benign function can be tricked into overwriting other stack frames

or hijacking control flow because it is passed too few (or too many) arguments. If

this were not the case, a locally well-behaved function that was passed too few

arguments could write to a saved register or the saved return address, expecting

that stack slot to be the location of an argument.

4. Local state encapsulation: Our monitor establishes local state encapsulation by

checking that all stack reads and writes are within the current stack frame. This

check allows us to locally, i.e., by checking each function in isolation, ensure that

a library function correctly saves and restores callee-save registers upon entry

and exit. To see why local state encapsulation is needed, consider the following

idealized assembly function library_func:

1 library_func: library_helper:

2 push r12 store sp - 1 := !

3 mov r12 → 1 ret

4 load r1 → sp - 1

5 add r1 → r12

6 call library_helper

7 pop r12

8 ret

If library_helper is called it will overwrite the stack slot where library_func

saved r12, and library_func will then “restore” r12 to the attacker’s desired

value. Our monitor prohibits such cross-function tampering, thus ensuring that

all subsequent reasoning about callee-save integrity can be carried out locally in

each function.

5. Confidentiality: Finally, our monitor uses dynamic information flow control (IFC)
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tracking to define the confidentiality of scratch registers. The monitor tracks how

(secret application) values stored in scratch registers flow through the sandboxed

code, and checks that the library code does not leak this information. Concretely,

our implementations enforce this by ensuring that, within each function’s localized

control flow, all register and local stack variables are initialized before use.

The individual properties making up our zero-cost conditions are well-known to

be beneficial to software security, and their enforcement in low-level code has been

extensively studied (see Section 1.8): our insight (made manifest in the monitor

soundness proofs of Section 1.3.2) is that in conjunction these conditions are sufficient

to eliminate heavyweight transitions in SFI systems, which can currently be a source

of significant overhead when sandboxing arbitrary code. Indeed, in Section 1.4.1 we

show that the WebAssembly type system is strict enough to ensure that a WebAssembly

compiler generates native code that already meets these conditions. To increase the

trustworthiness of this zero-cost compatible WebAssembly, in Section 1.5 we describe

a verifier that statically checks that compiled WebAssembly code meets the zero-cost

conditions. In Section 1.5.4 we describe our proof of soundness for the verifier, proving

that the verifier’s checks ensure monitor safety and therefore zero-cost security. Further,

in Section 1.4.2 we demonstrate how the zero-cost conditions can be used to design a

new SFI scheme by combining hardware-backed memory isolation with existing LLVM

compiler passes.

1.2 A Gated Assembly Language

We formalize zero-cost transitions via an assembly language, SFIasm, that

captures key notions of an application interacting with a sandboxed library, focusing on

capturing properties of the transitions between the application and sandboxed library.

Figure 1.1 defines the syntax of SFIasm: a RISC-style language with natural numbers
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numbers n, ε ↑ N

privileges Priv ↓ p ::= app | lib
values Val ↓ v ::= n

registers Reg ↓ r ::= rn | sp | pc
memory regions Region ↓ k ↑ NϑN

expressions Expr ↓ e ::= r | v | e ↔ e
commands Command ↓ c ::= r→ popp

| pushp e
| r→ loadk e
| storek e := e
| r→ mov e
| callk e
| retk

| jmpk e
| gatecalln e
| gateret

code Code ↓ C ↑ Nϑ Priv ↗ Command
register maps RegVals ↓ R ↑ Reg↘ Val

data Memory ↓ M ↑ N↘ Val
states State ↓ Ψ ::= error

| { pc : N
sp : N
R : RegVals
M : Memory
C : Code }

Figure 1.1. Syntax of SFIasm.
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(N) as the sole data type. Code (C) and data (M) memory are separated, and, to capture

the separation of application code from sandboxed library code, C is an (immutable)

partial map fromN to pairs of a privilege (p) (app or lib) and a command (c), where

app and lib are our security domains. We order app and lib via the “less trusted than”

relation (p ≃ p⇐) where lib ≃ app and app ! lib.

Memory is a (total) map fromN to values (v). We assume that the memory is

subdivided into disjoint regions (Mp) so that the application and library have separate

memory. Each of these regions is further divided into a disjoint heap Hp and stack

Sp. We writeΨ to denote the states or machine configurations, which comprise code,

memory, and a fixed, finite set of registers mapping register names (rn) to values, with

a distinguished stack pointer (sp) and program counter (pc) register. We write Ψ!c"p

forΨ.C(Ψ.pc) = (p, c), that is that the current instruction is c in security domain p. We

writeΨ0 ↑ Program to mean thatΨ0 is a valid initial program state. The definition of

validity varies between different SFI techniques (e.g., heavyweight transitions make

assumptions about the initial state of the separate stack).

We capture the transitions between the application and the library by defining

a pair of instructions gatecalln e and gateret, that serve as the only way to switch

between the two security domains (that is, call and ret check that the target is in the

same security domain). The first, gatecalln e, represents a call from the application

into the sandbox or a callback from the sandbox to the application with the n annotation

representing the number of arguments to be passed. The second, gateret, represents

the corresponding return from sandbox to application or vice-versa. We leave the

reduction rule for both implementation specific in order to capture the details of a given

SFI system’s trampolines and springboards.

SFIasm provides abstract mechanisms for enforcing SFI memory isolation by

equipping the standard load, store, push, and pop with (optional) statically annotated

checks. To capture different styles of enforcement we model these checks as partial
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functions that map a pointer to its new value or are undefined when a particular address

is invalid. This lets us, for instance, capture NaCl’s coarse grained, dynamically enforced

isolation (sandboxed code may read and write anywhere in the sandbox memory) by

requiring that all loads and stores are annotated with the check k(n)|n↑Mlib = n. This

captures that NaCl’s memory isolation does not remap addresses but traps when

an address is outside the sandbox memory region (Mlib).2 The rule for load below

demonstrates the use of these region annotations in the semantics.

SFIasm also provides abstract control-flow integrity enforcement via annotations

on jmp, call, and ret. These are also enforced dynamically. However, we require that

the standard control flow operations remain within their own security domain so that

gatecall and gateret remain the only way to switch security domains.

We capture the dynamic behavior via a deterministic small-step operational

semantics (Ψ ↘ Ψ⇐) shown in Figures 1.2, 1.3, and 1.4. The rules are standard for

an assembly language: to explain the notation we describe the reduction for a load

instruction. The rule red-load handles a “correct” load instruction. VΨ(e) evaluates the

expression to a value n based on the register file. If the memory isolation check function

k(n) is defined and maps n to a value n⇐ then red-load applies and a value is loaded

from memory into the appropriate register. Ψ++ increments pc, checking that it remains

within the same security domain and returning an error otherwise. If the function k(n)

is undefined (n is not within bounds), the rule red-load-error applies instead and the

program will step to a distinguished, terminal state error. Ψ!c" is simply shorthand

forΨ!c"p when we do not care about the security domain. Lastly, we do not include a

specific halt command, instead halting when pc is not in the domain of C.
2NaCl implements memory protection differently on different platforms. The 32-bit implementation

traps whereas the 64-bit implementation masks addresses. Without loss of generality we use the former
in our model.
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Ψ!c"↘ Ψ⇐

red-pop
Ψ.sp ↑ Sps ps ≃ p

v = Ψ.M(Ψ.sp) R⇐ = R[r ⇒↘ v]

Ψ!r→ popp"↘ Ψ++[sp :=Ψ.sp ⇑ 1,R := R⇐]

red-push
v =VΨ(e) sp⇐ = Ψ.sp + 1

M⇐ = Ψ.M[sp⇐ ⇒↘ v] sp⇐ ↑ Sps ps ≃ p
Ψ!pushp e"↘ Ψ++[sp := sp⇐,M :=M⇐]

red-load
n =VΨ(e) n⇐ = k(n)

v = Ψ.M(n⇐) R⇐ = Ψ.R[r ⇒↘ v]

Ψ!r→ loadk e"↘ Ψ++[R := R⇐]

red-store
n =VΨ(e) v =VΨ(e⇐)

n⇐ = k(n) M⇐ = Ψ.M[n⇐ ⇒↘ v]

Ψ!storek e := e⇐"↘ Ψ++[M :=M⇐]

red-jmp
n =VΨ(e) n⇐ = k(n)

Ψ!jmpk e"↘ Ψ[pc := n⇐]

red-mov
v =VΨ(e) R⇐ = Ψ.R[r ⇒↘ v]

Ψ!r→ mov e"↘ Ψ++[R := R⇐]

red-mov-sp
v =VΨ(e)

Ψ!sp→ mov e"↘ Ψ++[sp := v]

red-call
n =VΨ(e) n⇐ = k(n) sp⇐ = Ψ.sp + 1

M⇐ = Ψ.M[sp⇐ ⇒↘ Ψ.pc + 1] sp⇐ ↑ Sps

Ψ!callk e"↘ Ψ[pc := n⇐, sp := sp⇐,M :=M⇐]

red-ret
n = Ψ.M(Ψ.sp)

n⇐ = k(n) Ψ.sp ↑ Sps

Ψ!retk"↘ Ψ[pc := n⇐, sp :=Ψ.sp ⇑ 1]

Figure 1.2. Operational semantics for SFIasm.
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Ψ!c"↘ error

red-pop-error
Ψ.sp ↑ Sps ps ! p
Ψ!r→ popp"↘ error

red-push-error
Ψ.sp + 1 ↑ Sps ps ! p
Ψ!pushp e"↘ error

red-load-error
n =VΨ(e) k(n) undefined

Ψ!r→ loadk e"↘ error
red-store-error
n =VΨ(e) k(n) undefined

Ψ!storek e := e⇐"↘ error

red-call-sp-error
Ψ.sp + 1 " Sps

Ψ!callk e"↘ error
red-call-target-error
n =VΨ(e) k(n) undefined

Ψ!callk e"↘ error

red-ret-sp-error
Ψ.sp " Sps

Ψ!retk"↘ error

red-ret-target-error
n = Ψ.M(Ψ.sp) k(n) undefined

Ψ!retk"↘ error

red-jmp-error
n =VΨ(e) k(n) undefined

Ψ!jmpk e"↘ error

Figure 1.3. Operational semantics for SFIasm: errors.

VΨ(v) ↭ v
VΨ(r) ↭ Ψ.R(r)
VΨ(sp) ↭ Ψ.sp
VΨ(pc) ↭ Ψ.pc

VΨ(e ↔ e⇐) ↭ VΨ(e) ↔VΨ(e⇐)

Ψ++ ↭


Ψ[pc :=Ψ.pc + 1] when ϖ1(Ψ.C(Ψ.pc)) = ϖ1(Ψ.C(Ψ.pc + 1))
error otherwise

Figure 1.4. Operational semantics for SFIasm: auxiliary definitions.
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Ψ1 ↘ Ψ2 Ψ1!c1"p1

Ψ2!c2"p2 p1 = p2 = p

Ψ1
p⇑↘ Ψ2

Ψ
p⇑↘ Ψ⇐

Ψ
↫⇑↘ Ψ⇐

Ψ
wb⇑↘ Ψ⇐

Ψ
↫⇑↘ Ψ⇐

Ψ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

Ψ!gatecalln i" Ψ2!gateret"

Ψ
wb⇑↘ Ψ⇐

Figure 1.5. Well-bracketed transitions in SFIasm.

1.2.1 Secure Transitions

Next, we use SFIasm to declaratively specify high-level properties that capture

the intended security goals of transition systems. This lets us use SFIasm both as a

setting to study zero-cost transitions and to explore the correctness of implementations

of springboards and trampolines. As a demonstrative example we prove that NaCl-style

heavyweight transitions satisfy the high-level properties in Section 1.2.2.

SFI systems may allow arbitrary nesting of calls into and callbacks out of the

sandbox. Thus, it is insufficient to define that callee-save registers have been properly

restored by simply equating register state upon entry to the sandbox and the following

exit. Instead we make the notion of an entry and its corresponding exit precise, by using

SFIasm’s gatecall and gateret to define a notion of well-bracketed gated calls that serve

as the backbone of transition integrity properties. A well-bracketed gated call, which

we writeΨ wb⇑↘ Ψ⇐ (Figure 1.5), captures the idea thatΨ is a gated call from one security

domain to another, followed by running in the new security domain, and thenΨ⇐ is the

result of a gated return that balances the gated call fromΨ. This can include potentially

recursive but properly bracketed gated calls. Well-bracketed gated calls let us relate the

state before a gated call with the state after the corresponding gated return, capturing

when the library has fully returned to the application.
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Integrity

Relations between the states before calling into the sandbox and then after the

corresponding return capture SFI transition system integrity properties. We identify two

key integrity properties that SFI transitions must maintain:

1. Callee-save register integrity: requires that callee-save registers are restored after

returning from a gated call into the library. This ensures that an attacker cannot

unexpectedly modify the private state of an application function.

2. Return address integrity: requires that the sandbox (a) returns to the instruction

after the gatecall, (b) does not tamper with the stack pointer, and (c) does not

modify the call stack itself.

Together these ensure that an attacker cannot tamper with the application control flow.

These integrity properties are crucial to ensure that the sandboxed library cannot

break application invariants. To capture them formally, we first define an abstract notion

of integrity across a well-bracketed gated call. This not only allows us to cleanly define

the above properties, but also provides a general framework that can capture integrity

properties for different architectures. Specifically, we define an integrity property by a

predicate I : Trace↗ State↗ State↘ P that captures when integrity is preserved across a

call (P is the type of propositions). The first argument is a trace, a sequence of steps that

our program has taken before making the gated call. The next two arguments are the

states before and after the well-bracketed gated call. I defines when these two states

are properly related. This leads to the following definition of I-Integrity:

Definition 1 (I-Integrity). Let I : Trace ↗ State ↗ State ↘ P. We say that an SFI

transition system has I-integrity if, for all initial configurationsΨ0 ↑ Program, trace prefixes

ϖ = Ψ0 ↘⇓ Ψ1, that run to an application instructionΨ1!_"app that then makes a well-bracketed

callΨ1
wb⇑↘ Ψ2, we have that I(ϖ,Ψ1,Ψ2).
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return-addressp : Trace↘ ϱ(N)

return-addressp(Ψ0 ↘⇓ Ψ!callk e"p ↘ Ψ⇐)
↭ return-addressp(Ψ0 ↘⇓ Ψ) ⇔ {Ψ.sp + 1}

return-addressp(Ψ0 ↘⇓ Ψ!retk"p ↘ Ψ⇐)
↭ return-addressp(Ψ0 ↘⇓ Ψ) ⇑ {Ψ.sp}

return-addressp(Ψ0 ↘⇓ Ψ!gatecalln e"p ↘ Ψ⇐)
↭ return-addressp(Ψ0 ↘⇓ Ψ) ⇔ {Ψ.sp + 1}

return-addressp(Ψ0 ↘⇓ Ψ!gateret"p ↘ Ψ⇐)
↭ return-addressp(Ψ0 ↘⇓ Ψ) ⇑ {Ψ.sp}

return-addressp(Ψ0 ↘⇓ Ψ!c"↘ Ψ⇐)
↭ return-addressp(Ψ0 ↘⇓ Ψ)

return-addressp(Ψ0 ↘0 Ψ0)
↭ ↖

Figure 1.6. Call stack return address calculation.

We instantiate this to define our two integrity properties:

1. Callee-save register integrity: We define callee-save register integrity as an I-

integrity property that requires the callee-save registers’ values to be equal in both

states:

Definition 2 (Callee-Save Register Integrity). Let CSR be the callee-save registers and

define CSR(_,Ψ1,Ψ2) ↭ Ψ2.R(CSR) = Ψ1.R(CSR). If an SFI transition system has

CSR-integrity then we say it has callee-save register integrity.

2. Return address integrity: We specify that the library returns to the expected

instruction as a relation between Ψ1 and Ψ2, namely that Ψ2.pc = Ψ1.pc + 1.
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Restoration of the stack pointer is similarly specified asΨ2.sp = Ψ1.sp. Specifying

call stack integrity is more involved as Ψ1 lacks information on where return

addresses are saved: they look like any other stack data. Instead, return addresses

are defined by the history of calls and returns leading up toΨ1, which we capture

with the trace argumentϖ. We thus define a function return-address(ϖ) (Figure 1.6)

that computes the locations of return addresses from a trace. The third clause of

return address integrity is then that these locations’ values are preserved fromΨ1

toΨ2, yielding:

Definition 3 (Return Address Integrity).

RA(ϖ,Ψ1,Ψ2) ↭ Ψ2.pc = Ψ1.pc + 1 ↙Ψ2.sp = Ψ1.sp

↙Ψ2.M(return-address(ϖ)) = Ψ1.M(return-address(ϖ))

If an SFI transition system has RA-integrity then we say the system has return address

integrity.

Confidentiality

SFI systems must ensure that secrets cannot be leaked to the untrusted library,

i.e., they must provide confidentiality. We specify confidentiality as noninterference,

which informally states that “changing secret inputs should not affect public outputs.”

In the context of library sandboxing, application data is secret whereas library data is

non-secret (public).3 To capture this formally, we pair programs with a confidentiality

policy, C ↑ Stateϑ (N + Reg↘ Priv), that labels all memory and registers as app or lib

at each gated call into the library.

To prove noninterference, that is, that changing secret data does not affect public

(or non-secret) outputs, we need to define public outputs. We over-approximate public
3This could also be extended to a setting with mutually distrusting components.
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outputs as the set of values exposed to the application. This includes all arguments to

a gatecall callback, the return value when returning to the application via gateret,

and all values stored in the sandboxed library’s heap (Hlib) (which may be referenced

by other returned values). Alas, this is not enough: in a callback, the application may

choose to declassify secret data. For instance, a sandboxed image decoding library

might, after parsing the file header, make a callback requesting the data to decode the

rest of the image. This application callback will then transfer that data (which was

previously confidential) to the sandbox, declassifying it in the transfer.

To account for such intentional declassifications, we follow Matos and Boudol

[2005] and define confidentiality as disjoint noninterference. We defineΨ =C Ψ⇐ to mean

thatΨ andΨ⇐ agree on all values labeled lib by the confidentiality policy, capturing

varying secret inputs:

Definition 4. We sayΨ =C Ψ⇐ when

1. Ψ.pc = Ψ⇐.pc

2. Ψ.sp = Ψ⇐.sp

3. Ψ!gatecalln e"app andΨ⇐!gatecalln e"app

4. Ψ.R|{r|C(Ψ)(r)=lib} = Ψ⇐.R|{r|C(Ψ⇐)(r)=lib}

5. Ψ.M|{n|C(Ψ)(n)=lib} = Ψ⇐.M|{n|C(Ψ⇐)(n)=lib}

We further defineΨ =call m Ψ⇐ whenΨ andΨ⇐ agree on all sandboxed heap values, the

program counter, and the m arguments passed to a callback andΨ =ret Ψ⇐ whenΨ and

Ψ⇐ agree on all sandboxed heap values, the program counter, and the value in the calling

convention’s return register (written rret). The formal definitions are shown below:

Definition 5. We sayΨ =call m Ψ⇐ if
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1. Ψ.M(Hlib) = Ψ⇐.M(Hlib)

2. Ψ.pc = Ψ⇐.pc

3. Ψ.sp = Ψ⇐.sp

4. For all i ↑ [1,m], there exists some m⇐ such that m⇐ = Ψ.M(Ψ.sp ⇑ i) = Ψ⇐.M(Ψ.sp ⇑ i).

Definition 6. We sayΨ =ret Ψ⇐ if

1. Ψ.M(Hlib) = Ψ⇐.M(Hlib)

2. Ψ.pc = Ψ⇐.pc

3. There exists some n such that n = Ψ.R(rret) = Ψ⇐.R(rret).

This lets us formally define noninterference as follows:

Definition 7 (Disjoint Noninterference). We say that an SFI transition system has the

disjoint noninterference property if, for all initial configurations and their confidentiality policy

(Ψ0,C) ↑ Program, tracesΨ0 ↘⇓ Ψ1 ↘ Ψ2
lib⇑⇑↘⇓ Ψ3 ↘ Ψ4, whereΨ1 is a gated call into the

library (Ψ1!gatecalln e"app), and Ψ3 ↘ Ψ4 leaves the library and reenters the application

(Ψ4!_"app), and, for all Ψ⇐1 such that Ψ1 =C Ψ⇐1, we have that Ψ⇐1 ↘ Ψ⇐2
lib⇑⇑↘⇓ Ψ⇐3 ↘ Ψ⇐4,

Ψ⇐4!_"app,Ψ4.pc = Ψ⇐4.pc, and either

1. Ψ3 is a gated call to the application (Ψ3!gatecallm e" and Ψ⇐3!gatecallm e") and

Ψ4 =call m Ψ⇐4 or

2. Ψ3 is a gated return to the application (Ψ3!gateret" andΨ⇐3!gateret") andΨ4 =ret Ψ⇐4.

This definition captures that, for any sequence of executing within the library then

returning control to the application, varying confidential inputs does not influence the

public outputs and the library returns control to the application in the same number of

steps. Thus, an SFI system that satisfies disjoint noninterference is guaranteed to not

leak data while running within the sandbox.
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Heavyweight context in application
ctx ⇑ 0 library stack pointer
. . .

ctx⇓ ctx

Heavyweight context in library
ctx ⇑ 0 application stack pointer
ctx ⇑ 1 CSR0

ctx ⇑ 2 CSR1

. . . . . .
ctx ⇑ len(CSR) CSRlen(CSR)⇑1

. . .

ctx⇓ ctx

Figure 1.7. Layout of contexts for heavyweight transitions.

1.2.2 Security of Heavyweight Transitions

After formally defining the zero-cost conditions in Section 1.3 we will discuss

our proof that zero-cost WebAssembly meets the above secure transition properties

in Section 1.5.4. But first we will exercise the framework by defining NaCl style

heavyweight transitions and the associated proofs of security.

We begin by defining the heavyweight springboards and trampolines. These rely

on a stack-structured transition context described in Figure 1.7. There is first a fixed

memory location ctx⇓ that stores a pointer (ctx) to the top of the transition context stack.

Because NaCl style SFI systems cannot guarantee there is no stack smashing within the

sandboxed library they allocate a library control stack within the sandbox memory. As

such, when operating within the application the transition context stores the library

stack pointer. Similarly, when operating within the library it is necessary to save the

application stack pointer. Beyond this, the heavyweight transitions use the context to

store the callee-save registers for restoration when returning to the application.
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heavyweight-springboard(n, e) ↭
r0 → load ctx⇓

// r1 holds the library stack pointer
r1 → load r0

// save callee-save registers
j ↑ (len(CSR), 0] store r0 := CSR j; r0 → mov r0 + 1

// set r1 to the new top of the library stack
r1 → mov r1 + n
//move the stack pointer to the first argument
sp→ mov sp ⇑ 1
// copy arguments to library stack

j ↑ [0,n) r2 → pop; storeMlib r1 := r2; r1 → mov r1 ⇑ 1
// save stack pointer
r2 → mov sp + (n + 1); store r0 := r2

// set new stack pointer
sp→ mov r1 + n
// update ctx
store ctx⇓ := r0

// clear registers
r ↑ R r→ mov 0

jmp e

Figure 1.8. Heavyweight springboards.
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heavyweight-trampoline ↭
r0 → load ctx⇓

// restore callee-save registers
j ↑ [0, len(CSR)) r0 → mov r0 ⇑ 1;CSR j → load r0

r0 → load ctx⇓

// r1 holds the application stack pointer
r1 → load r0

// save library stack pointer
r0 → mov r0 ⇑ len(CSR); store r0 := sp
// update ctx
store ctx⇓ := r0

// switch to application stack
sp→ mov r1

ret

Figure 1.9. Heavyweight trampolines.

heavyweight-cb-springboard(n, e) ↭
r0 → load ctx⇓

// r1 holds the application stack pointer
r1 → load r0

// save stack pointer
r0 → mov r0 + 1; store r0 := sp
// update ctx
store ctx⇓ := r0

//move the stack pointer to the first argument
sp→ mov sp ⇑ 1
// set r1 to the new top of the library stack
r1 → mov r1 + n
// copy arguments to application stack

j ↑ [0,n) r2 → popMlib ; store r1 := r2; r1 → mov r1 ⇑ 1
// set new stack pointer
sp→ mov r1 + n
jmpI e

Figure 1.10. Heavyweight callback springboards.
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heavyweight-cb-trampoline ↭
r0 → load ctx⇓

// r1 holds the library stack pointer
r1 → load r0

// update ctx
r0 → mov r0 ⇑ 1; store ctx⇓ := r0

// switch to library stack
sp→ mov r1

// clear registers
r ↑ R r→ mov 0

retClib

Figure 1.11. Heavyweight callback trampoline.

To instantiate gatecall and gateret for heavyweight transitions we mirror the

real-world implementations of NaCl and other existing SFI systems: defining assembly

blocks that implement the entry and exit behavior. We show the implementations for

normal calls and callbacks in Figures 1.8, 1.9, 1.10, and 1.11 (note that the springboards,

which transition into the library, are parameterized by the number of arguments to be

passed). The implementations are unsurprising given a description of heavyweight

transitions, but we would like to draw attention to the tricky nature of ensuring correct

use of the heavyweight context and properly ordering stack switching as a reminder

of the difficulty of correctly implementing heavyweight transitions. gatecall and

gateret are then implemented as running the associated assembly code.

NaCl Programs

Before we prove the security of heavyweight transitions we must instantiate

an SFI system. Following our running example we choose to mode NaCl. To do so

we define a NaCl programΨ is as meeting the following conditions (these model the

properties checked by the NaCl verifier):

34



1. All memory operations in the sandboxed library are guarded:

∝n.Ψ.C(n) = (lib, r→ popp) =′ p = lib

Ψ.C(n) = (lib, pushp e) =′ p = lib

Ψ.C(n) = (lib, r→ loadk e) =′ cod(k) ∞Mlib

Ψ.C(n) = (lib, storek e := e⇐) =′ cod(k) ∞Mlib.

2. The application does not write app data to the sandbox memory.

3. Gated calls are the only way to move between application and library code:

∝n.Ψ.C(n) = (p, callk e) =′ cod(k) ∞ Cp

Ψ.C(n) = (p, retk) =′ cod(k) ∞ Cp

Ψ.C(n) = (p, jmpk e) =′ cod(k) ∞ Cp

4. The program starts in the application: Ψ.pc = 0 andΨ.C(0) = (app, _).

5. ctx⇓ and ctx start initialized to the library stack:

ctx⇓ ↑ Happ

ctx = Ψ.M(ctx⇓) ↑ Happ

Ψ.M(ctx) = Slib[0] ⇑ 1.

6. When calling into the library NaCl considers all registers except the stack pointer

and program counter confidential. It further labels sandbox memory and the n⇐

arguments in the application stack as public with the remainder of application
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memory labeled as confidential. This is captured by the following confidentiality

policy:

C(Ψ)(r) =



lib when r = sp

lib when r = pc

app otherwise

C(Ψ)(n) =



lib when n ↑Mlib

lib when n ↑ (Ψ.sp ⇑ n⇐,Ψ.sp] whereΨ!gatecalln⇐ e"app

app when n ↑Mapp ↙ n " (Ψ.sp ⇑ n⇐,Ψ.sp]

whereΨ!gatecalln⇐ e"app

We then show that the combined NaCl SFI instantiation and the heavyweight transi-

tions satisfy our integrity and confidentiality properties. The proofs can be found in

Appendix A.1.

1.3 Zero-Cost Transition Conditions

Having laid out the security properties required of an SFI transition system,

we turn to formally defining the set of zero-cost conditions on sandboxed code that

capture when we may securely elide springboards and trampolines. To this end we

define our zero-cost conditions as a safety monitor via a language oSFIasm overlaid on

top of SFIasm. oSFIasm extends SFIasm with additional structure and dynamic type

checks that ensure the invariants needed for zero-cost transitions are maintained upon

returning from library functions, providing both an inductive structure for proofs of

security for zero-cost implementations and providing a top-level guarantee that our
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Val ↓ v ::= ∈n, p∋
Frame ↓ SF ::= { base :N

ret-addr-loc :N
csr-vals : ϱ(Reg ↗N) }

Function ↓ F ::= { instrs :Nϑ Command
entry :N
type :N }

oState ↓ Φ ::= oerror

| { Ψ : State
funcs :Nϑ Function
stack : [Frame] }

Figure 1.12. Extended syntax for overlay semantics of oSFIasm.

integrity and confidentiality properties are maintained. In Section 1.3.2 we outline the

proofs of overlay soundness, showing that oSFIasm captures when a system is zero-cost

secure.

Figure 1.12 shows the extended syntax of oSFIasm. Values (v) are extended with

a security label p. Overlay states, written Φ, wrap the state of SFIasm, extending it with

two extra pieces of data. First, oSFIasm requires the sandboxed code be organized into

functions (Φ.funcs). Φ.funcs maps each command in the sandboxed library to its parent

function. Functions (F) also store the code indices of their commands as the field F.instrs,

store the entry point (F.entry), and track the number of arguments the function expects

(F.type). This partitioning of sandboxed code into functions is static. Second, the overlay

state dynamically tracks a list of overlay stack frames (Φ.stack). These stack frames (SF)

are solely logical and inaccessible to instructions. They instead serve as bookkeeping

to implement the dynamic type checks of oSFIasm by tracking the base address of

each stack frame (SF.base), the stack location of the return address (SF.ret-addr), and

the values of the callee save registers upon entry to the function (SF.csr-vals). We are

concerned with the behavior of the untrusted library, so the logical stack does not finely
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Ψ!c"# Ψ⇐

oCall
∈n, pe∋ =VΦ(e) n⇐ = k(n) sp⇐ = Φ.sp + 1 M⇐ = Φ.M[sp⇐ ⇒↘ Φ.pc + 1]

typechecks(Φ,n⇐, sp⇐) SF = new-frame(Φ,n⇐, sp⇐) pe ≃ lib
Φ!callk e"lib # Φ[stack := [SF] ++Φ.stack, pc := n⇐, sp := sp⇐,M :=M⇐]

oRet
is-ret-addr-loc(Φ,Φ.sp) ∈n∋ = Φ.M(Φ.sp)

n⇐ = k(n) csr-restored(Φ) Φ⇐ = pop-frame(Φ)

Φ!retk"lib # Φ⇐[pc := n⇐, sp :=Φ.sp ⇑ 1]

oGatecall-lib
∈n⇐∋ =VΦ(e) sp⇐ = Φ.sp + 1 M⇐ = Φ.M[sp⇐ ⇒↘ Φ.pc + 1] n⇐ ↑ I

typechecks(Φ,n⇐, sp⇐) args-secure(Φ, sp⇐,n) SF = new-frame(Φ,n⇐, sp⇐)
Φ!gatecalln e"lib # Φ[stack := [SF] ++Φ.stack, pc := n⇐, sp := sp⇐,M :=M⇐]

oGatecall-app
Φ⇐ = classifyC(Φ) ∈n⇐∋ =VΦ⇐(e) sp⇐ = Φ⇐.sp + 1

M⇐ = Φ⇐.M[sp⇐ ⇒↘ Φ⇐.pc + 1] SF = new-frame(Φ⇐,n⇐, sp⇐)
Φ!gatecalln e"app # Φ⇐[stack := [SF] ++Φ⇐.stack, pc := n⇐, sp := sp⇐,M :=M⇐]

oGateret
Φ!ret"# Φ⇐ p⇐ ≃ p
∈n, p⇐∋ = Φ.R(rret)

Φ!gateret"p # Φ⇐

oPush
v =VΦ(e) sp⇐ = Φ.sp + 1 sp⇐ ↑ Sp
M⇐ = Φ.M[sp⇐ ⇒↘ v] writeable(Φ, sp⇐)
Φ!pushp e"# Φ++[sp := sp⇐,M :=M⇐]

Figure 1.13. Operational semantics for oSFIasm.

track application stack frames, but keeps a single large “stack frame” for all nested

application stack frames.

When code fails the overlay’s dynamic checks it will result in the state oerror.

Our definition of monitor safety, which will ensure that zero-cost transitions are secure,

is then simply that a program does not step to an oerror.
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Ψ!c"# Ψ⇐

oStore
∈n, pe∋ =VΦ(e) v = ∈_, pe⇐∋ =VΦ(e⇐)
M⇐ = Φ.M[n⇐ ⇒↘ v] writeable(Φ,n⇐)

n⇐ = k(n) pe ≃ p pe⇐ ! p =′ n⇐ " Hlib
Φ!storek e := e⇐"p # Φ++[M :=M⇐]

oLoad
∈n, pe∋ =VΦ(e) n⇐ = k(n) pe ≃ p

v = ∈_, pn⇐∋ = Φ.M(n⇐) R⇐ = Φ.R[r ⇒↘ v]

Φ!r→ loadk e"p # Φ++[R := R⇐]

oMov
∈v, pe∋ =VΦ(e) pe ≃ p

Φ!sp→ mov e"p # Φ++[sp := v]

oJmp
∈n, pe∋ =VΦ(e) n⇐ = k(n)

pe ≃ p in-same-func(Φ,Φ.pc,n⇐)
Φ!jmpk e"p # Φ[pc := n⇐]

oMovlabel
pr ! p⇐ =′ pr ≃ p

∈n, pr∋ = Φ.R(r) R⇐ = Φ.R[r := ∈n, p⇐∋]
Φ!r→ movlabelp⇐"p # Φ++[R := R⇐]

oStorelabel
∈n, pe∋ =VΦ(e) ∈m, pm∋ = Φ.M(n) pe ≃ p
M⇐ = Φ.M[n := ∈m, p⇐∋] pm ! p⇐ =′ pm ≃ p
Φ!storelabelp⇐ e"p # Φ++[M :=M⇐]

oSame
Φ.Ψ!c"↘ Ψ⇐

in-same-func(Φ,Φ.Ψ.pc,Ψ⇐.pc)

Φ!c"# Φ[Ψ :=Ψ⇐]

Figure 1.14. Operational semantics for oSFIasm, continued.
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[SF] ++ _ = Φ.stack
n ↑ Sp =′ n △ SF.base ↙ n $ SF.ret-addr-loc

writeable(Φ,n)

F = Φ.funcs(target) F.entry = target
sp ↑ Sp [SF] ++ _ = Φ.stack
sp △ SF.ret-addr-loc + F.type

typechecks(Φ, target, sp)

[SF] ++ _ = Φ.stack
ret-addr-loc = SF.ret-addr-loc

is-ret-addr-loc(Φ, ret-addr-loc)

[SF] ++ _ = Φ.stack
∝(r,n) ↑ SF.csr-vals. Φ.R(r) = n

csr-restored(Φ)

F ↑ cod(Φ.funcs) n,n⇐ ↑ dom(F.instrs)

in-same-func(Φ,n,n⇐)
∝F ↑ cod(Φ.funcs). n " dom(F.instrs)

in-same-func(Φ,n,n⇐)

∝i ↑ [1,n]. Φ.M(sp ⇑ i) = ∈_, lib∋
args-secure(Φ, sp,n)

Figure 1.15. Operational semantics for oSFIasm: auxiliary predicates.

1.3.1 Overlay Monitor

oSFIasm enforces our zero-cost conditions by extending the operational semantics

of SFIasm with additional checks in the overlay’s small step operational semantics,

written Φ # Φ⇐. Each of these steps is a refinement of the underlying SFIasm step,

that is Φ.Ψ↘ Φ⇐.Ψ whenever Φ⇐ is not oerror. Figures 1.13 and 1.14 (with auxiliary

definitions shown in Figures 1.15 and 1.16) show the checks, which we describe below.

We elide the rules for stepping to oerror: they are identical to the displayed rules except

with one of the checks negated.

In the overlay, the reduction rule for library call instructions (oCall) checks

type-safe execution with typechecks, a predicate over the state (Φ), call target (target),

and stack pointer (sp) that checks that 1. the address we are jumping to is the entry

instruction of one of the functions, 2. the stack pointer remains within the stack (sp ↑ Sp),

and 3. the number of arguments expected by the callee have been pushed to the stack.

On top of this, call also creates a new logical stack frame recording the base of the

40



new-frame(Φ, target, ret-loc) ↭ { base = ret-loc ⇑Φ.funcs(target).type
ret-loc = ret-loc
csr-vals = {(r,Φ.R(r))}r↑CSR }

pop-frame(Φ) ↭ Φ[stack := S] where [SF] ++ S = Φ.stack

Φ++ ↭


Φ[Ψ :=Ψ++] in-same-func(Φ,Φ.pc,Φ.pc + 1)
oerror otherwise

classifyC(Φ) ↭ Φ[M :=M⇐,R := R⇐]
where M⇐(n) = ∈∈Φ.M(n)∋,C(Φ.Ψ)(n)∋

R⇐(r) = ∈∈Φ.R(r)∋,C(Φ.Ψ)(r)∋

VΨ(v) ↭ v
VΨ(r) ↭ Ψ.R(r)
VΨ(sp) ↭ ∈Ψ.sp, lib∋
VΨ(pc) ↭ ∈Ψ.pc, lib∋

VΨ(e ↔ e⇐) ↭ ∈v ↔ v⇐, p ▽ p⇐∋
where ∈v, p∋ =VΨ(e)

∈v⇐, p⇐∋ =VΨ(e⇐)

∈n∋ ↭ ∈n, _∋

app ▽ p ↭ app

p ▽ app ↭ app

lib ▽ lib ↭ lib

Figure 1.16. Operational semantics for oSFIasm: auxiliary definitions
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new frame, location of the return address, and the current callee-save register values,

pushing the new frame onto the overlay stack. To ensure IFC, we require that i has the

label lib to ensure that control flow is not influenced by confidential values; a similar

check is done when jumping within library code, obviating the need for a program

counter label. Further, because the overlay captures zero-cost transitions, gatecall

behaves in the exact same way except for an additional IFC check that the arguments

are not influenced by confidential values.

Our zero-cost conditions rely on preventing invariants internal to a function from

being interfered with by other functions. A key protection enabling this is illustrated by

the reduction for jmp (oJmp), which enforces that the only inter-function control flow

is via call and ret: the in-same-func predicate checks that the current (n) and target

(n⇐) instructions are within the same overlay function. The same check is added to the

program counter increment operation, Φ++. These checks ensure that the logical call

stack corresponds to the actual control flow of the program, enabling the overlay stack’s

use in maintaining invariants at the level of function calls.

The reduction rule for store (oStore) demonstrates the other key protection

enabling function local reasoning, with the check that the address (n) is writeable given

the current state of the overlay stack. The predicate writeable guarantees that, if the

operation is writing to the stack, then that write must be within the current frame and

cannot be the location of the stored return address. This allows reasoning to be localized

to each function: they do not need to worry about their callees tampering with their local

variables. Protecting the stored return address is crucial for ensuring well-bracketing,

which guarantees that each function returns to its caller.

To guarantee IFC, oStore first requires that the pointer have the label lib,

ensuring that the location we write to is not based on confidential data. Second, the

check pi⇐ = app =′ n⇐ " Hlib enforces that confidential values cannot be written to the

library heap. Similar checks, based on standard IFC techniques, are implemented for all
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other instructions.

With control flow checks and memory write checks in place, we guarantee that,

when we reach a ret instruction, the logical call frame will correspond to the “actual”

call frame. ret is then responsible for guaranteeing well-bracketing and ensuring

callee-save registers are restored. This is handled by two extra conditions on ret

instructions: is-ret-addr and csr-restored. csr-restored checks that callee-save registers

have been properly restored by comparing against the values that were saved in the

logical stack frame by call. is-ret-addr checks that the value pointed to by the stack

pointer (ret-addr) corresponds to the location of the return address saved in the logical

stack frame. Memory writes were checked to enforce that the return address cannot

be overwritten, so this guarantees the function will return to the expected program

location.

1.3.2 Overlay Semantics Enforce Security

The goal of the overlay semantics and our zero-cost conditions is to capture the

essential behavior necessary to ensure that individual, well-behaved library functions

can be composed together into a sandboxed library call that enforces SFI integrity and

confidentiality properties. Thus, library code that is well-behaved under the dynamic

overlay type system will behave equivalently to library code with springboard and

trampoline wrappers, and therefore well-behaved library code can safely elide those

wrappers and their overhead. We prove that the overlay semantics is sound with respect

to each of our security properties:

Theorem 1 (Overlay Integrity Soundness). If Φ0 ↑ Program, Φ0 #n Φ1, Φ1!_"app, and

Φ1 #⇓ Φ2 such that Φ1.Ψ
wb⇑↘ Φ2.Ψ with ϖ = Φ0.Ψ↘n Φ1.Ψ, then

1. CSR(ϖ,Φ1.Ψ,Φ2.Ψ) and

2. RA(ϖ,Φ1.Ψ,Φ2.Ψ).
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Proof. By induction over the definition of a well-bracketed step and nested induction

over the logical call stack. The last step follows by the fact that Φ2 $ oerror, and

therefore the restoration checks in the overlay monitor passed. ↫

Theorem 2 (Overlay Confidentiality Soundness). If Φ0 ↑ Program, Φ1!_"lib, Φ3!_"app,

Φ0.Ψ↘⇓ Φ1.Ψ
lib⇑⇑↘n Φ2.Ψ↘ Φ3.Ψ, Φ1 #n+1 Φ3, and Φ1 =lib Φ⇐1, then Φ⇐1.Ψ

lib⇑⇑↘n Φ⇐2.Ψ↘
Φ⇐3.Ψ, Φ⇐1 #

n+1 Φ⇐3 Φ
⇐
3!_"app, Φ3.pc = Φ⇐3.pc, and

1. Φ2!gatecalln⇐ e", Φ⇐2!gatecalln⇐ e", and Φ3 =call n⇐ Φ⇐3 or

2. Φ2!gateret", Φ⇐2!gateret", and Φ3 =ret Φ⇐3.

Proof. Proof is standard for an IFC enforcement system. ↫

1.4 Instantiating Zero-Cost

We describe two isolation systems that securely support zero-cost transitions:

that is, they meet the overlay monitor zero-cost conditions. The first, described in

Section 1.4.1, is an SFI system using WebAssembly as an IR before compiling to native

code using the Lucet toolchain [McMullen 2020]. Here we rely on the language-level

invariants of WebAssembly to satisfy our zero-cost requirements. To ensure that these

invariants are maintained, in Section 1.5 we describe a verifier, VeriZero, that checks that

compiled binaries meet the zero-cost conditions. In Section 1.5.4 we outline our proof

that the verifier guarantees that compiled WebAssembly can safely elide springboards

and trampolines.

The second system, SegmentZero32, is our novel SFI system combining the x86

segmented memory model for memory isolation with several security-hardening LLVM

compiler passes to enforce our zero-cost conditions. While WebAssembly meets the

zero-cost conditions, it imposes additional restrictions that lead to unrelated slowdowns.

SegmentZero32 thus serves as a platform for evaluating the potential cost of enforcing
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the zero-cost conditions directly as well as a proof-of-concept SFI implementation

designed using the zero-cost framework.

1.4.1 WebAssembly

WebAssembly is a low-level bytecode with a sound, static type system. We-

bAssembly’s abstract state includes global variables and heap memory, which are

zero-initialized at start-up. All heap accesses are explicitly bounds checked, meaning

that compiled WebAssembly programs inherently implement heap isolation. Beyond

this, WebAssembly programs enjoy several language-level properties, which ensure

compiled binaries satisfying the zero-cost conditions. We describe these below.

• Control flow: There are no arbitrary jump instructions in WebAssembly, only

structured intra-function control flow. Functions may only be entered through

a call instruction, and may only be exited by executing a return instruction.

Functions also have an associated type; direct calls are type-checked at compile

time while indirect calls are subject to a runtime type check. This ensures that

compiled WebAssembly meets our type-directed forward-edge CFI condition.

• Protecting the stack: A WebAssembly function’s type precisely describes the

space required to allocate the function’s stack frame (including spilled registers).

All accesses to local variables and arguments are performed through statically

known offsets from the current stack base. It is therefore impossible for a We-

bAssembly operation to access other stack frames or alter the saved return address.

This ensures that compiled WebAssembly meets our local state encapsulation

condition, and, in combination with type-checking function calls, guarantees that

WebAssembly’s control-flow is well-bracketed. We therefore know that compiled

WebAssembly functions will always execute the register-saving preamble and,

upon termination, will execute the register-restoring epilogue. Further, the func-
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tion body will not alter the values of any registers saved to the stack, thereby

ensuring restoration of callee-save registers.

• Confidentiality: WebAssembly code may store values into function-local variables

or a function-local “value stack” similar to that of the Java Virtual Machine [Oracle

2019]. The WebAssembly spec requires that compilers initialize function-local

variables either with a function argument or with a default value. Further, accesses

to the WebAssembly value stack are governed by a coarse-grained data-flow type

system, with explicit annotations at control flow joins. These are used to check

at compile-time that an instruction cannot pop a value from the stack unless a

corresponding value was pushed earlier in the same function. This guarantees

that local variable and value stack accesses can be compiled to register accesses or

accesses to a statically-known offset in the stack frame.

When executing a compiled WebAssembly function without heavyweight transitions,

confidential values from prior computations may linger in these spilled registers or

parts of the stack. However, the above checks ensure that these locations will only be

read if they have been previously overwritten during execution of the same function by

a low-confidentiality WebAssembly library value.

1.4.2 SegmentZero32

To demonstrate that zero-cost conditions can be applied outside of highly

structured languages such as WebAssembly, we demonstrate their enforcement in our

novel SFI system for C code called SegmentZero32. As we mention in Section 1.1.3, our

zero-cost conditions amalgamate a number of individual conditions which separately

have well-studied enforcement mechanisms, and so we are able to compose a series of off-

the-shelf Clang/LLVM security-hardening passes to form the core of SegmentZero32.

The memory bounds checks are performed using the x86 segmented memory model [Intel
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Corporation 2023] (Similar to NaCl [Yee et al. 2009], however we use an additional

segment to separate the sandboxed heap and stack).

Since SegmentZero32 directly enforces the structure required for zero-cost

transitions on C code (rather than relying on WebAssembly as an IR), it allows us to

investigate the intrinsic cost of enforcing zero-cost (see Section 1.6.3), without suffering

from irrelevant WebAssembly overheads. We additionally compare SegmentZero32

against NaCl’s 32-bit SFI scheme for the x86 architecture, which we believe is the fastest

production-quality SFI toolchain currently available. Below we discuss specific details

of SegmentZero32 zero-cost condition enforcement.

• Protecting the stack: We apply the SafeStack [Kuznetsov et al. 2014; The LLVM

Foundation 2021b] compiler pass to further split the sandboxed stack into a

safe and unsafe stack. The safe stack contains only data that the compiler can

statically verify is always accessed safely, e.g., return addresses, spilled registers,

and allocations that are only accessed locally using verifiably safe offsets within

the function that allocates them.4 All other stack values are moved to the heap

segment. This ensures that pointer manipulation of unsafe stack references cannot

be used to corrupt the return address and saved context of the current call. We

write a small LLVM pass to add additional support for tracking whether an access

must be made through the heap segment or the stack segment, ensuring correct

code generation.

These transformations ensure that malicious code cannot programmatically access

anything stored in the stack segment, except through offsets statically determined

to be safe by the SafeStack pass. This protects the stored callee-save registers

and return address, guaranteeing the restoration of callee-save registers and

well-bracketing iff forward control flow is enforced.
4We also use LLVM’s stack-heap clash detection (-fstack-clash-protection) to prevent the stack growing

into the heap.
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• Control flow: Fortunately, enforcing forward-edge CFI has been widely stud-

ied [Burow, Carr, et al. 2017]. We use a CFI pass as implemented in Clang/L-

LVM [The LLVM Foundation 2021a; Tice et al. 2014] including flags to dynamically

protect indirect function calls, ensuring forward control flow integrity. Further,

SegmentZero32 conservatively bans non-local control flow (e.g. setjmp/-

longjmp) in the C source code. A more permissive approach is possible, but we

leave this for future work.

• Confidentiality: To guarantee confidentiality we implement a small change in

Clang to zero initialize all stack variables.5 This ensures that scratch registers

cannot leak secrets as all sandbox values are semantically written before use.

In practice, many of these writes are statically known to be dead and therefore

optimized away.

1.5 Verifying Compiled WebAssembly

Instead of trusting the WebAssembly compiler, we build a zero-cost verifier,

VeriZero, to check that the native, compiled output meets the zero-cost conditions and is

thus safe to run without springboards and trampolines. VeriZero is a static x86 assembly

analyzer that takes as input potentially untrusted native programs and verifies a series

of local properties via abstract interpretation. Together these local properties guarantee

that the monitor checks defined in oSFIasm are met; we discuss the proof of soundness

in Section 1.5.4.

VeriZero extends the VeriWasm SFI verifier [Johnson et al. 2021]. Both operate

over WebAssembly modules compiled by the Lucet WebAssembly compiler [McMullen

2020], first disassembling the native x86 code before computing a control-flow graph

(control flow graph (CFG)) for each function in the binary. The disassembled code is
5We can’t use Clang’s existing pass for variable initialization [Bastien 2018] as it zero initializes data

on the unsafe stack leading to poor performance.
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1 bad_func: [] ↘ rax good_func: [rdi] ↘ rax
2 push r12 mov rax → rdi
3 ; TRACK: stack[0] = initial r12 value ret
4 mov r12 → 1
5 ; TRACK: r12 initialized
6 mov r11 → r13 + r12
7 ; TRACK: r11 uninitialized
8 mov rdi → 2
9 ; TRACK: rdi initialized

10 ; ASSERT: good_func arguments initialized
11 call good_func
12 ; TRACK: good_func return value initialized
13 pop r12
14 ; TRACK: r12 = initial r12 value
15 ; ASSERT: callee-save registers restored
16 gateret
17

Figure 1.17. Disassembled and lifted WebAssembly functions.

then lifted to a subset of SFIasm, which serves as the first abstract domain in our analysis.

Unfortunately, the properties checked by VeriWasm, while sufficient to guarantee SFI

security, are insufficient to guarantee zero-cost security. Below we will describe how

VeriZero extends VeriWasm to guarantee the stronger zero-cost conditions are met.

1.5.1 The VeriZero Analyzers

VeriZero adds two new analyses to VeriWasm. The first extends VeriWasm’s CFI

analysis, which only captures coarse grained control-flow (i.e., that all calls target valid

sandboxed functions), to also extract type information. Extracting type information

from the binary code is possible without any complex type inference because Lucet

leaves the type signatures in the compiled output (though we do not need to trust Lucet

to get these type signatures correct since VeriZero would catch any deviations at the

binary level). For direct calls, VeriZero simply extracts the WebAssembly type stored

in the binary. For indirect calls we extend the VeriWasm indirect call analysis to track

the type of each indirect call table entry, enabling us to resolve each indirect call to a
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statically known type. These types correspond to the input registers and stack slots, and

the output registers (if any) used by a function. For example, in Figure 1.17 bad_func

takes no input and outputs to rax and good_func takes rdi as input and outputs to

rax.

The second analysis tracks dataflow in local variables, i.e., in registers and stack

slots. Continuing with bad_func as our example this analysis captures that: in Line 2

stack slot 0 now holds the initial value of r12, in Line 4 r12 holds an initialized (and

therefore public) value, in Line 6 r13 has not been initialized and therefore potentially

contains confidential data so r11 may also contain confidential data, etc. This analysis

is used to check confidentiality, callee-save register restoration, local state encapsulation,

and is combined with the previous analysis to check type-directed CFI.

1.5.2 The Dataflow Abstract Domain

To track local variable dataflow, VeriZero uses an abstract domain with three ele-

ments: Uninitializedwhich represents an uninitialized, potentially confidential value;

Initializedwhich represents an initialized, public value; and UninitializedCallee(r)

which represents a potentially confidential value which corresponds to the original value

of the callee-save register r. The domain forms a meet-semilattice with Uninitialized

the least element and all other elements incomparable.

From here, analysis is straightforward, with a function’s argument registers

and stack slots initialized to Initialized, each callee-save register r initialized to

UninitializedCallee(r), and everything else Uninitialized. Instructions are inter-

preted as expected, e.g., mov simply copies the abstract value of its source into the target,

operations return the meet of their operands, and all constants and reads from the heap

are treated as initialized. Across calls we assume that callee-save register conventions

are followed (as we will be checking this), preserving the value of all callee-save registers

and clearing all other registers’ values. We extract the type information from the
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extended CFI analysis to determine the return register that is initialized after a function

call.

1.5.3 Checking the Zero-Cost Conditions

The above two analyses, along with additional information from VeriWasm’s

existing analyses enable us to check the zero-cost conditions.

1. Callee-save register restoration: The UninitializedCallee(r) value enables

straightforward checking that callee-save registers have been restored by checking

that, at each ret instruction, each callee-save register r has the abstract value

UninitializedCallee(r).

2. Well-bracketed control-flow: VeriWasm already implements a stack checker that

guarantees that all writes to the stack are to local variables, ensuring that the

saved return address on the stack cannot be tampered with. Further, it checks that

the stack pointer is restored to its original location at the end of every function,

ensuring the saved return address is used.

3. Type-directed forward-edge CFI: The dataflow analysis gives us the registers

that are initialized when we reach a call instruction, enabling us to check that

the input arguments of the target have been initialized. For example, when we

reach Line 11 we know that rdi has the value Initialized. The type-based CFI

analysis tells us that good_func expects rdi as an input, so this call is marked as

safe.

4. Local state encapsulation: To ensure SFI security, VeriWasm checks that no writes

are below the current stack frame, ensuring that verified WebAssembly functions

cannot tamper with other frames.

5. Confidentiality: We check confidentiality using the information obtained in
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Library L ::= { interface : NϑN
library : NϑWasmFunction
code : Code }

WasmFunction WF ::= { |args| : N
|locals| : N
entry : Block
exits : ϱ(Block)
blocks : ϱ(Block) }

Block B ::= { start : N
end : N
|slots| : N
inputs : ϱ(N + Reg)
indirects : ϱ(IndirectBlock) }

IndirectBlock IB ::= { start : N
end : N
parent : Block }

Figure 1.18. Structure of WebAssembly libraries.

our dataflow analysis, where the value Initialized ensures that a value is

initialized with a public, non-confidential value. This enables us to check each

of the confidentiality checks encoded in oSFIasm are met: for instance the type-

safe forward-edge CFI check described above already ensures each argument is

initialized. In Figure 1.17, the confidentiality checker will flag Line 6 as unsafe

because r13 still has the value UninitializedCallee(r13), which potentially

contains confidential information leaked from the application.

1.5.4 Proving WebAssembly Secure

We prove that compiled and verified WebAssembly libraries can safely elide

springboards and trampolines while maintaining integrity and confidentiality, by

showing that the verified code would not violate the safety monitor. Formally, this

amounts to showing that WebAssembly code verified by VeriZero never reaches an
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current block spill slots
. . .

function locals
. . .

sp ⇑↘ saved CSR
. . .

return address
arguments

. . .

Figure 1.19. Layout of WebAssembly stack frame.

oerror state. This then allows us to apply Theorem 1 and Theorem 2 to derive that

verified WebAssembly code is secure.

We first describe the structure of WebAssembly libraries, with syntax and stack

structure shown in Figures 1.18 and 1.19 respectively. We split libraries into a collection

of functions (WF) with statically defined arguments, local variables, and blocks (with

entry and exit blocks separately identified). Blocks are similarly structured with start

and end locations identified as well as identifying the inputs and slots used. Blocks my

make an indirect jump at their end in which case they carry a set of indirect blocks (IB)

that they may jump to. The structure of the control stack is standard, we show it in

Figure 1.19 as the details are key in our proof.

It is relatively straightforward (with one exception) to prove that the abstract

interpretation as described guarantees the necessary safety conditions. The crucial

exception in the soundness proof is when a function calls to other WebAssembly

functions. We must inductively assume that the called function is safe, i.e., doesn’t

change any variables in our stack frame, restores callee-save registers, etc. Unfortunately,

a naive attempt does not lead to an inductively well-founded argument. Instead, we

use the overlay monitor’s notion of a well-behaved function to define a step-indexed

logical relation (detailed in Figures 1.21 and 1.20) that captures a semantic notion of

53



World ↭ N ↗ (NϑN) ↗ (NϑN)

ς : World↘World
ς(0, fi, fl) ↭ (0, fi, fl)
ς(n, fi, fl) ↭ (n ⇑ 1, fi, fl)

(C,F2,F3) :W ↭ for i ↑ {1, 2} :
Fi.entry = dom(ϖi(W))
∝Fi ↑ Fi. Fi.type = ϖi(W)(Fi.entry)
∝Fi ↑ Fi. (ςW,Fi,C|Fi.instrs) ↑ F

Figure 1.20. Definition of Kripke worlds for WebAssembly logical relation.

well-behaved functions (as a relation F ), and then lifts this to a relation over an entire

WebAssembly library (as a relationL). This gives a basis for an inductively well-founded

argument where we can prove that, locally, the abstract interpretation gives that each

WebAssembly function is semantically well-behaved (is in F ) and then use this to

prove the standard fundamental theorem of a logical relation for a whole WebAssembly

library:

Theorem 3 (Fundamental Theorem for WebAssembly Libraries). For any number of steps

n ↑N and compiled WebAssembly library L, (n,L) ↑ L.

This theorem states that every function in a compiled WebAssembly library, when

making calls to other WebAssembly functions or application callbacks, is well-behaved

with respect to the zero-cost conditions. The number of steps is a technical detail related

to step-indexing. Transition security then follows by adequacy of the logical relation,

Theorem 1, and Theorem 2:

Theorem 4 (Adequacy of WebAssembly Logical Relation). For any number of steps n ↑N,

library L such that (n,L) ↑ L, program Φ0 ↑ Program using L, and n⇐ ̸ n, if Φ0 #n⇐ Φ⇐ then

Φ⇐ $ oerror.
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F ↭



(W,F, c)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∝φ ↑ [Frame], ret-addr,A ↑ [N], sp,R,M,C,Fi,Fl.

let φ⇐ =
φ ++ {base := sp ⇑ |A|, ret-addr-loc := sp, csr-vals := R(CSR)}

|A| = F.type
sp > top(φ).ret-addr-loc + |A|
[sp ⇒↘ ret-addr, (sp ⇑ |A| + i ⇒↘ Ai)i↑[0,|A|)] ̸M
(C,Fi,Fl) :W
c ̸ C
dom(c) = F.instrs
∝ε ↑ dom(M) ∩Mlib. ∈n, lib∋ =M(ε)
letΨ = {pc := F.entry, sp := sp,R := R,M :=M,C := C}
let Φ = {Ψ :=Ψ, stack := φ⇐, funcs := [F⇐.entry ⇒↘ F⇐]F⇐↑Fi∀Fl

}
=′
∝n⇐ ̸W.n. Φ

φ⇐
#n⇐ Φ⇐ =′ Φ⇐ $ oerror

or ∃n⇐ ̸W.n. Φ
φ⇐
#n⇐⇑1 Φ⇐ # Φ⇐⇐

where (Φ⇐!ret"¬
Φ⇐!gateret") ↙Φ⇐.stack = φ⇐ ↙Φ⇐⇐ $ oerror



L ↭



(n,L)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∝i ↑ dom(L.library).
let WF = L.library(i)
let W = (n,L.interface,ωi↘ L.library(i).|args|)
let instrs =

⊎
B↑WF.blocks[B.start,B.end]

let F = {instrs := instrs, entry :=WF.entry.start, type :=WF.|args|}
(W,F,L.code|instrs) ↑ F



Figure 1.21. Logical relation for zero-cost WebAssembly.
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Details of the proofs are in Appendix A.2.

1.6 Evaluation

We evaluate our zero-cost model by asking four questions:

Q1: What is the cost of a context switch? (§ 1.6.1)

Q2: What is end-to-end performance gain of WebAssembly-based SFI due to zero-cost

transitions? (§ 1.6.2)

Q3: What is the performance overhead of purpose-built zero-cost SFI enforcement?

(§ 1.6.3)

Q4: Is the VeriZero verifier effective? (§ 1.6.4)

Since our zero-cost condition enforcement does incur some runtime overhead, Q2 and

Q3 are heavily workload-dependent. The benefit a workload receives from the zero-cost

approach will be in direct proportion to the frequency with which it performs domain

transitions.

Systems

To investigate the first three questions, we consider two groups of SFI systems.

The first group compares a number of different transition models for WebAssembly-

based SFI for 64-bit binaries, built on top of the Lucet compiler [McMullen 2020].

All of these will have identical runtime overhead, meaning that the only variance

between them will be due to transition overhead. The WasmLucet build uses the

original heavyweight springboards and trampolines shipped with the Lucet runtime

written in Rust. WasmHeavy adopts techniques from NaCl and uses optimized assembly

to save and restore application context during transitions. WasmZero implements

our zero-cost transition system, meaning transitions are simple function calls. To

56



understand the overhead of register saving/restoring and stack switching, we also

evaluate a WasmReg build which saves/restores registers like WasmHeavy, but shares

the library and application stack like WasmZero.

The second group compares optimized SFI techniques for 32-bit binaries. We-

bAssembly based SFI imposes overheads far beyond what is strictly necessary to enforce

our zero-cost conditions, both because of the immaturity of the Lucet compiler in

comparison to more established compilers such as Clang, and because WebAssembly

inherently enforces additional restrictions on compiled code (e.g., structured intra-

function control flow). We design SegmentZero32 (see Section 1.4.2) to enforce only

our zero-cost-conditions and nothing more, aiming to benchmark it against the NaCl

32-bit isolation scheme (NaCl32) [Yee et al. 2009], arguably the fastest production SFI

system available, which requires heavyweight transitions. Both systems make use of

memory segmentation, a 32-bit x86-only feature for fast memory isolation. Unfortu-

nately, we cannot make a uniform comparison between NaCl32, SegmentZero32, and

WasmZero since Lucet only supports a 64-bit target.

Each group additionally uses unsandboxed, insecure native execution (Vanilla)

as a baseline. To represent the best possible performance of schemes relying on heavy-

weight transitions, we also benchmark IdealHeavy32 and IdealHeavy64, ideal

hardware isolation schemes, which incur no runtime overhead but require heavyweight

transitions. To simulate the performance of these ideal schemes, we simply measure the

performance of native code with heavyweight trampolines.

We integrate all of the above SFI schemes into Firefox using the RLBox frame-

work [Narayan, Disselkoen, Garfinkel, et al. 2020]. Since RLBox already provides

plugins for the WasmLucet and NaCl32 builds, we only implement the plugins for the

remaining system builds.
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Benchmarks

We use a micro-benchmark to evaluate the cost of a single transition for our

different transition models, using unsandboxed native calls as a baseline (Q1). We

answer questions Q2–Q3 by measuring the end-to-end performance of font and image

rendering in Firefox, using a sandboxed libgraphite and libjpeg, respectively. We

use these libraries because they have many cross-sandbox transitions, which Narayan,

Disselkoen, Garfinkel, et al. [2020] previously observed to affect the overall browser

performance. To evaluate the performance of libgraphite, we use Kew’s benchmark6,

which reflows the text on a page ten times, adjusting the size of the fonts each time to

negate the effects of font caches. When calling libgraphite, Firefox makes a number

of calls into the sandbox roughly proportional to the number of glyphs on the page. We

run this benchmark 100 times and report the median execution time below (all values

have standard deviations within 1%).

To evaluate the performance of libjpeg, we measure the overhead of rendering

images of varying complexity and size. Since the work done by the sandboxed libjpeg

per call is proportional to the width of the image (Firefox executes the library in streaming

mode, one row at a time) we consider images of different widths, keeping the image

height fixed. This allows us to understand the benefits and limitations of zero-cost

transitions, since the proportion of execution time spent context-switching decreases

as the image width increases. We do this for three images, of varying complexity:

a simple image consisting of a single color (SimpleImage), a stock image from the

Image Compression benchmark suite7 (StockImage), and an image of random pixels

(RandomImage). We render each image 500 times and report the median time (standard

deviations are all under 1%).

Finally, we use SPEC CPU® 2006 to partly evaluate the sandboxing overhead
6Available at https://jfkthame.github.io/test/udhr_urd.html
7Online: https://imagecompression.info/test_images/. Visited Dec 9, 2020.

58

https://jfkthame.github.io/test/udhr_urd.html
https://imagecompression.info/test_images/


of our purpose-built SegmentZero32 SFI system (Q3), and to measure VeriZero’s

verification speed (Q4).

Machine and Software Setup

We run all but the verification benchmarks on an Intel® CoreTM i7-6700K machine

with four 4GHz cores, 64GB RAM, running Ubuntu 20.04.1 LTS (kernel version 5.4.0-58).

We run benchmarks with a shielded isolated cpuset [Tsariounov 2021] consisting of

one core with hyperthreading disabled and the clock frequency pinned to 2.2GHz.

We generate WebAssembly sandboxed code in two steps: First, we compile C/++to

WebAssembly using Clang-11, and then compile WebAssembly to native code using

the fork of the Lucet used by RLBox (snapshot from Dec 9, 2020). We generate NaCl

sandboxed code using a modified version of Clang-4. We compile all other C/++source

code, including SegmentZero32 sandboxed code and benchmarks using Clang-11. We

implement our Firefox benchmarks on top of Firefox Nightly (from August 22, 2020).

Summary of Results

We find that the performance of WebAssembly-based isolation can be significantly

improved by adopting zero-cost transitions, but that Lucet-compiled WebAssembly’s

runtime overhead means that it does not outperform more optimized isolation schemes

in end-to-end tests. The low performance overhead of SegmentZero32 demonstrates

that these runtime overheads are not inherent to the zero-cost approach, and that an

optimized zero-cost SFI system can significantly outperform more traditional schemes,

especially for workloads with a large number of transitions. Finally, we find that we can

efficiently check zero-cost conditions at the binary level, for Lucet compiled code, with

no false positives.
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Table 1.1. Costs of transitions in different isolation models. Zero-cost transitions are
shown in boldface. Vanilla is the performance of an unsandboxed C function call, to
serve as a baseline.

Build Direct call Indirect call Callback Syscall
Vanilla (in C) 1ns 56ns 56ns 24ns
WasmLucet — 1137ns — —
WasmHeavy 120ns 209ns 172ns 192ns
WasmReg 120ns 210ns 172ns 192ns
WasmZero 7ns 66ns 67ns 60ns

Vanilla (in C, 32-bit) 1ns 74ns 74ns 37ns
NaCl32 — 714ns 373ns 356ns
SegmentZero32 24ns 108ns 80ns 88ns

1.6.1 The Cost of Transitions

We measure the cost of different cross-domain transitions, direct and indirect

calls into the sandbox, callbacks from the sandbox, and syscall invocations from the

sandbox, for the different system builds described above. To expose overheads fully we

choose extremely fast payloads: either a function that just adds two numbers or the

gettimeofday syscall, which relies on Linux’s vDSO to avoid CPU ring changes. The

results are shown in Table 1.1. All numbers are averages of one million repetitions, and

repeated runs have negligible standard deviation.8

We make several observations. First, among WebAssembly-based SFI schemes,

zero-cost transitions (WasmZero) are significantly faster than even optimized heavy-

weight transitions (WasmHeavy). Lucet’s existing indirect calls (WasmLucet) which are

written in Rust are significantly slower than both. Second, the cost of stack switching

(the difference of WasmHeavy and WasmReg) is surprisingly negligible. Third, the

performance of Vanilla and WasmZero should be identical but is not. This is not
8Lucet and NaCl don’t support direct sandbox calls; Lucet further does not support custom callbacks

or syscall invocations.
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because our transitions have a hidden cost. Rather, it’s because we are comparing

code produced by two different compilers: Vanilla is native code produced by Clang,

while WasmZero is code produced by Lucet, and Lucet’s code generation is not yet

highly optimized [Hansen 2019]. For example, in the benchmark that adds two num-

bers, Clang eliminates the function prologue and epilogue that save and restore the

frame pointer, while Lucet does not. We observe similar trends for hardware-based

isolation. For example, we find that SegmentZero32 transitions are much faster than

IdealHeavy32 and NaCl32 transitions and only 23ns slower than Vanilla for direct

calls. Finally, we observe that SegmentZero32 is slower than WasmZero: hardware

isolation schemes like SegmentZero32 and NaCl32 execute instructions to enable or

disable the hardware based memory isolation in their transitions.

1.6.2 End-to-End Performance Improvements of Zero-Cost Transi-
tions for WebAssembly

We evaluate the end-to-end performance impact of the different transition

models on WebAssembly-sandboxed font and image rendering as used in Firefox (see

Section 1.6).

Font Rendering

We report the performance of libgraphite isolated with WebAssembly-based

schemes on Kew’s in Table 1.2. As expected, WebAssembly with zero-cost transitions

(WasmZero) outperforms the other WebAssembly-based SFI transition models. Com-

pared to WasmZero, Lucet’s existing transitions slow down rendering by over 4↗.9 But,

even the optimized heavyweight transitions (WasmHeavy) impose a 10% performance

tax. This overhead is due to register saving/restoring; stack switching only accounts for

0.8% overhead.
9This overhead is smaller than the 8↗ overhead reported by Narayan, Disselkoen, Garfinkel, et al.

[2020]. We attribute this difference to the different compilers: we use a more recent, and faster, version of
Lucet.
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(a) SimpleImage
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(b) StockImage
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(c) RandomImage

Figure 1.22. Performance of different WebAssembly transitions on rendering of (a) a
simple image with one color, (b) a stock image, and (c) a complex image with random
pixels, normalized to WasmZero. WasmZero transitions outperform other transitions.
The difference diminishes with width, but narrower images are more common on the
web.

62




�� ���� �
��

�����%��"�����&��!�

�

	

�

�

�
� 

�
��

�'
��

��
$�

 �
��

�

��!��#��"���������
��!��#��"���"����
��!��#��"���������

Figure 1.23. Performance of the WasmLucet heavyweight transitions included in the
Lucet runtime on the image benchmarks. Performance when rendering: 1. a simple
image with one color, 2. a stock image, and 3. a complex image with random pixels. The
performance is the overhead compared to WasmZero.
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Figure 1.24. Performance of an ideal isolation scheme (no enforcement overhead)
with heavy trampolines when rendering images. WebAssembly compilers whose
enforcement overhead is lower than this can outperform even an ideal isolation scheme
that uses heavy weight transitions.
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Table 1.2. Costs of font rendering in different isolation models. Zero-cost transitions are
shown in boldface. Vanilla is the performance of an unsandboxed C function call, to
serve as a baseline.

Font render
WasmLucet 8173ms
WasmHeavy 2246ms

WasmReg 2230ms
WasmZero 2032ms

IdealHeavy64 1563ms
Vanilla 1116ms

While these results show that existing WebAssembly-based isolation schemes can

benefit from switching to zero-cost transitions (and indeed the speed-up due to zero-cost

transitions allowed Mozilla to ship the WebAssembly-sandboxed libgraphite) they

also show that Lucet-compiled WebAssembly is slow (∅80% slower than Vanilla). This,

unfortunately, means that the transition cost savings alone are not enough to beat

IdealHeavy64, even for a workload with many transitions. To compete with this

ideal SFI scheme with heavyweight transitions, we would need to reduce the runtime

overhead to ∅40%. Jangda et al. [2019] report the average runtime overhead of Mozilla

SpiderMonkey JIT-compiled WebAssembly compared to native as ∅45% in a different set

of benchmarks, while noting many correctable inefficiencies in the generated assembly

code, suggesting that there is a lot of room for Lucet to be further optimized.

Image Rendering

Figure 1.22 reports the overhead of WebAssembly-based sandboxing on image

rendering, normalized to WasmZero to highlight the relative overheads of different

transitions as compared to our zero-cost transitions. We report results of WasmLucet

separately, in Figure 1.23 because the rendering times are up to 9.2↗ longer than the

other builds. Here, we instead focus on evaluating the overheads of optimized heavy
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Figure 1.25. Cumulative distribution of image widths on the landing pages of the Alexa
top 500 websites. Over 80% of the images have widths under 480 pixels. Narrower
images have a higher transition rate, and thus higher relative overheads when using
expensive transitions.

transitions.

As expected, WasmZero significantly outperforms other transitions when images

are narrower and simpler. On SimpleImage, WasmHeavy and WasmLucet can take

as much as 29.7% and 9.2↗ longer to render the image as with WasmZero transitions.

However, this performance gap diminishes as image width increases (and the relative cost

of context switching decreases). For StockImage and RandomImage, the WasmHeavy

trends are similar, but the rendering time differences start at about 4.5%. Lucet’s

existing transitions (WasmLucet) are still significantly slower than zero-cost transitions

(WasmZero) even on wide images.

Though the differences between the transitions are smaller as the image width

increases, many images on the Web are narrow. Figure 1.25 shows the distribution of

images on the landing pages of the Alexa top 500 websites. Of the 10.6K images, 8.6K

(over 80%) have widths between 1 and 480 pixels, a range in which zero-cost transitions

noticeably outperform the other kinds of transitions.

Like font rendering, we measure the target runtime overhead Lucet should

achieve to beat IdealHeavy64 end-to-end for rendering images. We report our

results in Figure 1.24. For the small simple image, we observe this to be 94%: this is
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approximately the overhead of Lucet that we see already today. For the small stock

image, we observe this to be 15%: this is much smaller than the overhead of Lucet today,

but lower overheads have been demonstrated on some benchmarks by the prototype

WebAssembly compiler of Gadepalli et al. [2020].

1.6.3 Performance Overhead of Purpose-Built Zero-Cost SFI
Enforcement

In this section, we measure the performance overhead of SegmentZero32

with zero-cost transitions. We compare SegmentZero32 with NaCl (NaCl32) and

IdealHeavy32 — a hypothetical SFI scheme with no isolation enforcement overhead,

both of which rely on heavyweight transitions. We measure the overhead of these

systems on the standard SPEC CPU® 2006 benchmark suite, and the libgraphite

and libjpeg font and image rendering benchmarks. Since both SegmentZero32 and

NaCl32 use segmentation which is supported only in 32-bit mode, we implement these

three isolation builds in 32-bit mode and compare it to native 32-bit unsandboxed code.

SPEC

We report the impact of sandboxing on SPEC CPU® 2006 in Table 1.3. Several

benchmarks are not compatible withNaCl32; augmentingNaCl32 runtime and libraries

to fix such compatibility issues (e.g., as done in Yee et al. [2009] for SPEC2000) is beyond

the scope of this work. The gcc benchmark, on the other hand, is not compatible with

SegmentZero32: gcc fails (at runtime) because the CFI used by SegmentZero32,

Clang’s CFI, incorrectly computes a target CFI label. Clang’s CFI implementation is

more precise than necessary for our zero-cost conditions; as with NaCl32, we leave

the implementation of a coarse-grain and more permissive CFI to future work. On the

overlapping benchmarks, SegmentZero32’s overhead is comparable to NaCl32’s.
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(a) SimpleImage
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(b) StockImage
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(c) RandomImage

Figure 1.26. Performance of image rendering with libjpeg sandboxed with Seg-
mentZero32 and NaCl32 and IdealHeavy32. Times are relative to unsandboxed
code. NaCl32 and IdealHeavy32 relative overheads are as high as 312% and 208%
respectively, while SegmentZero32 relative overheads do not exceed 24%.
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Table 1.3. Overheads compared to native code on SPEC CPU® 2006 (nc), for NaCl32
and SegmentZero32.

NaCl32 SegmentZero32
400.perlbench — 1.20↗

401.bzip2 — 1.08↗
403.gcc 1.10↗ —
429.mcf — 1.04↗

445.gobmk 1.27↗ 1.25↗
456.hmmer 0.97↗ 0.82↗
458.sjeng 1.20↗ 1.16↗

462.libquantum 1.06↗ 1.02↗
464.h264ref 1.34↗ 1.01↗
471.omnetpp 1.06↗ 1.01↗
473.astar 1.31↗ 1.10↗

483.xalancbmk — 1.05↗

Table 1.4. Overheads compared to native code on font rendering for NaCl32 and
SegmentZero32.

Vanilla (32-bit) IdealHeavy32 NaCl32 SegmentZero32
Font render 1441ms 2399ms 2769ms 1765ms
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Font rendering

The impact of these isolation schemes on font rendering is shown in Table 1.4.

We observe that NaCl32 and IdealHeavy32 impose an overhead of 92% and 66%

respectively. In contrast, SegmentZero32 has a smaller overhead (22.5%) as it does

not have to save and restore registers or switch stacks. We attribute the overhead of

SegmentZero32 (over Vanilla) to three factors: (1) changing segments to enable/disable

isolation during function calls, (2) using indirect function calls for cross-domain calls (a

choice that simplifies engineering but is not fundamental), and (3) the structure imposed

by our zero-cost condition enforcement.

Image rendering

We report the impact of sandboxing on image rendering in Figure 1.26. For narrow

images (10 pixel width), SegmentZero32 overheads relative to the native unsandboxed

code are 24%, 1%, and 6.5% for SimpleImage, StockImage and RandomImage,

respectively. These overheads are lower than the corresponding overheads for NaCl32

(312%, 29%, and 66%) as well as IdealHeavy32 (208%, 28% and 45%). As in the

WebAssembly measurements, these overheads shrink as image width increases and the

complexity of the image increases (e.g., the overheads for images wider than 480 pixels

are negligible).

1.6.4 Effectiveness of the VeriZero Verifier

We evaluate VeriZero’s effectiveness by using it to 1. verify 13 binaries (five third–

party libraries shipping (or about to ship) with Firefox compiled across 3 binaries, and 10

binaries from the SPEC CPU® 2006 benchmarks) and 2. find nine manually introduced

bugs, inspired by real calling convention bugs in previous SFI toolchains [Chromium

Team 2012, 2010; Rydgård 2020]. We measure VeriZero’s performance verifying the

aforementioned 13 binaries. Finally, we stress test VeriZero by running it on random
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binaries generated by Csmith [X. Yang et al. 2011].

Experimental setup

We run all VeriZero experiments on a 2.1GHz Intel® Xeon® Platinum 8160

machine with 96 cores and 1 TB of RAM running Arch Linux 5.11.12. All experiments

run on a single core and use no more than 2GB of RAM. We compile the SPEC CPU®

2006 binaries using the Lucet toolkit described in Section 1.6.2. We verify three of the

Firefox libraries from Firefox Nightly; we compile the other two from the patches that

are in the process of being integrated into Firefox.

Effectiveness and Performance Results

VeriZero successfully verifies the 13 Firefox and SPEC CPU® 2006 binaries.

These binaries vary in size from 150 functions (the lbm benchmark from SPEC CPU®

2006) to 4094 functions (the binary consisting of the Firefox Nightly libraries libogg,

libgraphite, and hunspell). It took VeriZero between 1.77 seconds and 19.28

seconds to verify these binaries, with an average of 9.2 seconds and median of 5.93

seconds. VeriZero’s performance is on par with the original VeriWasm’s performance:

on the 10 SPEC CPU® 2006 benchmarks evaluated in the VeriWasm paper [Johnson et al.

2021] VeriZero is slightly (15%) faster, despite checking zero-cost conditions in addition

to all of VeriWasm’s original checks. This is due to various engineering improvements

that were made to VeriWasm in the course of developing VeriZero.

VeriZero also successfully found bugs injected into nine binaries. These bugs

tested all the zero-cost properties that VeriZero was designed to check: when possible

they were based on real bugs (like those in Cranelift [Rydgård 2020]). VeriZero

successfully detected all nine of these bugs, giving us confidence that VeriZero is capable

of finding violations of the zero-cost conditions.
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Fuzzing Results

We fuzzed VeriZero to both search for potential bugs in Lucet, as well as to

ensure VeriZero does not incorrectly declare safe programs unsafe. The fuzzing pipeline

works in four stages: first, we use Csmith [X. Yang et al. 2011] to generate random

C and ++programs, next we use Clang to compile the generated C/++program to

WebAssembly, followed by compiling the Wasm file to native code using Lucet, and

finally we verify the generated binary with VeriZero. As these programs were compiled

by Lucet, we expect them to adhere to the zero-cost conditions, and any binaries flagged

by VeriZero are either bugs in Lucet or are spurious errors in VeriZero.

While we did not find bugs in Lucet, fuzzing did find cases where VeriZero

triggered spurious errors. After fixing these errors, we verified 100,000 randomly

generated programs with no false positives.

1.7 Limitations

Our WebAssembly SFI scheme is capable of sandboxing any C/++-like language

(with arbitrary intra-function control flow, arbitrary type casting, arbitrary pointer

aliasing, arithmetic etc.) that can compile to WebAssembly, so long as it does not use

features which WebAssembly must emulate through JavaScript10 (most prominently ++-

style exceptions, setjmp/longjmp, and multithreading). These limitations are not

inherent to our zero-cost conditions, and WebAssembly is in the process of being extended

with support for all of the above features [Watt, Rossberg, et al. 2019; WebAssembly

Community Group 2021].

OurSegmentZero32 scheme is built as a proof-of-concept, using mostly existing

LLVM passes to sandbox C programs compiled to 32-bit x86, as an approach to

understanding the overhead of zero-cost conditions on native code. As such, our
10See https://emscripten.org/
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SegmentZero32 implementation does not support, for instance, setjmp/longjmp

or multithreading (similar to WebAssembly). It also does not support user-defined

variadic function arguments or position independent code. However, these limitations

are not fundamental. For example, variadic function arguments could be supported by

extending the SafeStack pass to move the variadic argument buffer into the unsafe stack,

and position independent code could be supported through minor generalizations of

existing compiler primitives.

Both WebAssembly and SegmentZero32 rely on a type-directed forward-edge

CFI which requires us to statically infer a limited amount of information about arguments

to functions.11 This information includes the number of arguments, their width, and

the calling convention. In practice, this information is readily available as part of

compilation and does not require any complex control flow inference (unlike more

precise fine grain CFI schemes), so this is only a limitation when analyzing certain binary

programs. Like most SFI schemes, both WebAssembly and our SegmentZero32 do

not currently support just in time (JIT) code compilation within the isolated component;

adding this would require engineering work, but can be done following the approaches

of [Ansel et al. 2011; Vahldiek-Oberwagner et al. 2019]. Finally, side channels are out of

scope for this work.

1.8 Related work

A considerable amount of research has gone into efficient implementations of

memory isolation and CFI techniques to provide SFI across many platforms [Adl-

Tabatabai et al. 1996; Bittau et al. 2008; Castro et al. 2009; Chen et al. 2016; Ford and Cox

2008; Goonasekera et al. 2015; Herder et al. 2009; Litton et al. 2016; Lucco et al. 1995;

McCamant and Morrisett 2006; McMullen 2020; Niu and Tan 2014; Payer and Gross
11We do not need to infer any information about the heap or unsafe stack. Variadic functions, for

example, can pass a dynamic number of arguments on the unsafe stack.
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2011; Sehr et al. 2010; Seltzer et al. 1996; Siefers et al. 2010; Tan 2017]. However, these

systems either implement or require the user to implement heavyweight springboards

and trampolines to guarantee security.

SFI systems

Wahbe et al. [1993] suggest two ways to optimize transitions: 1. partitioning the

registers used by the application and the sandboxed component and 2. performing link

time optimizations (LTO) that conservatively eliminates register saves that are never

used in the entire sandboxed component (not just the callee). Register partitioning would

cause slowdowns due to increased spilling. Native Client [Yee et al. 2009] optimized

transitions by clearing and saving contexts using machine specific mechanisms to,

e.g., clear floating point state and SIMD registers in bulk. However, we show (see

Section 1.6) that, even with those optimizations, the software model imposes significant

transition overheads. While CPU makers continue to add optimized context switching

instructions, such instructions do not yet eliminate all overhead.

Our work is inspired by Besson, Jensen, et al. [2018], who define a defensive

semantics for SFI that captures a notion of sandboxing via simple function calls with

a stack shared between the sandbox and host application. Our work builds on this

work by addressing two shortcomings: First, their definition does not account for

confidentiality of application data, and implementations based on their system would

thus need heavyweight transitions to prevent such attacks. Second, their defensive

semantics makes fundamental use of guard zones, which limits the flexibility of the

framework. Our definition of zero-cost transitions has no such limitations and fully

realizes their goal of defining flexible, secure SFI with zero-cost transitions between

application and sandbox.

Zeng et al. [2011] combine an SFI scheme with a rich CFI scheme enforcing

structure on executing code. While a similar approach, their goal is to safely perform
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optimizations to elide SFI and CFI bounds checks, and they do not impose sufficient

structure to enforce well-bracketing, a necessary property for zero-cost transitions.

XFI [Erlingsson et al. 2006] also combines an SFI scheme with a rich CFI scheme

and adopts a safe stack model. While meeting many of the zero-cost conditions, it

does not prevent reading uninitialized scratch registers and therefore cannot ensure

confidentiality without heavyweight springboards that clear scratch registers. They also

do not specify the CFG granularity, so it is not clear if is strong enough to satisfy the

zero-cost type-safe CFI requirement.

WebAssembly based isolation

WasmBoxC [Zakai 2020] sandboxes C code by compiling to WebAssembly

followed by (de)compiling back to C, ensuring that the sandboxed code will inherit

isolation properties from WebAssembly. The sandboxed library code can be safely

linked with C applications, enabling a form of zero-cost transition. The zero-cost

WebAssembly SFI system described in this chapter was designed and released prior to

and independently of WasmBoxC. Moreover, we believe that the theory developed in

this chapter provides a foundation for analyzing and proving the security of WasmBoxC

though such analysis would need to account for possible undefined behavior introduced

in compiling to C.

Sledge [Gadepalli et al. 2020] describes a WebAssembly runtime for edge com-

puting, that relies on WebAssembly properties to enable efficient isolation of serverless

components. However, Sledge focuses on function scheduling including preempting

running WebAssembly programs, so its needs for context saving differ from library

sandboxing as contexts must be saved even in the middle of function calls.
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SFI verification

Previous work on SFI (e.g., [Erlingsson et al. 2006; Johnson et al. 2021; McCamant

and Morrisett 2006; Yee et al. 2009]) uses a verifier or a theorem prover [Kroll et al.

2014; Zhao et al. 2011] to validate the relevant SFI properties of compiled sandbox code.

However, unlike VeriZero, none of these verifiers establish sufficient properties for

zero-cost transitions.

Hardware based isolation

Hardware features such as memory protection keys [Hedayati et al. 2019;

Vahldiek-Oberwagner et al. 2019], extended page tables [Qiang et al. 2017], virtu-

alization instructions [Belay et al. 2012; Qiang et al. 2017], or even dedicated hardware

designs [Schrammel, Weiser, Steinegger, et al. 2020] can be used to speed up memory

isolation. These works focus on the efficiency of memory isolation as well as switching

between protected memory domains; however these approaches also use a single

memory region that contain both the stack and heap making them incompatible with

zero-cost conditions, i.e. they require heavyweight transitions. IdealHeavy32 and

IdealHeavy64 in Section 1.6 studies an idealized version of such a scheme.

Capabilities

Karger [1989] and Skorstengaard et al. [2019] look at protecting interacting

components on systems that provide hardware-enforced capabilities. Karger [1989]

specifically looks at how register saving and restoration can be optimized based on

different levels of trust between components, however their analysis does not offer

formal security guarantees. Skorstengaard et al. [2019] investigate a calling-convention

based on capabilities (à la CHERI [Watson et al. 2015]) that allow safe sharing of a stack

between distrusting components. Their definition of well-bracketed control flow and

local state encapsulation via an overlay inspired our work, and our logical relation is also
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based on their work. However, their technique does not yet ensure an equivalent notion

to our confidentiality property, and further is tied to machine support for hardware

capabilities.

Type safety for isolation

There has also been work on using strongly-typed languages to provide similar

security benefits. SingularityOS [Aiken et al. 2006; Fähndrich et al. 2006; Hunt and Larus

2007], explored using Sing# to build an OS with cheap transitions between mutually

untrusting processes. Unlike the work on SFI techniques that zero-cost transitions

extend, tools like SingularityOS require engineering effort to rewrite unsafe components

in new safe languages.

At a lower level, Typed Assembly Language (TAL) [Morrisett, Crary, Glew,

Grossman, et al. 1999; Morrisett, Crary, Glew, and Walker 2002; Morrisett, Walker,

et al. 1999] is a type-safe compilation target for high-level type-safe languages. Its

type system enables proofs that assembly programs follow calling conventions, and

enables an elegant definition of stack safety through polymorphism. Unfortunately, SFI

is designed with unsafe code in mind, so cannot generally be compiled to meet TAL’s

static checks. To handle this our zero-cost and security conditions instead capture the

behavior that TAL’s type system is designed to ensure.
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Chapter 2

Robust Constant Time

“Don’t roll your own crypto” is a well known adage directed at application

developers when they are considering using cryptography in their code. Instead

developers are exhorted to use cryptographic libraries written by experts who have

hopefully learned the hard-won lessons of decades of cryptographic and software

security research and practice. For such cryptographic library developers, as well as

algorithm designers, one of those hard-won lessons is that cryptographic code must be

constant time (CT) [D. Bernstein 2005]. More recently (due to microarchitectural attacks

like Spectre [P. Kocher et al. 2019]) this lesson has been expanded to the requirement that,

under certain circumstances, it is also crucial for cryptographic code to be speculative

constant time (SCT) [Cauligi, Disselkoen, Gleissenthall, et al. 2020]. Together, as

discussed in Section 0.2 these ensure that the code in the library does not leak secrets

(such as cryptographic keys) through either timing channels or speculative execution,

respectively.

Sadly, this is not enough. While a constant time cryptographic library will

not itself leak secrets, it is but one component executing within the context of a

larger application. Security vulnerabilities in application code could themselves lead

to inadvertent disclosure of secrets, no matter how careful library authors were to

avoid vulnerabilities. Library authors are keenly aware of this problem and routinely
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1 int stream(u8 *c, u64 clen, u8 *n, u8 *k) {
2 ... u8 kcopy[32]; ...
3 for (i = 0; i < 32; i++) {
4 kcopy[i] = k[i];
5 }
6 ...
7 while (clen >= 64) {
8 crypto_core_salsa20(c, in, kcopy, NULL);
9 ...

10 }
11 ...
12 sodium_memzero(kcopy, sizeof kcopy);
13 return 0;
14 }

Figure 2.1. An excerpt from the reference implementation of Salsa20 in LibSodium.

add protections to harden their code against application vulnerabilities. For example,

consider the excerpt of the implementation of the Salsa20 stream cipher [D. J. Bernstein

2008] from LibSodium [Denis 2024] shown in Figure 2.1. We might hope that the

(elided) body being constant time suffices to ensure that the secrets in kcopy are not

leaked. However the classic constant time guarantee only ensures that stream does not

leak the secrets: it makes no guarantees about what happens if there is a memory safety

vulnerability in the application linked against the library. Such a vulnerability can lead

to a read-gadget that may be used to exfiltrate the secrets in kcopy! To defend against

such gadgets, LibSodium’s developers take care to zero the intermediate memory

used in stream (Line 12) to ensure those secrets cannot be leaked through memory

vulnerabilities that reside in the application. Unfortunately, optimizations like dead-

store elimination can remove secret scrubbing and nullify the efforts of LibSodium’s

developers [Z. Yang et al. 2017].

Read gadgets are but one of several possible attacks that library developers

must defend against within their host applications. We capture these threats (attacker

capabilities) as assumptions about application behavior. We specifically adopt the threat

models assumed by real world cryptographic libraries: applications may be vulnerable

to (speculative) read gadgets, but those vulnerable to control flow hijacking (e.g., because
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of write gadgets) are out of scope as most cryptographic libraries assume the application

is not completely under attacker control.1

1. Attacks via memory unsafety: The first class of assumptions, illustrated by the

code in Figure 2.1, is that owing to memory unsafety: there exist memory read

gadgets within the application. Zeroing buffers (like kcopy) is one key defense

against such gadgets, but does nothing to prevent the attacker from reading the

original version of the key k which remains unzeroed. To protect k from read

gadgets, libraries like LibSodium offer memory protection APIs which must be

manually inserted and toggled on and off by application developers, and hence,

are prone to incorrect usage.

2. Attacks via speculation: If the application is written in a memory safe language

like Rust, then the library developer need not fret about read gadgets, and

can avoid the overhead of zeroing out secrets. However, the library developer

must still contend with the spectre of hardware speculation and its attendant

vulnerabilities [Göktas et al. 2020; P. Kocher et al. 2019; Koruyeh et al. 2018;

Maisuradze and Rossow 2018; Shivakumar et al. 2023; Wikner and Razavi 2022].

There is work on extending constant time protections to Spectre vulnerabilities,

but it focuses on protecting cryptographic code itself from speculatively leaking

secrets. Owing to the overheads imposed by such protections, it is currently

unreasonable to apply the same protections to the entirety of application code.

As such, library developers may have to contend with attacks based on Spectre

vulnerabilities in the application [Mambretti et al. 2021].

Indeed, in the case of stream, speculation leads to a potential security issue

with the clearing of kcopy: The LibSodium developers forgo an appropriate
1Applications are also starting to employ software and hardware CFI techniques such as Clang’s

CFI [The LLVM Foundation 2021a] and Intel’s CET [Intel Corporation 2018a].
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memory fence in sodium_memzero, leading to the possibility of kcopy being read

by speculatively executing application code before it is zeroed [Urban 2019].2 The

fence was eschewed due to its performance overhead: all clients of LibSodium

would suffer the performance degradation for Spectre protections. By manually

adding or changing protections, LibSodium’s developers implicitly restrict their

defenses to certain classes of attackers: i.e. they assume that the only application

vulnerabilities are non-speculative read gadgets.

3. Attacks via concurrency: The last category of application assumptions that we

consider is whether the application is concurrent. In a concurrent context, work

like Spectre-Declassified [Shivakumar et al. 2023] has shown that an attacker can

recover secret information if they can observe intermediate results, thus enhancing

the reach of (speculative) read gadgets. In fact, the possibility of such observations

are cited by the LibSodium developers as a reason to forgo the memory fence in

sodium_memzero [Urban 2019].

For each attack, the library developer must either manually add relevant defenses to

their code, or make an explicit choice not to do so (e.g. due to prohibitive overheads).

Consequently, library code “bakes in” a subset of possible protections against application

vulnerabilities: these may be unnecessary or insufficient depending upon the application

context. For example, LibSodium’s zeroization protection against read gadgets is

unnecessary when linked against a memory safe Rust application. On the other hand,

LibSodium’s protections are insufficient against Spectre attacks [Urban 2019]. The

library’s authors chose to elide an appropriate fence needed to protect against speculative

read gadgets as all the clients of the library would have to suffer the corresponding

performance degradation, not just the ones where Spectre was a legitimate concern.
2Well-documented issues with zeroing functions in high-level code make the zeroing best effort

regardless of speculation [Percival 2014].
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In a nutshell, cryptographic library developers are currently in a difficult position:

they must make one-size-fits-all security-performance trade offs by manually inserting

fragile protections orthogonal to the cryptographic algorithms and protocols they are

implementing. Luckily, secure compilers offer a promising solution to escape this

dilemma [Patrignani, Ahmed, et al. 2019]. Library users are in a better position to

make security-performance trade offs and can provide a compiler with security policies

to be automatically enforced through inserted protections. To realize this vision, we

introduce RoboCop, a new methodology and toolchain for building secure and efficient

applications from cryptographic libraries. We develop RoboCop via four concrete

contributions:

1. Abstraction: libraries and attackers (§ 2.1, § 2.2.3): Our first contribution is a

formal operational semantics describing the behavior of a library executing within

a potentially vulnerable application. We further define a semantics capturing

a high-level, abstract model of speculative execution, based on the notion of a

speculation oracle that “guesses” the result of evaluating an expression and then

later rolling back or committing if the guesses were correct. These semantics

provide a unified setting for precisely stating different attackers’ observations,

guiding the design of our protections.

2. Specification: robust constant time (§ 2.2.2): Our second contribution is a novel

security property, robust constant time (RCT), using our model to precisely

define security for a cryptographic library running in the context of a potentially

vulnerable application. Crucially, our definition is parameterized by an attacker

model, capturing the set of attackers that a library is supposed to be secure against.

We further define a speculative version, robust speculative constant time (RSCT),

capturing constant time in the presence of speculation.

3. Implementation: the RoboCop compiler (§ 2.3): By factoring out assumptions
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about the context, our notion of RCT enables our third contribution: a compiler

that takes a cryptographic library and synthesizes a bespoke binary tailored to

the application against which the library will be linked. To do so, we show

how to map each kind of attacker to a concrete code transform that provably,

with respect to our definition of RCT, protects against that attacker.3 Thus, our

RoboCop compiler lets library developers focus on implementing constant-time

cryptographic algorithms, without having to worry about baking in potentially

inefficient or insecure protections against application vulnerabilities. Instead,

protections can be automatically inserted based on the application context, thereby

ensuring the same library code can be securely and efficiently reused in all contexts.

4. Evaluation: SUPERCOP (§ 2.4): Finally, our fourth contribution is an empirical

evaluation that shows that our RoboCop compiler can automatically generate

protections for a wide range of cryptographic library code defending against a

variety of attacks. Here we modify the SUPERCOP [VAMPIRE 2022] cryptographic

benchmarking suite. We instrument SUPERCOP to generate and measure the

overhead of protecting against three classes of attacks: read gadgets (due to

memory safety vulnerabilities in the application), speculative read gadgets (due

to speculative execution in the application), and concurrent observations (due to

threads in the application). In our test suite of 507 different implementations of

cryptographic operations, we show that our RoboCop compiler can automatically

generate code that is secure against application vulnerabilities with the majority

of overheads under 2% when protecting against read gadgets and under 4% when

protecting against speculative read gadgets, thereby demonstrating that RCT

reconciles the tension between security and efficiency when reusing cryptographic
3Our compiler assumes that the library is already (speculatively) constant-time. In § 2.2.2 we discuss

how RoboCop’s robust protections are orthogonal to existing (speculative) constant time protections, thus
allowing library developers to use existing automated tools or manual technique to meet this assumption.
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libraries in different application contexts.

2.1 Security Semantics

To formally ground robust constant time, the attacker models, and our compiler

we develop a high-level, stateful calculus, ωspec, whose syntax is shown in Figure 2.2.

Syntactically, ωspec is relatively standard, following ωrust, CompCert, and others [Jung et

al. 2017; Leroy 2009] in employing a block-based memory model: memory is structured

as “disjoint”, fixed width blocks addressed via a block label and offset (zb[zo]). New

blocks are allocated with newp e with e the size of the block and the protection label p

determines whether the allocation is in a protected or unprotected memory “page”.

The size, set of values, and memory page are tracked in the second component of the

non-speculative states (S). Correspondingly there is a protection operation, protectp,

which models hardware memory protection. protectp sets the memory access policy

in the first component of the state: public only allows access to the public memory

page whereas protected allows access to all memory. Dereferences are written ! e and

assignments are written eptr := eval. Functions are also stored (immutably) in memory.

We equip ωspec with these semantics: a non-speculative semantics capturing

a trace of events that we use to define our attacker models (§ 2.1.1) a novel, high-

level speculative semantics (§ 2.1.2), and (speculative) concurrent semantics capturing a

passive observer (§ 2.1.3). Throughout we use • for an empty list,++ for list concatenation,

and an overline (e.g. e) for a list of elements.

2.1.1 Non-Speculative Trace Semantics

We first describe the structure of the traces the non-speculative semantics is

designed to capture. We are interested in capturing three aspects of the execution: 1. who

(which party, app or lib) is executing code at a given time as well as the transfer of

control between the parties, 2. what memory each party accesses, and 3. the internal
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numbers z ↑ Z

labels ε ::= app | lib
protection p ::= public | protected

values v ::= z | z[z]
expressions e ::= v

| x
| x{v}
| op(e)
| e[e]
| ! e
| newp e
| e := e
| protectp

| e; e
| get-block e
| get-offset e
| e(e)
| fence

| if e then e else e
states S ↑ p ↗ (Zϑ m)

memory slots m ::= ωεx.e
| { size : Z

p : p
v : [size]ϑ v }

speculation frame Ξ ::= ̂(S, K :: e, ↼)
| (S, K :: e, ↼, µ)

speculative states Φ ::= { S : S
a : A
Ξ : Ξ }

speculation directives d ::= nonspec | spec v | fence

Figure 2.2. Syntax of ωspec.
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events ↽ ::= ↼ε | ⇀ε!ε
transition events ⇀ ::= call z f

| ret v
| begin
| end v

domain events ↼ ::= µ | call z
| ret v
| branch v
| fence
| 0

memory label b ::= ib | oob
memory events µ ::= newp z@z

| readb v→ # z[z]
| writeb v ⇒↘ z[z]
| protectp

observable events c ::= 0
| branch v
| read→# z[z]
| write ⇒↘ z[z]
| newp z@z
| call z
| end v

Figure 2.3. Syntax of events in ωspec.
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branching which will be used to define the various constant time properties. To this end

each reduction is labeled with an event, ↽, whose syntax is shown in Figure 2.3. Labels

are also attached to every function (ωεx.e) to distinguish application and library code.

An event is either a labeled domain event, ↼ε, which captures an event executed by the

party ε or a transition event, ⇀ε!ε, which captures the transfer of control between the two

parties.

The main transition events are call z f and ret v which represent a call to the

function at address z f and returning from a function with return value v. Beyond

the call and return events, there are begin and end v events that capture the (implicit)

beginning and end of a trace. Domain events are either a memory event (µ), a call z f

and its corresponding ret v events (capturing a function call that stays within a single

domain), a branch v event (capturing branching on the value v), or the empty event 0.

Memory events are one of an allocation, a protection operation, a read, or a write and

track the data associated with each operation (e.g. the value read/written, the location

it was read/written from/to, and whether the memory access was in bounds or out of

bounds).

Transition operational semantics

Our non-speculative semantics are split between two labeled reduction judgments:

top-level transition reductions (Figure 2.4) and domain reductions (Figure 2.5). Transition

reductions are of the form ∈S | Kε :: eε∋ ↽=′ ∈S | Kε :: eε∋ where K are the standard call-

by-value evaluation contexts. The state S tracks the memory and the current access

level. To explain the control stack Kε :: eε we examine the rule red-call. The top of

our stack (eε) is the mid-reduction body of the currently executing function (with label

ε). For red-call we are reducing a function call in the evaluation context K. We push

this continuation (where the called function will return to) onto the stack of labeled

continuations (K⇐ε⇐) and then use the substituted body as the new execution frame. If
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∈S | Kε :: eε∋ ↽=′ ∈S | Kε :: eε∋

red-call

S(z) = ωε f x.e ↽ =


(call z)ε when ε f = ε

(call z)ε!ε f otherwise

∈S | K⇐ε⇐ :: K[z(v)]ε∋ ↽=′ ∈S | K⇐ε⇐ :: Kε :: e[v/x]
ε f ∋

red-ret

↽ =


(ret v)ε when εK = ε
(ret v)ε!εK otherwise

∈S | K⇐ε⇐ :: KεK :: vε∋ ↽=′ ∈S | K⇐ε⇐ :: K[v]εK∋

red-⇁

∈S | e∋ ↼⇑↘ ∈S⇐ | e⇐∋

∈S | K⇐ε⇐ :: K[e]ε∋ ↼
ε

=′ ∈S⇐ | K⇐ε⇐ :: K[e⇐]ε∋

Figure 2.4. Non-speculative operational semantics for ωspec: transition reductions.

the current label, ε, and the label of the function we are calling, ε f , differ then we emit a

transition event with label ε$ε f otherwise we omit a domain event for the call.

Dually, rule red-ret handles returning from a function. This is a transfer of control

flow from ε, the label of the currently executing function, back to εK, the function caller.

The return value is plugged into the top continuation on the stack and a corresponding

return event is generated (we ignore same domain returns). The last “transition”

reduction rule, red-⇁, dispatches to the domain reduction relation (∈S | e∋ ↼⇑↘ ∈S | e∋), and

labels the domain event ↼with the current label.

Domain operational semantics

Most of the domain rules are standard and produce an empty trace event.

Conditionals are also standard, but produce a branch event based on the condition.

The rule ⇁-new takes a protection domain p in which to allocate a new block of size

z, checking that our current access level allows writing to the domain p using the

“can-access” judgment S.p ≃ p.

The most notable of the reduction rules are those related to dereferencing and
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∈S | e∋ ↼⇑↘ ∈S | e∋

⇁-subst

∈S | x{v}∋ 0⇑↘ ∈S | v∋

⇁-op
v⇐ = ↼(op)(v)

∈S | op(v)∋ 0⇑↘ ∈S | v⇐∋

⇁-deref
accessible(S, zb)

zo ↑ [S(zb).size)] v = S(zb).v(zo)

∈S | ! (zb[zo])∋ readib v→ "zb[zo]⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈S | v∋

⇁-deref-oob
zb " dom(S) ¬ zo " [S(zb).size] z⇐b ↑ dom(S)

z⇐o ↑ [S(z⇐b).size)] v = S(z⇐b).v(z⇐o) accessible(S, z⇐b)

∈S | ! (zb[zo])∋
readoob v→ "z⇐b[z⇐o]⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈S | v∋

⇁-seq

∈S | v; e∋ 0⇑↘ ∈S | e∋

⇁-write
accessible(S, zb)

zo ↑ [S(zb).size] S⇐ = S(zb).v[zo := v]

∈S | zb[zo] := v∋ writeib v⇒↘zb[zo]⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈S⇐ | 0∋

⇁-fence

∈S | fence∋ fence⇑⇑⇑↘ ∈S | 0∋

⇁-write-oob
zb " dom(S) ¬ zo " [S(zb).size] z⇐b ↑ dom(S)

z⇐o ↑ [S(z⇐b).size)] S⇐ = S(z⇐b).v[z⇐o := v] accessible(S, z⇐b)

∈S | zb[zo] := v∋ writeoob v⇒↘z⇐b[z⇐o]⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈S⇐ | 0∋

⇁-new
z > 0 zb = fresh(S) S.p ≃ p
S⇐ = S[zb := {size = z, v = ℜ, p = p}]

∈S | newp z∋ newp z@zb⇑⇑⇑⇑⇑⇑⇑↘ ∈S⇐ | zb[0]∋

⇁-get-block

∈S | get-block (zb[zo])∋ 0⇑↘ ∈S | zb∋

⇁-get-offset

∈S | get-offset (zb[zo])∋ 0⇑↘ ∈S | zo∋

⇁-if-false

∈S | if 0 then e else e⇐∋ branch 0⇑⇑⇑⇑⇑↘ ∈S | e⇐∋

⇁-if-true
v $ 0

∈S | if v then e else e⇐∋ branch v⇑⇑⇑⇑⇑↘ ∈S | e∋

⇁-protect

∈S | protectp∋
protectp⇑⇑⇑⇑⇑↘ ∈S[p := p] | 0∋

Figure 2.5. Non-speculative operational semantics for ωspec: domain reductions.
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writing through pointers. The rules mirror each other so we will focus on dereferencing

as it is simpler. In the rule ⇁-derefwe are dereferencing the pointer zb[zo] with block label

zb and offset into that block zo. To actually obtain the value at that location the following

must hold: 1. the block must be accessible (accessible(S, zb)), 2. the offset must be within

the allocated size of the block (zo ↑ [S(zb).size]), and 3. a value must have been written to

the block at the offset zo (v = S(zb).v(zo)). When these conditions are met the value is read

and a corresponding in bounds read trace event is generated. On the other hand, if either

of the latter two conditions are not met the dereference is considered out-of-bounds

and the rule ⇁-deref-oob applies instead. Here, we model the out-of-bounds read as a

nondeterministic read from an arbitrary, valid, and accessible location z⇐o[z⇐b].

2.1.2 Speculative Semantics

To model Spectre attacks and speculative execution broadly we define a second

operational semantics for ωspec. Instead of directly modeling a specific version of Spectre

attack we seek to capture a high-level essence of speculation, namely that speculation is

the combination of guessing how an expression might evaluate and then either rolling

back or committing if the guess was correct. That is, different types of speculation can be

captured as the following sequence: First, instead of evaluating an expression, make up

the value you think it would evaluate to and continue running using that value instead.

While running “under speculation” check if any operation invalidates the speculative

guess. Then, once you hit a “fence”, rollback to the speculation point if the guess was

invalid, or commit the effects of the skipped expression and continue evaluating. In

Section 2.1.4 we step through how ωspec models Spectre-PHT, -BTB, -STL, and (with

choices of encoding)-RSB [Horn 2018; Intel Corporation 2017a,b, 2018b; P. Kocher et al.

2019; Maisuradze and Rossow 2018].

We capture these notions in Figures 2.6, 2.7, 2.8, and 2.9. Figure 2.6 defines

the top-level reduction relation ∈Φ | e∋↪↼⇑↘↘∈Φ | e∋. Speculative states, Φ, extend the

89



∈Φ | K :: e∋↪↼⇑↘↘∈Φ | K :: e∋

spec-nonspec
(a⇐,nonspec) = spec(Φ.a, e)
∈Φ | K :: e∋ ↼

↪⇑↘ ∈Φ⇐ | K⇐ :: e⇐∋
∈Φ | K :: e∋↪↼⇑↘↘∈Φ⇐[a := a⇐] | K⇐ :: e⇐∋

spec-try-commit
(a⇐, fence) = spec(Φ.a, e)

fence ∈Φ | K :: e∋ to ∈Φ⇐ | K⇐ :: e⇐∋↼
∈Φ | K :: e∋↪↼⇑↘↘∈Φ⇐[a := a⇐] | K⇐ :: e⇐∋

spec-spec

(a⇐, spec v) = spec(Φ.a,K[e]) ∈Φ | • :: e∋ ↼
↪⇑↘⇓ ∈Φ⇐ | • :: v⇐∋

Ξ⇐ = makeFramev=v⇐(Φ.S,K⇐ :: K[e], ↼) :: Φ.Ξ e $ fence

∈Φ | K⇐ :: K[e]∋↪0⇑↘↘∈Φ[Ξ := Ξ⇐, a := a⇐] | K⇐ :: K[v]∋

∈Φ | K :: e∋ ↼
↪⇑↘ ∈Φ | K :: e∋

spec-⇁

∈Φ.S | Kε :: eε∋ ↽=′ ∈S⇐ | K⇐ε⇐ :: e⇐ε
⇐∋

¬stalled(Φ.Ξ,Φ.S,unlabel(↽)) Ξ = addEvent(Φ.Ξ,unlabel(↽))

∈Φ | K :: e∋ unlabel(↽)
↪⇑⇑⇑⇑⇑⇑↘ ∈Φ[S := S⇐,Ξ := Ξ] | K⇐ :: e⇐∋

Figure 2.6. Speculative operational semantics for ωspec.

fence ∈Φ | K :: e∋ to ∈Φ | K :: e∋↼

fence-no-spec
Φ.Ξ = •

fence ∈Φ | K :: e∋ to ∈Φ | K :: e∋•

fence-rollback

Φ.Ξ = ̂(S, K⇐ :: e⇐, ↼) :: Ξ

fence ∈Φ | K :: e∋ to ∈Φ[S := S,Ξ := Ξ] | K⇐ :: e⇐∋•
fence-commit

Φ.Ξ = (S, K⇐ :: e⇐, ↼, µ) :: Ξ
S⇐ = commit(S, ↼ ++ µ) Ξ⇐ = addEvents(Ξ, ↼ ++ µ)

fence ∈Φ | K :: e∋ to ∈Φ[S := S⇐,Ξ := Ξ⇐] | K :: e∋↼

Figure 2.7. Speculative operational semantics for ωspec: fencing.
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stalled(Ξ,S, ↼) : Ξ ↗ S ↗ ↼↘

stalled(•,S, fence) ↭ ℑ
stalled(Ξ :: Ξ,S, readb v→ # zb[zo]) ↭ (protectp ↑ Ξ.↼ ++ Ξ.µ ↙ S(zb).p ↭ protected)

¬ (stalled(Ξ,S, readb v→# zb[zo]))
stalled(Ξ :: Ξ,S,writeb v ⇒↘ zb[zo]) ↭ (protectp ↑ Ξ.↼ ++ Ξ.µ ↙ S(zb).p ↭ protected)

¬ (stalled(Ξ,S,writeb v ⇒↘ zb[zo]))
stalled(Φ,S, ↼) ↭ ℜ

addEvent(Ξ, ↼) : Ξ ↗ ↼↘ Ξ

addEvent(•, ↼) ↭ •
addEvent(Ξ :: Ξ, ↼) ↭ addEvent(Ξ, ↼) :: Ξ

addEvent(Ξ, ↼) : Ξ ↗ ↼↘ Ξ

addEvent( ̂(S, K :: e, ↼), ↼⇐) ↭ ̂(S, K :: e, ↼ ++ ↼⇐)
addEvent((S, K :: e, ↼, µ), ↼⇐) ↭ (S, K :: e, ↼, µ)

when ↼⇐ $ µ⇐

addEvent((S, K :: e, ↼, µ), readb v→ # vr) ↭ ̂(S, K :: e, ↼ ++ µ)
when vr ↑ writeLocs(↼)

addEvent((S, K :: e, ↼, µ), readb v→ # vr) ↭ (S, K :: e, ↼, µ)
when vr " writeLocs(↼)

addEvent((S, K :: e, ↼, µ),writeb v ⇒↘ vw) ↭ (S, K :: e, ↼, µ ++ writeb v ⇒↘ vw)
addEvent((S, K :: e, ↼, µ),newp z@zb) ↭ (S, K :: e, ↼, µ ++ newp z@zb)

addEvent((S, K :: e, ↼, µ),protectp) ↭ (S, K :: e, ↼, µ ++ protectp)

Figure 2.8. Speculative operational semantics for ωspec: auxiliary definitions.
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unlabel(↼ε) ↭ ↼

unlabel(⇀ε!ε⇐) ↭ ⇀

writeLocs(c) ↭ {vw | write↑ v ⇒↘ vwc}

commit(S, •) ↭ S
commit(S, ↼ ++ ↼⇐) ↭ commit(commit(S, ↼), ↼⇐)

commit(S,writeb v ⇒↘ zb[zo]) ↭ S(zb).[zo := v]
commit(S,protectp) ↭ S[p := p]

commit(S,newp z@zb) ↭ S[zb := {size = z, v = ℜ, p = p}]
commit(S, ↼) ↭ S

makeFrameℑ(S,K :: e, ↼) ↭ (S, K :: e, ↼, •)
makeFrameℜ(S,K :: e, ↼) ↭ ̂(S, K :: e, ↼)

Figure 2.9. Speculative operational semantics for ωspec: auxiliary definitions, continued.

non-speculative state (S) with a microarchitectural state (a) and a stack of speculation

frames (Ξ). Speculation frames come in two forms, a “mispeculation” frame, ̂(S, e, ↼),

capturing that the current speculation is invalid and will be rolled back to the state S and

expression e and “in progress” frames, (S, e, ↼, µ), capturing that the current speculation

is potentially valid. The ↼ and µ components capture the trace of events of the skipped

expression and the subsequent memory events, respectively. The skipped events are

used if we commit a speculative frame, “replaying” the events that were speculatively

passed over, and the memory events are used to determine whether speculation is

invalid (discussed below).

The decision of whether and how to speculate is handled by a microarchitectural

state “speculation” function (spec : A ↗ e ↘ A ↗ d). The function takes the current

microarchitectural state and the current state of the executing function, updates the

microarchitectural state, and returns a speculation directive, d. This directive says

whether we will be speculating with the guessed value v (spec v), not speculating
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(nonspec), or performing a fence operation (fence).

Speculation

To see how speculation plays out we will go over the three corresponding rules:

spec-nonspec, spec-spec, and spec-try-commit and how they capture speculation in the

Spectre-PHT bypassing of a bounds check when evaluating if i{100} < 10 then ! b[i{100}]
else 0 (the size of the block b is 10). The term i{100} captures a delayed substitution:

earlier in the execution the value 100 was substituted for i.4 We first evaluate i{100} and

apply the rule spec-nonspec: the speculator returns that it does not want to speculate on

this expression and evaluation proceeds normally (via the spec-⇁ rule), so our branch

condition is now 100 < 10. Here the speculator consults its microarchitectural state, sees

that every other time we have done this check the result has been true, and thus returns

spec 1 (and a new microarchitectural state) and the rule spec-spec applies. spec-spec

runs the skipped expression, capturing any memory events (writes, reads, etc.) but

does not commit them, instead saving them in a new speculation frame via makeFrame.

makeFrame checks if the speculated value matches the real value: in this case it does

not and therefore our new frame is a mispeculation frame saving the current state and

continuation on our stack Ξ. Evaluation then continues with the speculated value 1 and

another two spec-nonspec steps evaluate ! b[100].

In these spec-nonspec steps the rule spec-⇁ handles two additional aspects beyond

the evaluation. First, it checks that the instruction is not stalled via the stalled function.

This captures that fence instructions will not execute speculatively and that, with

Memory Protection Keys (MPK), writes and reads to protected memory will not

execute if the protection level is speculatively uncertain (the rules for fences and reads

are shown in Figure 2.7). spec-⇁ also adds the new event to the speculative stack
4We use delayed substitutions (⇁-subst) to capture the fact that, when executing on hardware,

argument substitution will be compiled to a register access or memory lookup and as such should not be
treated as an immediate value.
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(Ξ = addEvent(Φ.Ξ,unlabel(↽))), updating whether the current speculation is invalid or

not. addEvent is shown in Figure 2.8. For reads it checks if the read is to the location

of a speculatively skipped write: if so the current speculation is invalid and will be

rolled back (but continues executing until a fence). The displayed rule for writes shows

how other events are added to an in progress frame to be used to check the validity of

previous speculation.

Back in our example, were we to continue evaluating we would reach the classic

Spectre-PHT out of bounds read, however we will instead assume that the speculator

decides to stop speculating and returns the fence directive. The rule spec-fence thus

applies and we turn to the judgment fence ∈Φ | ! b[100]∋ to ∈Φ1 | e1∋↼. This judgment,

defined in Figure 2.7, returns the state and expression with which we will continue

evaluation as well as the trace of events from evaluating the speculatively skipped

expression. If the speculation was invalidated (fence-rollback) then we will return to

the continuation where speculation began (this applies to our example and we return

to the saved continuation if 100 < 10 then ! b[i{100}] else 0 and the respective state at

the time of speculation). If the speculation had been valid then fence-commit would

apply. This commits any memory events that were speculatively skipped and checks

whether the new, now committed events invalidate previous speculation (we allow

nested speculation thus the speculative “stack”).

2.1.3 Concurrent Observer Semantics

To define concurrent observer capabilities we layer another semantics on top of

the speculative and non-speculative semantics, capturing the intuitive notion that a

read-only attacker in a concurrent thread may, at any time, observe any visible memory

location. The new judgments (shown in Figure 2.10) consist of a singular rule that, before

any step, adds a read event for every memory location visible to a concurrent thread. As

MPK guarantees thread local protection this consists of every location that is not in the
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∈S | Kε :: eε∋ ↽=′C ∈S | Kε :: eε∋

∈S | Kε :: eε
⇐∋ ↽=′ ∈S | K2

ε2 :: e2
ε⇐2∋

↼ = [branch v | public ≃ S(zb) ↙ zo ↑ [S(zb).size) ↙ v = S(zb).v(zo)]

∈S | Kε :: eε
⇐∋ ↼app++↽====′C ∈S | K2

ε2 :: e2
ε⇐2∋

∈Φ | K :: e∋ ↪↼⇑↘↘C ∈Φ | K :: e∋

∈Φ | K :: e∋↪↼⇑↘↘∈Φ⇐ | K⇐ :: e⇐∋
↼⇐ = [branch v | ∈Φ[S.p := public] | ! zb[zo]∋

µ
↪⇑↘ ∈Φ⇐ | v∋]

∈Φ | K :: e∋ ↪↼⇐++↼⇑⇑⇑↘↘C ∈Φ⇐ | K⇐ :: e⇐∋

Figure 2.10. Concurrent observer semantics for ωspec.

protectedmemory region, even if our “main” thread currently has access to protected

memory. This models the attacker making all possible concurrent observations.

2.1.4 Modeling Spectre Attacks

We demonstrate how ωspec can model the different known Spectre vulnerabilities,

showing C code demonstrating the attack and then a corresponding reduction in ωspec.

Spectre v1 (PHT): bounds check bypass

The original Spectre variant involves bypassing a bounds check via the speculative

behavior of the Pattern History Table (PHT). The attack was originally demonstrated by

P. Kocher et al. [2019] and is tracked by CVE-2017-5753 [Intel Corporation 2017b].

// array is of length 10

void main() {

...

if (index < 10) {
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array[index];

...

}

...

}

The attacker controls index and sets it to 100. Having trained the branch predictor

with indices under 10, the processor predicts that the branch condition will be true and

speculatively runs array[index], thus reading out of bounds before eventually rolling

back, thus allowing an attacker to perform an out-of-bounds memory read.

In ωspec we have a variable arraymapped to a buffer of size 10. As shown below,

the code is equivalent, with the speculation oracle “guessing” that the bounds check

passes on Line 2.2. The reduction of the dereference in Line 2.4 is then out-of-bounds,

so there is a non-deterministic read to an arbitrary memory location.
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array ⇒↘ {size = 10, . . .}

if index < 10 then ! (array[index]); e1 else e2

↪⇑↘↘⇓ spec-nonspec (2.1)

if 100 < 10 then ! (array[index]); e1 else e2

↪⇑↘↘ spec-spec(spec(100 < 10) = spec 1) (2.2)

if 1 then ! (array[index]); e1 else e2

↪
branch 1⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.3)

! (array[index]); e1

↪
readoob ...→"...⇑⇑⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.4)

e1

↪⇑↘↘ spec-try-commit(fence-rollback) (2.5)

if 100 < 10 then ! (array[index]); e1 else e2

↪⇑↘↘ spec-nonspec (2.6)

if 0 then ! (array[index]); e1 else e2

↪
branch 0⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.7)

e2

Spectre v2 (BTB): branch target injection

Spectre variant 2 targets the Branch Target Buffer (BTB), with an attacker taking

advantage of processor speculation on indirect jump targets. The attack was origi-

nally demonstrated by P. Kocher et al. [2019] and is tracked by CVE-2017-5715 [Intel

Corporation 2017a].
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// f is a function pointer

void main() {

...

(*f)();

...

}

void gadget() {

...

}

Our example of this attack uses an indirect function call and a gadget function

that the attacker will exploit. The processor speculates on the target of the call f and

speculatively jumps to gadget, executing the body until it eventually rolls back and

jumps to the correct function.

In ωspec we model this as there being some expression e f that computes an indirect

function target and an exploitable function gadget. In Line 2.8, the speculation oracle

“guesses” that the target of the indirect function call will be gadget.
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e f is an expression that computes which function to call

gadget ⇒↘ ωx.e

e f (1)

↪⇑↘↘ spec-spec(spec(e f ) = spec gadget) (2.8)

gadget(1)

↪
call gadget⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.9)

e[1/x]

↪⇑↘↘⇓ spec-nonspec (2.10)

. . .

↪⇑↘↘ spec-try-commit(fence-rollback) (2.11)

e f (1)

Spectre v4 (STL): speculative store bypass

Spectre variant 4 targets the memory disambiguation predictor, with an attacker

taking advantage of processor speculation on whether stores alias. The attack was origi-

nally demonstrated by Horn [2018] and is tracked by CVE-2018-3639 [Intel Corporation

2018b].

// x and y are pointers

void main() {

...

x = y;

*x = 0;

*y = 10;
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*x; // speculatively read x = 0

...

}

The locations x and y are aliased. When reading from x, the processor does not

know which writes are to aliased locations and speculatively guesses that the write to y

is disjoint from the location of x. The processor thus speculatively executes the read,

reading 0 for the value of x, continuing with execution with this incorrect value until it

eventually rolls back and executes with the proper value of 10.

In ωspec, we have two variables x and ywhich are aliased to the same location ε.

We define the microarchitectural state (Φ.a) to include a map tracking a predicted most

recent store for each location. In Line 2.12, the microarchitectural state is (correctly)

updated to track that the value 0 has been stored to the location ε. In Line 2.13, the

microarchitectural state misses the aliasing, leaving the predicted store to ε as having

the value 0 (instead of the correct 10). Then, in Line 2.14 the speculation oracle uses the

microarchitectural state to (incorrectly) predict the result of the load as 0, with execution

speculatively continuing with the incorrect value.
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x, y = ε

The speculative state contains a predicted map of locations to last write.

x := 0; y := 10; ! x; . . .

↪
writeib 0⇒↘ε⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec(Φ.a = {ε ⇒↘ 0}) (2.12)

y := 10; ! x; . . .

↪
writeib 0⇒↘ε⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec(Φ.a = {ε ⇒↘ 0}) (2.13)

! x; . . .

↪⇑↘↘ spec-spec(spec(! x) = spec 0) (2.14)

0; . . .

↪⇑↘↘ spec-try-commit(fence-rollback) (2.15)

! x; . . .

↪
readib 10→ "ε⇑⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.16)

10; . . .

Spectre v5 (RSB): ret2spec

Spectre variant 5 targets the return stack buffer, with an attacker taking advantage

of processor speculation on the indirect jump when returning from a function. The

attack was originally demonstrated by Maisuradze and Rossow [2018] and is tracked by

CVE-2017-5715 [Intel Corporation 2017a].

void main() {

...

return 2 + foo();

}
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int foo() {

...

return 1;

}

void gadget() {

...

}

When foo is called from main, the return address (pointing at e) is pushed to

the stack. When returning from foo the speculation predicts the return address to be

gadget, jumps there, then executes code erroneously before rolling back and jumping

to e.

In ωspec we define three functions: foo, rest, and gadget. The first, foo, is the

same as the C function above: it performs some computation then returns 1. We model

the return by passing the return “address” as a continuation, k, with rest capturing the

rest of the main function that will be returned (jumped) to. This could also be modeled

by pushing the return continuations (“addresses”) to a stack in memory, modeling an

explicit return stack discipline. In Line 2.19, the speculator predicts that the return

address is not the address of rest but is instead the address of gadget.
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foo ⇒↘ ωk.efoo; k(1) rest ⇒↘ ωx.2 + x gadget ⇒↘ ωx.e

foo(rest)

↪
call foo⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.17)

efoo; (k{rest})(1)

↪⇑↘↘⇓ spec-nonspec (2.18)

(k{rest})(1)

↪⇑↘↘ spec-spec(spec(k{rest}) = spec gadget) (2.19)

gadget(1)

↪
call gadget⇑⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.20)

e[1/x]

↪⇑↘↘⇓ spec-nonspec (2.21)

. . .

↪⇑↘↘ spec-try-commit(fence-rollback) (2.22)

(k{rest})(1)

↪⇑↘↘ spec-nonspec (2.23)

rest(1)

↪
call rest⇑⇑⇑⇑⇑⇑↘↘ spec-nonspec (2.24)

2 + x{1}

↪⇑↘↘⇓ spec-nonspec (2.25)

. . .
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API contexts Γ ::= ( f : z)
libraries L ::= f ⇒↘ (z f ,ωx.e)

secret contexts ∆ ::= x ⇒↘ (zloc, zlen)
heaplets H : Zϑ m

app traces A ::= ⇀lib!app ++ ↼app ++ ⇀app!lib

lib traces L ::= ⇀app!lib ++ ↼lib ++ ⇀lib!app

traces T ::= A ⊤ L ⊤ T
| ⇀lib!app ++ ↼app ++ end vapp!lib

Figure 2.11. Syntax of programs and traces for ωspec.

2.2 Robust Constant Time

Next we formalize the security semantics of cryptographic libraries when used

within an application.

2.2.1 Programs and Traces

Figure 2.11 shows the syntax for defining libraries and applications. An API

context, Γ is a map from function names to the number of arguments that function takes

and defines the external API for a library. Given an API context Γ a library L is a set

of functions and their heap locations for each of the external names in Γ. We capture

this with the well-formedness judgment Γ ↬ L, which additionally allows L to contain

internal functions (defined in Figure 2.12).

We assume that secrets are stored in memory. A secret context ∆ is a map from

secret variable names x (used to refer to that secret block in application code) to a pair

of integer values denoting the location (address) and length of the corresponding block.

Given an API context Γ and a secret context ∆, an application is a pair of a heaplet H (a

partial heap containing initial state and application functions), and a “main” expression e

with free variables from Γ and∆. We define a well-formedness judgment for applications
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Γ ↬ L

• ↬ •
length(x) = z Γ ↬ L zloc " locs(L)

( f : z) :: Γ ↬ f ⇒↘ (z f ,ωx.e) :: L
( f : z) :: Γ ↬ L zg " locs(L)

( f : z) :: Γ ↬ g ⇒↘ (zg,ωx.e) :: L

Γ,∆ ⊥ (H, e)

fv(H) ⇔ fv(e) ∞ dom(Γ) ∀ dom(∆) ∝ωεx.e ↑ cod(H).ε = app

Γ,∆ ⊥ (H, e)

L ↬ S

∝ωεx.e ↑ cod(S.H). ε = app

• ↬ S
S(z f ) = ωlibx.e L ↬ S[H := S.H ⇑ {z f }]

f ⇒↘ (z f ,ωx.e) :: L ↬ S

∆ | H ↬ S = S

S.H = H S.p = app
• | H ↬ S = S

S(zloc).size = S⇐(zloc).size = zlen
∆ | H ↬ S[H := S.H ⇑ {zloc}] = S⇐[H := S⇐.H ⇑ {zloc}]

x ⇒↘ (zloc, zlen) :: ∆ | H ↬ S = S⇐

L | ∆ | H ↬ S = S

L | ∆ | H ↬ S

∆ | H ↬ S = S⇐

• | ∆ | H ↬ S = S⇐

S.H(z f ) = S.H⇐(z f ) = ωlibx.e
L | ∆ | H ↬ S[H := S.H ⇑ {z f }] = S⇐[H := S⇐.H ⇑ {z f }]

f ⇒↘ (z f ,ωx.e) :: L | ∆ | H ↬ S = S⇐

L | ∆ | H ↬ S = S
L | ∆ | H ⊥ S

Figure 2.12. Well-formedness of ωspec programs.
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e[•] ↭ e
e[x ⇒↘ (zb, z) :: ∆] ↭ (e[zb/x])[∆]

H[∆] ↭ z ⇒↘ H(z)[∆]
{size, p, v}[∆] ↭ {size, p, v[∆]}

(ωεx.e)[∆] ↭ ωεx.(e[∆])

e[•] ↭ e
e[ f ⇒↘ (z f ,ωlibx.e) :: L] ↭ (e[z f/ f ])[L]

H[L] ↭ z ⇒↘ H(z)[L]
{size, p, v}[L] ↭ {size, p, v[L]}

(ωεx.e)[L] ↭ ωεx.(e[L])

Figure 2.13. Substitution in ωspec.

∈S | • :: eapp∋ T
=′⇓ ∈S⇐ | • :: vapp∋

∈S | e∋ ℵT ∈S⇐ | v∋
∈S | • :: eapp∋ ↽=′⇓C ∈S⇐ | • :: vapp∋

∈S | e∋ ℵ↽C ∈S⇐ | v∋

∈Φ | • :: e∋ ↪↼⇑↘↘⇓ ∈Φ⇐ | • :: v∋ Φ⇐.Ξ = •
∈Φ | e∋ ℵ↼S ∈Φ⇐ | v∋

∈Φ | • :: e∋ ↪↼⇑↘↘⇓C ∈Φ⇐ | • :: v∋ Φ⇐.Ξ = •
∈Φ | e∋ ℵ↼SC ∈Φ⇐ | v∋

traces(∈S | e∋) ↭ {begin ++ T ++ end v | ∈S | e∋ ℵT ∈S⇐ | v∋}
concurrentTraces(∈S | e∋) ↭ {begin ++ ↽ ++ end v | ∈S | e∋ ℵ↽C ∈S⇐ | v∋}

specTraces(∈Φ | e∋) ↭ {begin ++ ↼ ++ end v | ∈Φ | e∋ ℵ↼S ∈Φ⇐ | v∋}
concurrentSpecTraces(∈Φ | e∋) ↭ {begin ++ ↼ ++ end v | ∈Φ | e∋ ℵ↼SC ∈Φ⇐ | v∋}

Figure 2.14. Definition of traces for ωspec.
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Γ,∆ ⊥ (H, e) (detailed in Figure 2.12).

A whole program is then composed of a library L plugged into an application

(H, e). To define this we build a judgment L | ∆ | H ↬ S (defined in Figure 2.12). This

captures that the initial state S 1. contains all of the functions defined in L, 2. contains

locations for all of the secrets in ∆, and 3. contains the application heaplet H. We then

define substitution operations e[∆][L] and S[∆][L] replacing the API variable names

from Γ with the function locations in L and the secret variables in ∆ with their actual

block locations (defined in Figure 2.13).

Our operational semantics captures a sequence of events, but for whole programs

we factor this sequence into a program trace (T) with additional structure (shown in Fig-

ure 2.11). This trace captures the decomposition of execution into alternating sequences

of application and library domain events, with transition events the boundaries between

them. Application traces A are thus a transition event from library to application,

followed by a sequence of application domain events, and then a transition back to the

library. Library traces are defined similarly and the trace of an entire program is then

alternating sequences of these application and library traces. For program traces we

define a gluing concatenation operator ↽1↽ ⊤ ↽↽2 which matches the sequence ↽1↽↽2. We

use this to capture that the transition event ending an application trace and starting

the subsequent library trace are in fact the same transition event. We then define trace

metafunctions capturing the set of all program traces for a given program and semantics

(see Figure 2.14).

2.2.2 Robust Constant Time

Our core security property, robust constant time, much like classic constant

time, comes in two flavors: speculative and non-speculative (we also separate the

associated concurrent versions). Intuitively, robust constant time captures that a library

behaves correctly when plugged into an “unknown” context (in this case an application)
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ct(↽ε) ↭ ct(↽)
ct(⇀ε!ε⇐) ↭ ct(⇀)

ct(begin) ↭ 0
ct(end v) ↭ end v
ct(call z) ↭ call z
ct(ret v) ↭ 0

ct(newp z@zb) ↭ newp z@zb

ct(readb v→# zb[zo]) ↭ read→# zb[zo]
ct(writeb v ⇒↘ zb[zo]) ↭ write ⇒↘ zb[zo]

ct(branch v) ↭ branch v
ct(fence) ↭ 0

ct(protectp) ↭ 0
ct(0) ↭ 0

Figure 2.15. Constant time events for ωspec.

representing an attacker. For cryptographic libraries the attacker attempts to exploit

vulnerabilities in the application to extract secrets, so we parameterize our definition by

an attacker: a predicate on applications, predΓ,∆ : ϱ(H, e) that captures a vulnerability as

a set of applications with that vulnerability. We instantiate predΓ,∆ in Section 2.2.3 to

capture read-only and memory-safe attackers.

Robust constant time, then, is a parameterized, robust version of classic constant

time definitions. We define ct : ↽ ↘ c in Figure 2.15, a meta-function that erases the

components of the trace that are not visible from timing-based attacks. Robust constant

time can thus be defined as follows:

Definition 8 (Robust constant time (RCT)). We say a library Γ ↬ L is robustly constant

time for an attacker class predΓ,∆ if, for all secret contexts ∆, applications Γ,∆ ⊥ (H, e) such

that predΓ,∆(H, e), and initial states S0, S⇐0 such that L | ∆ | H ↬ S0 = S⇐0 we have that

ct(traces(∈S0[∆][L] | e[∆][L]∋)) = ct(traces(∈S⇐0[∆][L] | e[∆][L]∋)).

The judgment L | ∆ | H ↬ S0 = S⇐0 (see Figure 2.12) is a variant of our well-formedness
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judgment for initial states capturing that S0 and S⇐0 only vary at the secret locations

contained in ∆. Robust speculative constant time is defined similarly, however we

consider the speculative traces and a speculative attacker oracle spec : A ↗ e↘ A ↗ d

(capturing varying speculative attacks).

Definition 9 (Robust speculative constant time (RSCT)). We say a library Γ ↬ L is robustly

speculative constant time with respect to a speculation oracle spec : A ↗ S ↗ e ↘ A ↗ d

if, for all secret contexts ∆, memory-safe applications Γ,∆ ⊥ (H, e), initial states S0, S⇐0 such

that L | ∆ | H ↬ S0 = S⇐0, microarchitectural states a : A, Φ0 = {S = S0[∆][L], a = a,Ξ = •},
and Φ⇐0 = {S = S⇐0[∆][L], a = a,Ξ = •}, we have that ct(specTraces(∈Φ0 | e[∆][L]∋)) =
ct(specTraces(∈Φ⇐0 | e[∆][L]∋)).

The concurrent versions simply use the set of concurrent traces. We show the definitions

below.

Definition 10 (Robust constant time (RCT) for concurrent observers). We say a library

Γ ↬ L is robustly constant time for concurrent observers if, for all secret contexts∆, read-only

applications Γ,∆ ⊥ (H, e), and initial states S0, S⇐0 such that L | ∆ | H ↬ S0 = S⇐0 we have that

ct(concurrentTraces(∈S0[∆][L] | e[∆][L]∋)) = ct(concurrentTraces(∈S⇐0[∆][L] | e[∆][L]∋)).

Definition 11 (Robust speculative constant time (RSCT) for concurrent observers). We say

a library Γ ↬ L is robustly speculative constant time for concurrent observers with respect to

a speculation oracle spec : A↗S↗e↘ A↗d if, for all secret contexts∆, memory-safe applications

Γ,∆ ⊥ (H, e), initial states S0, S⇐0 such that L | ∆ | H ↬ S0 = S⇐0, microarchitectural states a : A,

Φ0 = {S = S0[∆][L], a = a,Ξ = •}, and Φ⇐0 = {S = S⇐0[∆][L], a = a,Ξ = •}, we have that

ct(concurrentSpecTraces(∈Φ0 | e[∆][L]∋)) = ct(concurrentSpecTraces(∈Φ⇐0 | e[∆][L]∋)).

2.2.3 Attackers

As discussed we wish to protect libraries against different kinds of application

vulnerabilities: read-only vulnerabilities (corresponding to the attacker model libraries
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Γ ⊥ read-only T

read-only-rec
A = ⇀1

lib!app ++ ↼A
app ++ ⇀2

app!lib L = ⇀2
app!lib ++ ↼L

lib ++ ⇀3
lib!app

⇀2 = call z f ′ z f ↑ dom(Γ)
wf-read-only ↼A wf-read-only ↼L =′ Γ ⊥ read-only T

Γ ⊥ read-only A ⊤ L ⊤ T

read-only-end
wf-read-only ↼

Γ ⊥ read-only ⇀lib!app ++ ↼app ++ (end v)app!lib

Γ ⊥ mem-safe T

memory-safe-rec
A = ⇀1

lib!app ++ ↼A
app ++ ⇀2

app!lib L = ⇀2
app!lib ++ ↼L

lib ++ ⇀3
lib!app

⇀2 = call z f ′ z f ↑ dom(Γ)
wf-mem-safe ↼A wf-read-only ↼L =′ Γ ⊥ read-only T

Γ ⊥ mem-safe A ⊤ L ⊤ T

memory-safe-end
wf-mem-safe ↼

Γ ⊥ mem-safe ⇀lib!app ++ ↼app ++ (end v)app!lib

Figure 2.16. Definition of robust constant time (RCT) attackers.
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wf-read-only ↼

wf-read-only newp z@zb wf-read-only readb v→# zb[zo]

wf-read-only writeib v ⇒↘ zb[zo] wf-read-only call z wf-read-only branch v

wf-read-only protectp wf-read-only 0 wf-read-only ↖

wf-read-only ↼ wf-read-only ↼

wf-read-only ↼ ++ ↼

wf-mem-safe ↼

wf-mem-safe newp z@zb wf-mem-safe readib v→ # zb[zo]

wf-mem-safe writeib v ⇒↘ zb[zo] wf-mem-safe call z wf-mem-safe branch v

wf-mem-safe protectp wf-mem-safe 0 wf-mem-safe ↖

wf-mem-safe ↼ wf-mem-safe ↼

wf-mem-safe ↼ ++ ↼

Figure 2.17. Well-formedness of traces for robust constant time (RCT) attackers.
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like LibSodium assume), speculative vulnerabilities, and concurrent observers. Spec-

ulative vulnerabilities and concurrent observers are captured by our speculative and

concurrent semantics leaving us with non-speculative read-only attackers (which we

contrast with memory-safe attackers such as those written in memory-safe languages).

We will use the fact that our traces T capture the back and forth of actions of the

application and library and the hand-offs between them to instantiate the predicate of

Definition 8. We then define read-only and memory-safe attackers by restricting the

set of unsafe behaviors during the application subtraces: Read-only attackers can read

memory they were not given access to but cannot write to it (and thus cannot carry out

active attacks). In contrast, memory-safe attackers may neither read nor write memory

they were not given access to. We define both read-only and memory-safe attackers as

excluding control-flow exploits.

We wish to capture sets of attackers by their trace properties, however the

attacker predicate is defined as a property of applications which are only a partial

program and cannot be run. As such we must first link with a library before we

can assess the application’s (mis)behavior. But we cannot simply take an arbitrary

library: an ill-formed library can break application invariants. To untangle this knot we

simultaneously define the relevant restrictions on the application we are classifying with

the assumptions that it may make about the library that it is running against.

Definition 12 (Read-only attackers). We say an application Γ,∆ ⊥ (H, e) is a read-only

attacker if, for all libraries Γ ↬ L, initial states S0 such that L | ∆ | H ↬ S0, and traces

T ↑ traces(∈S0[∆][L] | e[∆][L]∋), Γ ⊥ read-only T.

Figure 2.16 shows the judgment Γ ⊥ read-only T which handles the restrictions

on the application and assumptions on the library components of the trace T. The rule

read-only-rec captures the back and forth of assumptions and restrictions: it decomposes

the next application and library trace sequences, imposes the read-only restrictions on
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the application events (wf-read-only ↼A), requires that the call into the library is an API

function, and then, under the assumption that the library events do not write out of

bounds, inductively requires that the rest of the trace is read-only. The definition of

wf-read-only can be found in Figure 2.17: it captures that the application trace can only

contain in bounds write events, but may contain arbitrary read events. Memory-safe

attackers are defined similarly, with the predicate adjusted to also preclude reads from

unexposed blocks.

2.3 A Robust Compiler

Guided by our formal models we develop RoboCop, a compiler providing robust

constant time protections for cryptographic libraries against different attackers. RoboCop

is built on top of the LLVM framework [Lattner and Adve 2004] and uses Intel® MPK

to guarantee that secret data (cryptographic secrets and the data derived from them)

is only accessible while executing trusted cryptographic library code. While RoboCop

mainly operates on the library, there are two components that involve the application.

First, cryptographic secrets often originate and are managed by application code, and

it is therefore necessary to allocate these secrets in protected memory. To do so we

provide manual MPK allocation APIs and also adapt techniques from CryptoMPK [Jin

et al. 2021] to provide an alternative, automatic application transformation that securely

allocates secrets. Further, for the efficiency of our library protections, we reuse a single

stack allocated in protected memory. To enable this we develop a simple LLVM pass

that allocates this stack on program entry.

2.3.1 Making Libraries Robust

Cryptographic code operates directly on secret data and, to prevent timing-based

leaks, is required to be constant time. With this baseline security requirement we operate

under the assumption that cryptographic code is trusted. The task of RoboCop then is to
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1 int stream(u8 *c, u64 clen, u8 *n, u8 *k) {
2 mpk_allow_access();
3 switch_to_protected_stack();
4 u8 *c_internal = mpk_malloc(clen);
5 int y = stream_cloned(c_internal, clen, n, k);
6 memcpy(c_internal, c, clen);
7 switch_to_unprotected_stack();
8 clear_scratch_registers();
9 mpk_disable_access();

10 fence;
11 return y;
12 }

(a) Protections applied to LibSodium’s Salsa20.

10. Exit privileged mode,
fence, and return y

9. Clear scratch registers

8. Switch back to application
stack

7. Copy intermediate buffer
to public memory

6. y = F_cloned(args)

5. Create protected
intermediate buffers and copy

2–4. Switch to protected stack

1. Enter privileged mode

crypto

call

return

Transformed function F F_cloned

(b) Wrapping of cryptographic function.

Figure 2.18. RoboCop protections.
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ensure that the secret data remains inaccessible even if there are vulnerabilities within the

client application code. These protections are provided in three steps: 1. Cryptographic

developers label the external API functions. 2. RoboCop wraps these API functions

to handle the memory isolation. 3. RoboCop replaces all dynamic memory functions

(malloc and similar) with custom MPK compatible versions, ensuring that all memory

allocated within the cryptographic library is kept within the protected domain.

Figure 2.18b shows our wrapping of cryptographic API functions. For every

exported function F in the library, a clone, F_cloned, is generated containing the original

implementation of F. Internal calls to F are replaced with calls to F_cloned: F becomes

the external API wrapper for use by the client. F is responsible for switching into and

out of the protected memory region.

The new F takes the following domain switching steps: 1. We enable access to the

protected memory region with a wrpkru instruction. The specification for MPK [Intel

Corporation 2023] ensures this is speculatively secure: wrpkru will not execute specula-

tively and protected memory cannot be accessed until wrpkru is committed. 2. We get

the address of the protected stack and save the current stack pointer. 3. We copy any

stack arguments from the unprotected frame to the new protected stack. 4. We switch

the stack pointer to the protected stack frame. 5. If concurrent protections are enabled,

we allocate an internal copy buffer for the external buffers (discussed below). 6. We call

F_cloned. 7. After the cryptographic function returns, we copy any internal buffers

back to the original, public buffers. 8. We restore the previous stack pointer. 9. We clear

all scratch registers which may potentially contain transient secret computation. 10. We

disable access to protected memory, fence if speculative protections are enabled, and

return to the application. Together these ensure that all data produced and used by the

cryptographic code is within the protected memory region and the region is inaccessible

to application code.
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Concurrent Protections

Rather than allocate extra memory, cryptographic algorithms sometimes carry out

intermediate computations within output (e.g. ciphertext) buffers. In a single-threaded

context this is safe: there is no way for client code to access these buffers before they

contain their final, cryptographically secure value. In a concurrent context, work like

Spectre Declassified [Shivakumar et al. 2023] has shown that an attacker can recover

secret information by observing intermediate results. To defend against these attacks we

add a concurrent protection option to RoboCop. Here library developers annotate API

arguments that are used for intermediate computation, and RoboCop allocates a buffer

in protected memory for the arguments, performs the intermediate work within the

protected domain, and then copies the declassified result back out to the unprotected

memory.

2.3.2 Proving RoboCop Secure

On its own (concurrent) robust (speculative) constant time serves as a useful

security property for understanding when library protections are secure against different

attackers. However we are interested in automatically providing robust protections via

RoboCop. To do so we need to understand our “source language”: the assumptions we

make about the source of our compilation. For RoboCopwe assume that the source is

classically (speculative) constant time and will prove that RoboCop then guarantees robust

(speculative) constant time. This gives library developers flexibility: they can safely

use any tool or handwritten technique to guarantee that their library implementation is

constant time and then RoboCop lifts this to the robust counterpart.

In defining a “source language” that captures classic constant time, note that the

classic notion of constant time is that executing a library function produces invariant

traces. As such classic constant time is in fact a restricted form of robust constant time,
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where, for a given API context Γ, the main function is defined by the grammar eΓ ::= f (v)

for f ↑ Γ. That is, “source applications” are simply individual function calls into the

library. There is a slight caveat: classical constant time also requires that secrets have

not leaked into the application state. With this in mind we define classical constant time

as the following variation on robust constant time:

Definition 13 (Classical constant time). We say a library Γ ↬ L is classically constant time

if, for all secret contexts ∆, classical “applications” Γ,∆ ⊥ (H, eΓ), and initial states S0, S⇐0 such

that L | ∆ | H ↬ S0 = S⇐0, we have that for all traces ∈S0[∆][L] | eΓ[∆][L]∋ ℵ↼ ∈S1 | v∋ there exists a

trace ∈S⇐0[∆][L] | eΓ[∆][L]∋ ℵ↼⇐ ∈S⇐1 | v∋ such that ct(↼) = ct(↼⇐) and S1(dom(H)) = S⇐1(dom(H)).

The speculative version is defined similarly:

Definition 14 (Classical speculative constant time). We say a library Γ ↬ L is classically

speculative constant time with respect to a speculation oracle spec : A ↗ S ↗ e↘ A ↗ d if,

for all secret contexts ∆, classical “applications” Γ,∆ ⊥ (H, eΓ), initial states S0, S⇐0 such that

L | ∆ | H ↬ S0 = S⇐0, microarchitectural states a : A, Φ0 = {S = S0[∆][L], a = a,Ξ = •}, and

Φ⇐0 = {S = S⇐0[∆][L], a = a,Ξ = •}, we have that for all traces ∈Φ0 | eΓ[∆][L]∋ ℵ↼S ∈Φ1 | v∋
there exists a trace ∈Φ⇐0 | eΓ[∆][L]∋ ℵ↼⇐S ∈Φ⇐1 | v∋ such that ct(↼) = ct(↼⇐), Φ1.S(dom(H)) =

Φ⇐1.S(dom(H)), and Φ1.a = Φ⇐1.a.

Our compiler correctness properties are then that the compiler guarantees

(speculative) (concurrent) robust constant under the assumption that the library is

(speculatively) classically constant time.5

A Formal Model of RoboCop

Formally, we represent RoboCop as a parameterized compilerCwhich transforms

source libraries (Γ ↬ L) into protected targets L. We have four compilers: 1. Cro, which
5This property can be equivalently viewed as preservation of robust constant time from our source

language of classical “applications” to the target language containing the contexts of our attacker model.
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∆ | H ↬protected S = S

S.H = H S.p = app
• | H ↬protected S = S

S(zloc).size = S⇐(zloc).size = zlen
S(zloc).p = S⇐(zloc).p = protected

∆ | H ↬protected S[H := S.H ⇑ {zloc}] = S⇐[H := S⇐.H ⇑ {zloc}]
x ⇒↘ (zloc, zlen) :: ∆ | H ↬protected S = S⇐

Figure 2.19. Initial well-formedness of states with protected memory.

protects libraries from read-only attackers, 2. Cspec which protects against speculative

attackers, and 3. Cro-co, and 4. Cspec-co which also protect against concurrent observers.

Cro transforms all internal uses of newp e into newprotected e, and wraps each external API

function with protectprotected and protectpublic. Cspec is the same as Cro but also inserts

a fence before returns. The concurrent compilers additionally reallocate all external

buffers used by the library within protected memory, and insert memory copying to

and from the external and protected buffers. Formal definitions of the compilers are in

Appendix A.3.

To capture that the application manages the secret buffers and must allocate them

in protected memory we slightly modify the initial state well-formedness judgment to

capture that each secret block in ∆ is allocated in the protected memory region (see

Figure 2.19). We additionally assume that applications and libraries do not contain

any protectp expressions prior to being run through our compiler. We prove that each

compiler is secure and guarantees its corresponding robust constant time property by

constructing semantic interpretations of the traces. The theorem statement that Cro

guarantees read-only robust constant time is shown below (the theorems and proofs are

in Appendix A.4):

Theorem 5 (Cro guarantees read-only robust constant time). If Γ ↬ L is classically constant

time and does not contain any protectp subterms, then Cro(Γ ↬ L) is robustly constant time for
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read-only attackers (that do not contain protectp).

2.4 Evaluation

To evaluate the cost of guaranteeing robust constant time we ask the following

questions:

Q1: What is the overhead of robust constant time against read-only attackers? (§ 2.4.1)

Q2: What is the overhead of robust constant time against speculative attackers? (§ 2.4.1)

Q3: What is the overhead of robust constant time against concurrent observers? (§ 2.4.2)

Benchmarks To study the performance of RoboCop on a wide range of crypto-

graphic code we modify the SUPERCOP [VAMPIRE 2022] cryptographic benchmarking

tool. SUPERCOP’s benchmarking suite is broken down into operations: we focus on its

collections of implementations of authenticated encryption (aead), Diffie-Hellman key

exchange (dh), public key encryption (encrypt), key encapsulation mechanism (kem),

public key signatures (sign), and stream cipher (stream) algorithms. Within each of

these operations SUPERCOP collects multiple implementations of each algorithm: e.g.

the stream data set contains several implementations of both Salsa20 and ChaCha20.

The original design intent of SUPERCOP is then to find the fastest each cryptographic

algorithm can run on a given machine. To this end its benchmarking tries every imple-

mentation of an algorithm with every compiler in its test set. These implementations

are benchmarked multiple times across a range of input data sizes, recording data for

the fastest implementation-compiler pair.

RoboCop is implemented as a set of LLVM passes, so we restrict the compiler

test set to Clang with the -O3, -O2, -Os, and -O flags. We manually remove all

non-C/++implementations, as RoboCop does not handle assembly or Rust code. Beyond

this manual removal, SUPERCOP automatically prunes implementations that fail to
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compile or run, e.g. implementations that rely on non-standard behavior of the GCC

compiler and do not compile with Clang. The findings presented below contain all data

remaining after the manual removal of non-C/C++ implementations and SUPERCOP’s

automatic pruning, all of which occurred before data analysis.

With its broad suite of algorithms and its find-the-fastest methodology, SUPER-

COP is a more robust means of benchmarking cryptographic software security techniques

and we encourage future designers to use it for benchmarking. We found its selecting

from multiple compilation levels particularly beneficial as, due to the cascading effects

of optimizations, comparing at the same optimization level is not truly a head-to-head

comparison. Indeed we found that sometimes the fastest optimization level would

differ between RoboCop and the baseline, with several instances of -O3 producing

significantly slower code in combination with the protections than -O.

Machine and software setup

We run all benchmarks on a 13th Gen Intel® Core™ i9-13900KS, with 125GB

RAM, and running Linux kernel version 6.3.0. We run SUPERCOP configured to collect

data only on cores with the same frequency and our data is collected from 5.6 GHz

cores. RoboCop adds new passes to LLVM 16.0.2 and is split into two passes: the

library pass adds the protections and the application pass allocates a stack in protected

memory on program entry. SUPERCOP defines API functions for each operation: these

are annotated as the external API for RoboCop. We manually label secret key buffers

and insert protected allocations for them in the protected versions. For the concurrent

protection benchmarks we label the ciphertext arguments on the dh and stream APIs

as being used for internal computation. The speculative protections differ from the

read-only protections solely in the insertion of a single fence before returning from the

library. We use a modified version of jemalloc 5.2.0 [Jin et al. 2021] patched to provide

MPK allocation functions. Our baseline replaces the libc malloc implementation with
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Figure 2.20. Box plot of overheads for read-only and speculative protections* compared
to unprotected baseline. Cutoff at 10% overhead, outliers beyond this point are discussed
directly.6

an unpatched version of jemalloc.

Summary of results

We find that robust constant time protections can generally be guaranteed with

minimal overhead (less than 5% in almost all cases for both read-only and speculative

protections), with a small number of outliers with a peak of 40% overhead. At small data

sizes highly optimized stream ciphers also carry a large overhead (with a median around

33% for read-only and 37% for speculative protections), however these workloads

take on the order of a few hundred cycles. We also find that concurrent protections

add additional overhead but the resulting costs remain minimal (the majority have

overheads under 6%).

2.4.1 Read-Only and Speculative Attackers

We measure the cost of ensuring robust constant time against read-only and

speculative attackers across six data sets (shown in Table 2.1 and Figure 2.20). For

the largest data size for each benchmark we find that the median overhead across all
6For clarity: 21/385 read-only and 23/385 speculative aead implementations lie above the whiskers

and below the cutoff.
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Table 2.1. Overheads for read-only and speculative protections vs. unprotected baseline.
N is the number of algorithms in the dataset, Size is the size of the operation’s input in
bytes, Q1 and Q3 are the first and third quartile overheads, and the median overhead is
of the overheads of the mean runtimes.

(a) Overheads for read-only protections.

Benchmark N Size Q1 Median Q3

aead 385 2048 -0.26% 0.16% 0.65%
dh 9 fixed -0.11% 0.32% 0.56%
encrypt 15 4237 -0.57% -0.09% 0.41%
kem 47 fixed -0.59% 0.04% 0.55%
sign 40 4237 -1.00% -0.11% 0.67%
stream 11 4096 0.24% 0.88% 1.45%

(b) Overheads for speculative protections.

Benchmark N Size Q1 Median Q3

aead 385 2048 -0.15% 0.15% 0.71%
dh 9 fixed 0.36% 0.46% 1.50%
encrypt 15 4237 -3.61% 0.48% 3.38%
kem 47 fixed -0.82% 0.00% 0.49%
sign 40 4237 -1.00% -0.22% 0.97%
stream 11 4096 0.51% 0.92% 1.90%
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Table 2.2. Read-only and speculative protection overheads for stream ciphers with
varying plaintext sizes. Baseline cycles is the mean number of cycles for the unprotected
baseline.

(a) Read-only protection overheads.

Size Q1 Median Q3 Baseline cycles
1 29.07% 33.40% 55.56% 4.29e+02

128 15.08% 21.66% 24.78% 7.69e+02
256 8.23% 12.01% 17.52% 1.44e+03
512 5.04% 6.71% 9.88% 2.11e+03
1024 3.39% 5.27% 7.28% 4.11e+03
2048 1.54% 2.03% 2.73% 7.72e+03
4096 0.24% 0.88% 1.45% 1.54e+04

(b) Speculative protection overheads.

Size Q1 Median Q3 Baseline cycles
1 27.63% 37.49% 55.43% 4.29e+02

128 15.63% 21.25% 25.35% 7.69e+02
256 9.50% 13.48% 15.79% 1.44e+03
512 5.03% 6.80% 8.81% 2.11e+03
1024 3.48% 4.94% 6.60% 4.11e+03
2048 1.60% 2.45% 3.82% 7.72e+03
4096 0.51% 0.92% 1.90% 1.54e+04
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Table 2.3. Read-only and speculative protection overheads for aead ciphers with varying
plaintext sizes. Baseline cycles is the mean number of cycles for the unprotected baseline.

(a) Read-only protection overheads.

Size Q1 Median Q3 Baseline cycles
1 0.59% 3.92% 10.07% 7.14e+03

128 0.14% 1.46% 5.00% 1.60e+04
256 0.01% 0.80% 2.67% 2.69e+04
512 -0.03% 0.45% 1.70% 4.93e+04

1024 -0.07% 0.29% 0.98% 9.42e+04
2048 -0.26% 0.16% 0.65% 1.82e+05

(b) Speculative protection overheads.

Size Q1 Median Q3 Baseline cycles
1 0.63% 4.01% 10.18% 7.14e+03

128 0.13% 1.65% 4.99% 1.60e+04
256 0.02% 0.82% 2.65% 2.69e+04
512 0.00% 0.56% 1.68% 4.93e+04

1024 -0.08% 0.34% 1.05% 9.42e+04
2048 -0.15% 0.15% 0.71% 1.82e+05
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Table 2.4. Read-only and speculative protection overheads for encrypt ciphers with
varying plaintext sizes. Baseline cycles is the mean number of cycles for the unprotected
baseline.

(a) Read-only protection overheads.

Size Q1 Median Q3 Baseline cycles
29 -0.58% 0.50% 0.64% 5.67e+05
59 -0.27% 0.38% 0.69% 5.65e+05

117 -0.07% 0.49% 0.71% 5.59e+05
231 -0.24% 0.38% 0.65% 5.50e+05
453 -0.50% 0.26% 0.72% 9.03e+05
709 -0.70% 0.21% 0.49% 1.13e+06
2711 -0.49% 0.06% 0.73% 3.92e+06
4237 -0.57% -0.09% 0.41% 6.09e+06

(b) Speculative protection overheads.

Size Q1 Median Q3 Baseline cycles
29 -3.53% 0.65% 3.59% 5.67e+05
59 -3.36% 0.68% 3.85% 5.65e+05

117 -3.67% 0.64% 3.06% 5.59e+05
231 -3.60% 0.58% 3.53% 5.50e+05
453 -3.67% 0.59% 2.97% 9.03e+05
709 -3.60% 0.58% 3.79% 1.13e+06
2711 -3.57% 0.59% 3.53% 3.92e+06
4237 -3.61% 0.48% 3.38% 6.09e+06
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Table 2.5. Read-only and speculative protection overheads for sign ciphers with varying
plaintext sizes. Baseline cycles is the mean number of cycles for the unprotected baseline.

(a) Read-only protection overheads.

Size Q1 Median Q3 Baseline cycles
29 -1.09% -0.12% 0.96% 2.99e+08
59 -1.20% -0.21% 0.67% 2.99e+08

117 -0.98% -0.22% 0.48% 3.08e+08
231 -1.08% -0.22% 0.50% 3.09e+08
453 -1.16% -0.29% 0.48% 3.09e+08
709 -1.13% -0.26% 0.48% 3.09e+08
2711 -1.22% -0.22% 0.48% 2.99e+08
4237 -1.00% -0.11% 0.67% 3.e+08

(b) Speculative protection overheads.

Size Q1 Median Q3 Baseline cycles
29 -0.57% 0.27% 1.83% 2.99e+08
59 -1.05% -0.08% 1.27% 2.99e+08

117 -0.65% -0.04% 1.55% 3.08e+08
231 -0.62% 0.05% 1.88% 3.09e+08
453 -0.96% 0.01% 1.71% 3.09e+08
709 -0.96% -0.04% 1.39% 3.09e+08
2711 -0.99% -0.09% 1.28% 2.99e+08
4237 -1.00% -0.22% 0.97% 3.e+08
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benchmarked algorithms is below 1% for both read-only and speculative protections and

that 75% of all implementations for each primitive have overheads under 2% for read-

only protections and 4% for speculative protections. For algorithms with varying input

lengths, SUPERCOP measures performance across a wide range of lengths. We show

the varying overheads across these sizes for stream ciphers in Table 2.2. The overhead

increases as data sizes get smaller, with a median overhead of 33% for encrypting a single

byte with read-only protections and 37% for speculative protections. Fortunately, at

this data size encryption only takes a few hundred cycles so this high relative overhead

remains a minimal raw cost.

For 75% of implementations, read-only protections have overheads below 2%

and speculative protections below 4%, there are some outliers above 10%: one kem

implementation has a read-only overhead of 17% and a speculative overhead of 26%;

two sign implementations have read-only overheads of 15% and 16% and speculative

overheads of 16% and 35%; and four aead implementations have read-only overheads

between 26% and 37% and speculative overheads between 28% and 42%. The two

sign outliers are based on the learning with errors problem [Alkim et al. 2020] and

exhibit high runtime variance in the baseline that includes the measured overhead of

RoboCop. For the remaining outliers, the only consistent measure we observe in the

performance statistics (as measured using the perf tool) are an increase on the order of

10% in page faults. We hypothesize the observed speedups are due to 1. noise as the

baseline number of cycles is often small and 2. the separate protected allocator. We’ve

previously observed better locality properties with separate library allocators.

2.4.2 Concurrent Attackers

To protect against concurrent attackers it is necessary for buffers containing

intermediate values derived from secrets to remain within the MPK protected memory.

In its read-only attacker protections mode RoboCop ensures all memory originating
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Table 2.6. Overhead of read-only and speculative protections vs. overhead with
concurrent protections.

(a) Diffie-Hellman key exchange (dh) algorithms

non-concurrent concurrent

Base protections Q1 Median Q3 Q1 Median Q3

read-only -0.11% 0.32% 0.56% 0.24% 0.74% 1.26%
speculative 0.36% 0.46% 1.50% 0.10% 0.69% 1.07%

(b) Stream (stream) ciphers

non-concurrent concurrent

Base protections Size Q1 Median Q3 Q1 Median Q3

read-only 4096 0.24% 0.88% 1.45% 1.77% 2.39% 5.67%
speculative 4096 0.51% 0.92% 1.90% 1.61% 2.14% 2.60%

from cryptographic code meets this requirement, however some cryptographic imple-

mentations use external, public buffers as internal, intermediate (private) buffers. To

measure the cost of protecting these intermediate buffers we benchmark the dh and

stream data sets with RoboCop’s concurrent protections mode. We annotate the top-

level SUPERCOP API functions crypto_dh and crypto_stream to mark the ciphertext

argument as being used for intermediate computation. In the case of stream the size of

this buffer is dynamically determined so we mark the plaintext length argument as the

size for allocating a secure intermediate buffer. Table 2.6 shows the median overheads

for the read-only protections compared to the median overheads for the concurrent

protections. For our dh data set protecting these intermediate buffers increases the

median overhead from 0.32% to 0.74% for read-only attackers and from 0.46% to 0.69%

for speculative attackers. For our stream cipher data set at the largest data size the

increase is greater, with the median increasing from 0.88% to 2.39% for read-only attacker

and 0.92% to 2.14% for speculative attackers. We hypothesize that the higher overhead
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for stream ciphers is due to the dynamic allocation whereas the statically sized buffer of

the Diffie-Hellman API allows optimizations in both allocation and copying back to the

external buffer.

Our benchmarking treats every algorithm within each data set as if they use

public buffers for intermediate computations. In practice RoboCop lets library designers

label specifically which/if buffers are used for intermediate computations. This ensures

that code that does not use the external buffers never has to pay the price for the extra

allocation and copying and that the same library code base can be used in all contexts:

in single-threaded mode RoboCop can omit the allocation and copy but in concurrent

mode it handles the creation of a protected intermediate buffer.

2.5 Limitations

Our implementation of RoboCop has a few limitations: 1. While RoboCop handles

observers in concurrent threads it does not handle running concurrent cryptographic

library code. To handle this we could allocate a single protected stack per thread. It would

be safe to reuse a single MPK protection key across all threads as concurrent threads

would only have access while running cryptographic library code. 2. RoboCop assumes

that no other code is using MPK. 3. RoboCop does not handle ensuring that protected

memory does not get dumped on crashes, written to disk, or that it is cleared at the end

of execution. These could be handled in one place by operating on MPK protected pages.

4. RoboCop assumes the speculative behavior of MPK follows Intel’s specification and

wrpkru will never execute speculatively and protected memory will never be accessed

speculatively until protections have been fully committed [Intel Corporation 2023].

Hardware bugs such as meltdown-pk [Canella et al. 2019] violate these assumptions, and

we rely on hardware fixes for such bugs (for instance official patches have already been

provided for the machine used for our evaluation). 5. RoboCop currently only works
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on C/C++ code. While we believe compilers are an effective means of both separating

security concerns and de-duplicating implementation work, it should be possible for

library authors to implement parameterized RCT protections via preprocessor macros,

templates, traits, etc. We encourage cryptographic library developers to use our attacker

models to ground their protections and to offer more efficient, parameterized protections

moving forward.

2.6 Related Work

Memory isolation

MPK has been used to provide in-process memory isolation [Hedayati et al. 2019;

Vahldiek-Oberwagner et al. 2019], including between safe and unsafe Rust code [Gülmez

et al. 2023; Kirth et al. 2022; Rivera et al. 2021]. MPK protections can be modified by

unprivileged instructions, as such RoboCop assumes that applications do not have access

to these instructions and including through control-flow hijacks. Countermeasures like

binary rewriting [Vahldiek-Oberwagner et al. 2019], system call filtering [Schrammel,

Weiser, Sadek, et al. 2022; Voulimeneas et al. 2022], and CFI schemes [Burow, Carr, et al.

2017; Burow, Zhang, et al. 2019] could be used to lift these assumptions.

Similar to RoboCop, CryptoMPK [Jin et al. 2021] leverages glsmpk to protect the

confidentiality of secret cryptographic data from memory disclosure vulnerabilities. We

believe that it can guarantee robust constant time against read-only attackers, though

their work is not framed in this manner. CryptoMPK differs from RoboCop in several

fundamental ways: First, it is instead a whole-program analysis and transformation,

identifying “crypto buffers” throughout the program and toggling glsmpk protection

around use sites. As such it inserts significantly more context switches than RoboCop,

and dynamically allocates and frees secret stack buffers. RoboCop’s trusted library model

avoids these costs, allowing a single context switch on library entry and exit, completely
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avoiding the need to dynamically allocate stack buffers and leading to significant

performance gains. Second, by avoiding a whole program analysis RoboCop’s model

allows a much simpler implementation. This allows RoboCop to be applied to more

complicated code and even hard to analyze assembly code (though we have not

implemented this). Lastly, CryptoMPK does not handle robust speculative protections

nor robust protections against concurrent attackers. As an optimization, CryptoMPK

chooses not to securely allocate small secret stack buffers and instead inserts zeroing

code. This zeroing code has the same trade offs between protecting against Spectre and

performance as in LibSodium, and the buffers are also visible to concurrent attackers.

CryptoMPK provides a mxor annotation to ensure that eventually declassified buffers

are not marked as tainted when they are mixed with secret key data. This has the result

of exposing these buffers to concurrent attackers.

Secure zeroization is often deployed as a manual protection in cryptographic

libraries. Unfortunately, implementing secure memory zeroing in a high-level language

is essentially impossible [Percival 2014; RustCrypto 2023; Z. Yang et al. 2017]. Recent

work [Olmos et al. 2024] shows how to develop a compiler pass to implement secure

zeroization. RoboCop avoids these issues by restricting all secret data to a protected

memory region, thus avoiding the need for zeroization (apart from register zeroing).

(Speculative) constant time

Many domain-specific languages and compilers have been developed to produce

high-assurance cryptographic code [Almeida et al. 2017; Barthe, Blazy, et al. 2019;

Cauligi, Soeller, et al. 2019; Protzenko et al. 2017; Watt, Renner, et al. 2019]. Spectre

attacks [P. Kocher et al. 2019] significantly reduced the guarantees of these tools and

prompted defenses against speculative leaks [Cauligi, Disselkoen, Moghimi, et al. 2022].

Jasmin implements Selective Speculative Load Hardening to protect against Spectre-

PHT [Shivakumar et al. 2023], performing stack zeroization and register clearing [Olmos
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et al. 2024]. Blade inserts a minimum number of protections to prevent leaks via

Spectre-PHT gadgets [Vassena et al. 2021]. Swivel hardens WebAssembly sandboxes

against speculative sandbox breakout and sandbox poisoning attacks [Narayan, Dis-

selkoen, Moghimi, et al. 2021; Yavarzadeh et al. 2023]. Serberus mitigates all currently

known Spectre variants in code that follows the static constant-time discipline, which

additionally prohibits secret function arguments and return values [Mosier et al. 2024].

These tools serve as complements to RoboCop: in combination they can be used to

guarantee end-to-end protections against speculative attackers as discussed in § 2.2.2.

Notably, there is an exception to this statement in the case of Serberus: In handling

Spectre-RSB [Koruyeh et al. 2018], Serberus makes an implicit assumption that the return

stack buffer is empty when entering cryptographic code, arising from an assumption

that the cryptographic code represents the entire program. This can be remedied by

RSB filling on entry to cryptographic code.

Foundations for cryptographic software security

Researchers have developed trace-based leakage models to reason about timing

leaks in cryptographic code [Barthe, Grégoire, et al. 2018; Molnar et al. 2006]. These

models have then been extended with prediction oracles [Guarnieri, Köpf, Morales,

et al. 2020], speculative semantics, and directives [Cauligi, Disselkoen, Gleissenthall,

et al. 2020; Cheang et al. 2019; Guarnieri, Köpf, Reineke, et al. 2021] to capture leaks

via (combinations of) different Spectre gadgets [Fabian et al. 2022]. Cauligi, Disselkoen,

Moghimi, et al. [2022] survey a number of these semantic models. Of the medium and

high-level semantics they survey [Barthe, Cauligi, et al. 2021; Colvin and Winter 2020;

Disselkoen et al. 2019; Patrignani and Guarnieri 2021; Ponce-de-Leon and Kinder 2022;

Vassena et al. 2021], all model Spectre-PHT [P. Kocher et al. 2019], while only Barthe,

Cauligi, et al. [2021] and Ponce-de-Leon and Kinder [2022] model Spectre-STL [Horn

2018]. None model Spectre-BTB [P. Kocher et al. 2019] or Spectre-RSB [Maisuradze and
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Rossow 2018]: ωspec answers the call to capture additional Spectre variants in higher-level

models. Our speculative semantics also serve as the first model of the speculative

behavior of MPK, outside of the description in Intel’s manual [Intel Corporation 2023].

Guanciale et al. [2020], present a low-level, microarchitectural, speculative semantics

based on speculatively predicting the value of microinstructions: ωspec can be viewed

as a lifting of this idea to a high-level language. Our notion of RCT is inspired by

previous work on secure compilers [Abate et al. 2019], which are formally defined as

compilers that preserve classes of (hyper)-properties in adversarial contexts. Patrignani

and Guarnieri [2021] develop secure robust compilation criteria to formally examine the

security guarantees of protections inserted by major compilers against Spectre-PHT, our

approach to a secure compiler property follows this line of work.
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Appendix A

Proofs

A.1 Proofs of Security for Heavyweight transitions

Throughout the following we will use the shorthand ctxΨ ↭ Ψ.M(ctx⇓).

Theorem 6. NaCl has the disjoint noninterference property.

Proof. Follows immediately from the fact that all reads and writes are guarded to be

within Mlib, all values in Mlib have label lib, and all jumps remain within the library

code. ↫

Lemma 1. The trampoline context is in Happ.

Lemma 2. ctx △ ctx0.

Lemma 3. IfΨ1!c"lib andΨ1
p⇑↘⇓ Ψ2, thenΨ⇐⇐.Mapp = Ψ⇐.Mapp.

Proof. There are two cases for p: p = app and p = lib. If p = app, then Ψ2 = Ψ1

and therefore trivially Ψ2.Mapp = Ψ1.Mapp. If p = lib, then for all Ψ such that

Ψ1 ↘⇓ Ψ↘+ Ψ2,Ψ.C(Ψ.pc) = (lib, _). By the structure of a NaCl program, this ensures

thatΨ2.Mapp = Ψ1.Mapp. ↫

Lemma 4. IfΨ
p⇑↘⇓ Ψ⇐ thenΨ.p = Ψ⇐.p.

Lemma 5. IfΨ wb⇑↘ Ψ⇐ whereΨ↘⇓ Ψ⇐⇐ ↘ Ψ⇐, thenΨ⇐⇐.p $ Ψ.p andΨ⇐.p = Ψ.p.
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Proof. We proceed by simultaneous induction on the well-bracketed transitionΨ wb⇑↘ Ψ⇐

and the length ofΨ0 ↘⇓ Ψ wb⇑↘ Ψ⇐.

Case No callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2, and p such thatΨ↘ Ψ1
p⇑↘⇓

Ψ2 ↘ Ψ⇐ whereΨ2!gateret". HereΨ⇐⇐ = Ψ2. By inspection of the reduction for

gatecalln e we know thatΨ1.p $ Ψ.p and therefore by Lemma 4Ψ⇐⇐.p $ Ψ.p. By

inspection of the reduction for gateret,Ψ⇐.p = Ψ.p.

Case Callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2 such thatΨ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

whereΨ2!gateret". HereΨ⇐⇐ = Ψ2. By inspection of the reduction for gatecalln e

we know that Ψ1.p $ Ψ.p. We now show, by induction on Ψ1
↫⇑↘⇓ Ψ2, that

Ψ2.p = Ψ1.p $ Ψ.p.

Proof. If there are no steps then clearly Ψ2.p = Ψ1.p $ Ψ.p. There are two

possible cases for Ψ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4. When Ψ3
p⇑↘ Ψ4, Lemma 4 gives us that

Ψ4.p = Ψ3.p = Ψ1.p $ Ψ.p. WhenΨ3
wb⇑↘ Ψ4, our outer inductive hypothesis gives

us thatΨ4.p = Ψ3.p = Ψ1.p $ Ψ.p. ⊜

Lastly, by inspection of the reduction for gateret,Ψ⇐.p = Ψ.p.

↫

Lemma 6. IfΨ ↫⇑↘⇓ Ψ⇐, thenΨ⇐.p = Ψ.p.

Proof. By induction, Lemma 4, and Lemma 5. ↫

Lemma 7 (Context Integrity). LetΨ0 ↑ Program,Ψ0 ↘⇓ Ψ, andΨ wb⇑↘ Ψ⇐. Then

1. ifΨ.p = app, thenΨ.M([ctxΨ0 , ctxΨ)) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐)) and ctxΨ = ctxΨ⇐ ,
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2. ifΨ.p = lib, thenΨ.M([ctxΨ0 , ctxΨ]) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐]) and ctxΨ = ctxΨ⇐ .

Proof. We proceed by mutual, simultaneous induction on the well-bracketed transition

Ψ1
wb⇑↘ Ψ2 and the length ofΨ0 ↘⇓ Ψ wb⇑↘ Ψ⇐.

First we consider the case whereΨ!c"app.

Case No callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2, and p such thatΨ↘ Ψ1
p⇑↘⇓

Ψ2 ↘ Ψ⇐ whereΨ2!gateret". By Lemma 3 we have thatΨ1.Mapp = Ψ2.Mapp. By

assumption we have thatΨ!gatecalln e"app and therefore by Lemma 5 we have

thatΨ2!gateret"lib. By Lemma 1, Lemma 2, and inspection of the reduction rules

for gatecalln e and gateretwe have thatΨ.M([ctxΨ0 , ctxΨ)) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐))

and ctxΨ = ctxΨ⇐ .

Case Callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2 such thatΨ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

whereΨ2!gateret". By inspection of the reduction rule for gatecalln e we have

that ctxΨ1 = ctxΨ + len(CSR). We now show, by induction on Ψ1
↫⇑↘⇓ Ψ2, that

ctxΨ2 = ctxΨ1 andΨ1.M([ctxΨ0 , ctxΨ1]) = Ψ2.M([ctxΨ0 , ctxΨ2]).

Proof. If there are no steps then clearly ctxΨ2 = ctxΨ1 and all ofΨ1.Mapp = Ψ2.Mapp.

There are two possible cases for Ψ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4, and notice that in both

Ψ3.p = Ψ1.p = lib (by Lemma 6). When Ψ3
p⇑↘ Ψ4, Lemma 3 gives us that

Ψ3.Mapp = Ψ4.Mapp and then Lemma 1 gives us that ctxΨ4 = ctxΨ3 = ctxΨ1 . When

Ψ3
wb⇑↘ Ψ4, case 2 of our inductive hypothesis gives us thatΨ1.M([ctxΨ0 , ctxΨ1]) =

Ψ3.M([ctxΨ0 , ctxΨ3]) = Ψ4.M([ctxΨ0 , ctxΨ4]) and ctxΨ4 = ctxΨ3 = ctxΨ1 . ⊜

Finally, by Lemma 6 we get thatΨ2 = lib and then inspection of the reduction rule

for gateret gives us thatΨ.M([ctxΨ0 , ctxΨ)) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐)) and ctxΨ = ctxΨ⇐ .
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Second we consider the case whereΨ!c"lib.

Case No callbacks

We have that Ψ!gatecalln e" and there exist Ψ1, Ψ2, and p such that Ψ ↘
Ψ1

p⇑↘⇓ Ψ2 ↘ Ψ⇐ where Ψ2!gateret". By the structure of a NaCl program

we have that ctxΨ1 = ctxΨ2 and Ψ1.M([ctxΨ0 , ctxΨ1]) = Ψ2.M([ctxΨ0 , ctxΨ2]). By

assumption we have thatΨ!gatecalln e"lib and therefore by Lemma 5 we have

that Ψ2!gateret"app. By Lemma 2 and inspection of the reduction rules for

gatecalln e and gateret we have that Ψ.M([ctxΨ0 , ctxΨ)) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐))

and ctxΨ = ctxΨ⇐ .

Case Callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2 such thatΨ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

whereΨ2!gateret". By inspection of the reduction rule for gatecalln e we have

that ctxΨ1 = ctxΨ + 1. We now show, by induction onΨ1
↫⇑↘⇓ Ψ2, that ctxΨ2 = ctxΨ1

andΨ1.M([ctxΨ0 , ctxΨ1)) = Ψ2.M([ctxΨ0 , ctxΨ2)).

Proof. If there are no steps then clearly ctxΨ2 = ctxΨ1 and all ofΨ1.Mapp = Ψ2.Mapp.

There are two possible cases for Ψ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4, and notice that in both

Ψ3.p = Ψ1.p = app (by Lemma 6). WhenΨ3
p⇑↘ Ψ4, the structure of a NaCl program

gives us that ctxΨ1 = ctxΨ2 andΨ1.M([ctxΨ0 , ctxΨ1]) = Ψ2.M([ctxΨ0 , ctxΨ2]). When

Ψ3
wb⇑↘ Ψ4, case 1 of our inductive hypothesis gives us thatΨ1.M([ctxΨ0 , ctxΨ1)) =

Ψ3.M([ctxΨ0 , ctxΨ3)) = Ψ4.M([ctxΨ0 , ctxΨ4)) and ctxΨ4 = ctxΨ3 = ctxΨ1 . ⊜

Finally, by Lemma 6 we get thatΨ2 = app and then inspection of the reduction rule

for gateret gives us thatΨ.M([ctxΨ0 , ctxΨ]) = Ψ⇐.M([ctxΨ0 , ctxΨ⇐]) and ctxΨ = ctxΨ⇐ .

↫

Theorem 7. NaCl has callee-save register integrity.
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Proof. Follows from Lemma 7, Lemma 5, and inspection of the reduction rules for

gatecalln e and gateret. ↫

Lemma 8. LetΨ0 ↑ Program, ϖ = Ψ0 ↘⇓ Ψ, andΨ wb⇑↘ Ψ⇐, then

Ψ⇐.M(return-addressapp(ϖ)) = Ψ.M(return-addressapp(ϖ)).

Proof. First we consider the case whereΨ!c"app.

Case No callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2, and p such thatΨ↘ Ψ1
p⇑↘⇓

Ψ2 ↘ Ψ⇐ whereΨ2!gateret". By inspection of the reduction rule for gatecalln e

we see thatΨ1.M(Ψ.sp + 1) = Ψ.pc + 1. This is adding to the top of the stack, so

by the structure of a NaCl program we have that Ψ1.M(return-addressapp(ϖ)) =

Ψ.M(return-addressapp(ϖ)). By Lemma 3 we have that Ψ1.Mapp = Ψ2.Mapp and

therefore Lemma 1 gives us that ctxΨ2 = ctxΨ1 andΨ2.M(return-addressapp(ϖ)) =

Ψ1.M(return-addressapp(ϖ)). If we inspect the trampoline code we see that, right

before we execute the ret, we have set sp toΨ2.M(ctxΨ2) = Ψ1.M(ctxΨ1) = Ψ.sp+ 1.

Thus, after returning the only part of the application stack that we modify isΨ.sp+1.

This, and the fact that Ψ2.M(return-addressapp(ϖ)) = Ψ.M(return-addressapp(ϖ))

gives us thatΨ.M(return-addressapp(ϖ)) = Ψ⇐.M(return-addressapp(ϖ)).

Case Callbacks

We have that Ψ!gatecalln e" and there exist Ψ1, Ψ2 such that Ψ ↘ Ψ1
↫⇑↘⇓

Ψ2 ↘ Ψ⇐ where Ψ2!gateret". By inspection of the reduction rule for

gatecalln e we see that Ψ1.M(Ψ.sp + 1) = Ψ.pc + 1. This is adding to

the top of the stack, so by the structure of a NaCl program we have that

Ψ1.M(return-addressapp(ϖ)) = Ψ.M(return-addressapp(ϖ)). We now show, by in-
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duction onΨ1
↫⇑↘⇓ Ψ2 thatΨ2.M(ctxΨ2) = Ψ.sp+1 andΨ2.M(return-addressapp(ϖ)) =

Ψ1.M(return-addressapp(ϖ)).

Proof. If there are no steps thenΨ2 = Ψ1 and both goals hold immediately. There are

two possible cases forΨ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4 and notice that in bothΨ3.p = Ψ1.p = lib (by

Lemma 6). IfΨ3
p⇑↘ Ψ4 then Lemma 3 gives us thatΨ4.Mapp = Ψ3.Mapp and our goal

holds (as all of return-addressapp(ϖ) is in Sapp). IfΨ3
wb⇑↘ Ψ4, then Lemma 7 gives us

that ctxΨ3 = ctxΨ4 andΨ3.M([ctxΨ0 , ctxΨ3]) = Ψ4.M([ctxΨ0 , ctxΨ4]) and therefore that

Ψ4.M(ctxΨ4) = Ψ.sp + 1. return-addressapp(Ψ0 ↘⇓ Ψ3) = return-addressapp(ϖ) ∀
Ψ.sp + 1, so our inductive hypothesis gives us thatΨ4.M(return-addressapp(ϖ)) =

Ψ3.M(return-addressapp(ϖ)). ⊜

Second we consider the case whereΨ!c"lib.

Case No callbacks

We have that Ψ!gatecalln e" and there exist Ψ1, Ψ2, and p such that Ψ ↘
Ψ1

p⇑↘⇓ Ψ2 ↘ Ψ⇐ where Ψ2!gateret". By inspection of the reduction rule for

gatecalln e we see thatΨ1.M(return-addressapp(ϖ)) = Ψ.M(return-addressapp(ϖ)).

By the structure of a NaCl program we have that any call stack elements

that are added during the callback will be popped before the gateret. Thus,

Ψ2.M(return-addressapp(ϖ)) = Ψ1.M(return-addressapp(ϖ)). Inspection of the re-

duction rule for gateret then gives us that

Ψ⇐.M(return-addressapp(ϖ)) = Ψ2.M(return-addressapp(ϖ))

= Ψ.M(return-addressapp(ϖ)).

Case Callbacks
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We have thatΨ!gatecalln e" and there existΨ1,Ψ2 such thatΨ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

where Ψ2!gateret". By inspection of the reduction rule for gatecalln e we see

thatΨ1.M(return-addressapp(ϖ)) = Ψ.M(return-addressapp(ϖ)). We now show, by

induction onΨ1
↫⇑↘⇓ Ψ2 that

Ψ2.M(return-addressapp(ϖ)) = Ψ1.M(return-addressapp(ϖ)).

Proof. If there are no steps then Ψ2 = Ψ1 and the goal holds immedi-

ately. There are two possible cases for Ψ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4 and notice that

in both Ψ3.p = Ψ1.p = app (by Lemma 6). If Ψ3
p⇑↘ Ψ4 then the struc-

ture of a NaCl program gives us that any call stack elements that are

added during the callback will be popped before the gateret, and there-

fore our inductive invariant is maintained. If Ψ3
wb⇑↘ Ψ4, then notice that

return-addressapp(Ψ0 ↘⇓ Ψ3) = return-addressapp(ϖ), so our inductive hypoth-

esis gives us thatΨ4.M(return-addressapp(ϖ)) = Ψ3.M(return-addressapp(ϖ)). ⊜

Inspection of the reduction rule for gateret then gives us that

Ψ⇐.M(return-addressapp(ϖ)) = Ψ2.M(return-addressapp(ϖ))

= Ψ.M(return-addressapp(ϖ)).

↫

Theorem 8. NaCl has return address integrity.

Proof. We have thatΨ0 ↑ Program, ϖ = Ψ0 ↘⇓ Ψ,Ψ.p = app, andΨ wb⇑↘ Ψ⇐ and wish to

show thatΨ.M(return-addressapp(ϖ)) = Ψ⇐.M(return-addressapp(ϖ)),Ψ⇐.sp = Ψ.sp, and

Ψ⇐.pc = Ψ.pc + 1.
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Lemma 8 gives us thatΨ.M(return-addressapp(ϖ)) = Ψ⇐.M(return-addressapp(ϖ)).

We proceed by simultaneous induction on the well-bracketed transitionΨ wb⇑↘ Ψ⇐ and

the length ofΨ0 ↘⇓ Ψ wb⇑↘ Ψ⇐ to show thatΨ⇐.sp = Ψ.sp, andΨ⇐.pc = Ψ.pc + 1.

Case No callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2, and p such thatΨ↘ Ψ1
p⇑↘⇓

Ψ2 ↘ Ψ⇐ whereΨ2!gateret". By inspection of the reduction rule for gatecalln e

we see thatΨ1.M(Ψ.sp+1) = Ψ.pc+1 andΨ1.M(ctxΨ1) = Ψ.sp+1. By Lemma 3 we

have thatΨ1.Mapp = Ψ2.Mapp and therefore Lemma 1 gives us that ctxΨ2 = ctxΨ1 .

If we inspect the trampoline code we see that, right before we execute the ret,

we have set sp toΨ2.M(ctxΨ2) = Ψ1.M(ctxΨ1) = Ψ.sp + 1. Thus, after returning we

have thatΨ⇐.pc = Ψ.pc + 1,Ψ⇐.sp = Ψ.sp.

Case Callbacks

We have thatΨ!gatecalln e" and there existΨ1,Ψ2 such thatΨ↘ Ψ1
↫⇑↘⇓ Ψ2 ↘ Ψ⇐

where Ψ2!gateret". By inspection of the reduction rule for gatecalln e we see

that Ψ1.M(Ψ.sp + 1) = Ψ.pc + 1 and Ψ1.M(ctxΨ1) = Ψ.sp + 1. We now show, by

induction onΨ1
↫⇑↘⇓ Ψ2 thatΨ2.M(Ψ.sp+ 1) = Ψ.pc+ 1 andΨ2.M(ctxΨ2) = Ψ.sp+ 1.

Proof. If there are no steps thenΨ2 = Ψ1 and both hold immediately. There are

two possible cases forΨ1
↫⇑↘⇓ Ψ3

↫⇑↘ Ψ4 and notice that in bothΨ3.p = Ψ1.p = lib

(by Lemma 6). If Ψ3
p⇑↘ Ψ4 then Lemma 3 gives us that Ψ4.Mapp = Ψ3.Mapp and

both hold (as the invariants are on Mapp). If Ψ3
wb⇑↘ Ψ4, then Lemma 7 gives us

that ctxΨ3 = ctxΨ4 andΨ3.M([ctxΨ0 , ctxΨ3]) = Ψ4.M([ctxΨ0 , ctxΨ4]) and therefore that

Ψ4.M(ctxΨ4) = Ψ.sp + 1. return-addressapp(Ψ0 ↘⇓ Ψ3) = return-addressapp(ϖ) ∀
Ψ.sp+ 1 so Lemma 8 gives us thatΨ4.M(Ψ.sp+ 1) = Ψ3.M(Ψ.sp+ 1) = Ψ.pc+ 1. ⊜

Finally, if we inspect the trampoline code we see that, right before we execute the
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ret, we have set sp toΨ2.M(ctxΨ2) = Ψ.sp + 1. Thus, after returning we have that

Ψ⇐.pc = Ψ.pc + 1,Ψ⇐.sp = Ψ.sp.

↫

A.2 Proofs of Security for Zero-Cost WebAssembly

Lemma 9 (FTLR for functions). Let W ↑World and c be the code for a compiled WebAssembly

function WF such that WF expects application functions in the interface with locations

and types ϖ2(W) and in the library with locations and types ϖ3(W). Further let instrs =
⊎

B↑WF.blocks[B.start,B.end] and F = {instrs := instrs, entry :=WF.entry.start, type :=WF.|args|}.
Then (W,F, c) ↑ F .

Proof. We first unroll the assumptions of (W,F, c) ↑ F reusing the variable names

defined there. We will maintain that any steps do not step to oerror so WOLOG we

will continually assume n⇐ ̸W.n such that n⇐ greater than the number of steps we have

taken, otherwise the case Φ
φ⇐
#n⇐ Φ⇐ =′ Φ⇐ $ oerror holds.

By the structure of a compiled WebAssembly function and assumption we

have that the stack and stack pointer represent WF.|args| arguments. The abstract

interpretation ensures that if we write to Hlib then that value has label lib so the

checks pass. We are further assured that we do not read or below the stack frame. The

structure of a compiled WebAssembly block then lets us proceed until we reach one

of 1. a function call to a library function WF⇐ such that WF⇐.entry.start ↑ Fl.entry, 2. an

application function F⇐ such that F⇐.entry ↑ Fi.entry, 3. or the end of the block.

1. The abstract interpretation ensures that we have initialized the arguments

WF⇐.|args| = ϖ3(W)(WF⇐.entry.start)
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or failed a dynamic type check and terminated (thus stepping to a terminal state

that is not an oerror). We thus set φ2 = φ⇐ and see that we have constructed

φ⇐2 = φ2 ++ {base := sp ⇑WF⇐.|args|, ret-addr-loc := sp, csr-vals := R(CSR)}. We further

set ret-addr = pc + 1, A = WF⇐.|args|, sp = sp, R = R, M = M, C = C, Fi = Fi, and

Fl = Fl. By the abstract interpretation we have that all of the remaining checks

in F pass and that the instantiated Φ is equal to our current state. We therefore

instantiate (ςFl,C|Fl.instrs) ↑ F . If this uses the remaining steps then we are done.

Otherwise we get that we return to pc + 1 with all values restored and no new

app values written to the library memory, and our walk through the block may

continue.

2. Identical to the case for (1).

3. The end of a block is followed by a direct jump to another block B⇐, an indirect

block IB, or we are at an exit block. In the case of another block B⇐ we have by

the structure of compiled WebAssembly code that we have instantiated B⇐.inputs.

We thus jump to the block and follow the same proof structure as detailed here.

The same is true of an intermediate block IB except with the extra steps of setting

up the inputs jumping to another block B⇐⇐. Lastly if we have reached the end of

an exit block then we have not touched the pushed return address or callee-save

registers and the stack pointer is in the expected location. We thus execute ret or

gateret and pass the overlay monitor checks.

↫

Lemma 10 (FTLR for libraries). For any number of steps n ↑N and compiled WebAssembly

library L, (n,L) ↑ L.

Proof. By unrolling the definition of L and Lemma 9. ↫
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Theorem 9 (Adequacy of L). For any number of steps n ↑N, library L such that (n,L) ↑ L,

program Φ0 ↑ Program using L, and n⇐ ̸ n, if Φ0 #n⇐ Φ⇐ then Φ⇐ $ oerror.

Proof. Straightforward: by assumption for steps in the application, and by assumption

about application code properly calling the library code and the unrolling of L and

F . ↫

A.3 Formal Definitions of RoboCop Compilers

on-return f (v) = f (v)

on-return f (x) = f (x)

on-return f (e1; e2) = e1; on-return f (e2)

on-return f (fence) = f (fence)

on-return f (if e then e1 else e2) = if e then on-return f (e1) else on-return f (e2)

on-return f (e) = let x = e in f (x)

add-protect(e) = protectpublic; e

add-fence(e) = fence; e

copy-in(•, e) = e

copy-in( f ⇒↘ (x, elen) :: rest, e) = let y = newpublic elen in ecopy

where ecopy = copy(y, x, elen); copy-in(e[y/x])
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copy-out(•, e) = e

copy-out( f ⇒↘ (x, elen) :: rest, e) = copy(x, y, elen); copy-out(e)

Cro(Γ, f ⇒↘ (z f , ωx.e)) = ωx.enew

where esubst = e[newprotected e⇐/newp e⇐]

where ebody = on-returnadd-protect(esubst)

where enew = protectprotected; ebody

if f ↑ Γ

Cro(Γ, f ⇒↘ (z f , ωx.e)) = ωx.(e[newprotected e⇐/newp e⇐])

if f " Γ

Cspec(Γ, f ⇒↘ (z f , ωx.e)) = ωx.on-returnadd-fence(enew)

where ωx.enew = Cro(Γ, f ⇒↘ (z f , ωx.e))

if f ↑ Γ

Cspec(Γ, f ⇒↘ (z f , ωx.e)) = Cro(Γ, f ⇒↘ (z f , ωx.e))

if f " Γ

Cco(Γ, f ⇒↘ (z f , ωx.e)) = ωx.on-returncopy-out(used)(enew)

where enew = copy-in(used, e)

if f ↑ Γ
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Cco(Γ, f ⇒↘ (z f , ωx.e)) = f ⇒↘ (z f , ωx.e)

if f " Γ

Cro-co(Γ, f ⇒↘ (z f , ωx.e)) = Cro(Γ, f ⇒↘ (z f , ωx.enew)

where ωx.enew = Cco(Γ, f ⇒↘ (z f , ωx.e))

if f ↑ Γ

Cro-co(Γ, f ⇒↘ (z f , ωx.e)) = Cro(Γ, f ⇒↘ (z f , ωx.e))

if f " Γ

Cspec-co(Γ, f ⇒↘ (z f , ωx.e)) = Cspec(Γ, f ⇒↘ (z f , ωx.enew)

where ωx.enew = Cco(Γ, f ⇒↘ (z f , ωx.e))

if f ↑ Γ

Cspec-co(Γ, f ⇒↘ (z f , ωx.e)) = Cspec(Γ, f ⇒↘ (z f , ωx.e))

if f " Γ

CA(Γ ↬ •) = •

CA(Γ ↬ f ⇒↘ (z f , ωx.e) :: L) = f ⇒↘ (z f , CA(Γ, f ⇒↘ (z f , ωx.e))) :: CA(Γ ↬ L)

For the concurrent compilers we assume we have been provided a labeling of

arguments used : f ⇒↘ (x, elen) for all functions in Γ. The variables are the argument

names and the expressions are the length of the buffer. The correctness condition for the

labeling is the following: For all secret contexts ∆, classical “applications” Γ,∆ ⊥ (H, eΓ),

and initial states Cco(Γ ↬ L) | ∆ | H ↬ S, if T ↑ traces(∈S[∆][Cco(Γ ↬ L)] | eΓ[∆][Cco(Γ ↬ L)]∋)
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and µ is the set of memory events in T, then µ = µ1 ++ µ2 ++ µ3 where

1. µ1 = newpublic vlen@z⇐b ++ readib v→ # zb[zo] ++ writeib v ⇒↘ z⇐b[zo] and zb ↑ dom(H)

2. for all µ2 = readb v→ # zb[zo] or µ2 = writeb v ⇒↘ zb[zo], zb " dom(H)

3. µ3 = readib v→ # z⇐b[zo] ++ writeib v ⇒↘ zb[zo]

and if ∈S[∆][L] | eΓ[∆][L]∋ ℵT1 ∈S⇐ | v∋ then there exists a T⇐1 such that ∈S[∆][Cco(Γ ↬ L)] |
eΓ[∆][Cco(Γ ↬ L)]∋ ℵT1 ∈S⇐⇐ | v∋.

A.4 Proofs of Security for RoboCop Compilers

A.4.1 Read-only Protections

To prove Theorem 10 we must show that, for any read-only attackers and any

two initial states that vary only in the values of secrets, when we plug our compiled

library into the application the execution under both states does not vary (up to the

observable leakage). The difficulty arises in two places: firstly, we must reason about a

(mostly) arbitrary application. Secondly, the inherent nondeterminism of our semantics

(due to allocation and out of bounds memory semantics), means that we are dealing

with sets of traces rather than just a single trace.

To handle these challenges we rely on the fact that our attacker model is defined

as properties on the structured traces T. Our proof begins with the two initial states S

and S⇐ with the same whole program e and some trace T for ∈S | e∋. We must then show

that there is a corresponding trace for ∈S⇐ | e∋. To do so we inductively split the read-only

trace T into its attacker and library subsequences and define a semantic interpretation

that captures that there is a corresponding trace T⇐ for ∈S⇐ | e∋ (see Figure A.1).

Lemma 11 (Functions are fixed). For all ∈S1 | K1
εK1 :: e1

ε1∋ ↽=′⇓ ∈S2 | K2
εK2 :: e2

ε2∋,

{
z f ⇒↘ ωεx.e | S1(z f ) = ωεx.e

}
=
{
z f ⇒↘ ωεx.e | S2(z f ) = ωεx.e

}
.
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Proof. By induction on the operational semantics. ↫

Lemma 12 (Constant time is memory safe). If Γ ↬ L is classically constant time and we have

a secret context ∆, classical “application” Γ,∆ ⊥ (H, eΓ) and an initial state L | ∆ | H ⊥ S, then

for all T ↑ trace(∈S[∆][L] | e[∆][L]∋) and ↼ ↑ T, wf-mem-safe ↼.

Proof. By induction on the operational semantics. ↫

Lemma 13 (Cro preserves classic constant time). If Γ ↬ L is classically constant time then

CroΓ ↬ L is classically constant time.

Proof. By induction on the compiler. ↫

Lemma 14 (Cro only allocates protected memory). If Γ ↬ L is classically constant time and

we have a secret context∆, classical “application” Γ,∆ ⊥ (H, eΓ) and an initial state L | ∆ | H ⊥ S,

then if ∈S[∆][L] | e[∆][L]∋ ℵT ∈S⇐ | v∋, then {S(zb) | S(zb).p = public} = {S⇐(zb) | S⇐(zb).p =

public}

Proof. By induction on the compiler and the assumption of classical constant time. ↫

Definition 15. We define our state invariant, inv(S,S⇐) as follows:

1. S.p = S⇐.p = public

2. ∝z : Z.S(z) $ S⇐(z)′ S(z).p = S⇐(z).p = protected

3. dom(S) = dom(S⇐)
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A%⇀lib!app ++ ↼app ++ ⇀app!lib& ↭


(S, S⇐, Kε, e, S1, S⇐1, K1
ε1 , e1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∝↽1, ↽2. ↽1 ++ ↽2 = ↼app ′

∃S0,S⇐0,K0
ε0 , e0.

∈S | Kε :: eapp∋ ↽1=′⇓ ∈S0 | K0
ε0 :: e0

app∋

∈S⇐ | Kε :: eapp∋ ↽1=′⇓ ∈S⇐0 | K0
ε0 :: e0

app∋

inv(S0,S⇐0)

∈S | Kε :: eapp∋ ↼app++⇀
app!lib

=========′⇓ ∈S1 | K1
ε1 :: e1

lib∋

∈S⇐ | Kε :: eapp∋ ↼app++⇀
app!lib

=========′⇓ ∈S⇐1 | K1
ε1 :: e1

lib∋

inv(S1,S⇐1)



L%⇀app!lib ++ ↼lib ++ ⇀lib!app& ↭


(S, S⇐, Kε, e, S1, S⇐1, K1
ε1 , e1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃↼⇐.

∈S | Kε :: elib∋ ↼lib++⇀
lib!app

=========′⇓ ∈S1 | K1
ε1 :: e1

app∋

∈S⇐ | Kε :: elib∋ ↼lib++⇀
lib!app

=========′⇓ ∈S⇐1 | K1
ε1 :: e1

app∋

ct(↼lib) = ct(↼⇐lib)

inv(S1,S⇐1)



T%A ⊤ L ⊤ T& ↭


(∈S | Kε :: e∋, ∈S⇐ | Kε :: e∋)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃S1,S⇐1,S2,S⇐2,K1
ε1 , e1,K2

ε2 , e2.

(S, S⇐, Kε, e, S1, S⇐1, K1
ε1 , e1) ↑ A%A&

(S1, S⇐1, K1
ε1 , e1, S2, S⇐2, K2

ε2 , e1) ↑ L%L&

(∈S2 | K2
ε2 :: e2

app∋, ∈S⇐2 | K2
ε2 :: e2

app∋)) ↑ T%T&


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T%⇀lib!app ++ ↼app ++ (end v)app!lib& ↭


(∈S | Kε :: e∋, ∈S⇐ | Kε :: e∋)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃S1,S⇐1,K1
ε1 .

let ps = (S, S⇐, Kε, e, S1, S⇐1, K1
ε1 , v)

in ps ↑ A%↼app ++ (end v)app!lib&



Figure A.1. Semantic interpretation of non-speculative traces.

Lemma 15. If ∈S | Kε :: eapp∋ ↼app==′⇓ ∈S1 | K1
ε1 :: e1

app∋, wf-read-only ↼app, and inv(S,S⇐), then

there exists an S⇐1 such that ∈S⇐ | Kε :: eapp∋ ↼app==′⇓ ∈S⇐1 | K1
ε1 :: e1

app∋ and inv(S1,S⇐1).

Proof. We proceed by induction on the reduction relation. The zero step case is

immediate by assumption. For the inductive case we have that ∈S | Kε :: eapp∋ ↼0
app

===′⇓

∈S0 | K0
ε0 :: e0

app∋ ↼
app

==′ ∈S1 | K1
ε1 :: e1

app∋ and must show that ∈S⇐ | Kε :: eapp∋ ↼0
app++↼app
=======′⇓ ∈S1 |

K1
ε1 :: e1

app∋ such that inv(S1,S⇐1). By our inductive hypothesis we have that there exists

an S⇐0 such that ∈S⇐ | Kε :: eapp∋ ↼0
app

===′⇓ ∈S0 | K0
ε0 :: e0

app∋ and inv(S0,S⇐0). We proceed by case

analysis on ↼.

The only cases that interact with the state (the only parts that differ) are deref-

erencing, writes, allocation, and protect. In all other cases we let S⇐1 = S⇐0 and then it

is immediate that ∈S⇐0 | K0
ε0 :: e0

app∋ ↼
app

==′ ∈S⇐0 | K1
ε1 :: e1

app∋ and the invariant holds by

assumption.

In the case that ↼ = readzb[zo] b→# v we have, by Conditions 1 and 2, that for all

locations z⇐b such that accessible(S⇐0, z
⇐
b), S0(z⇐b) = S⇐0(z⇐b). By Condition 3 we then have

that {z⇐b | accessible(S0, z⇐b)} = {z⇐b | accessible(S⇐0, z
⇐
b)}. Therefore the dereference can take

the same step readzb[zo] b→# v under S⇐0 and we let S⇐1 = S⇐0.

The case for ↼ = writezb[zo] b ⇒↘ v is identical except that we let S⇐1 = S⇐0(zb).v[z0 := v].

By Conditions 1 and 2 we have that S⇐0(zb).p = public and therefore we get that inv(S1,S⇐1).
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For ↼ = newp zlen@zb we rely on Condition 3, which means that zb is also fresh in

S⇐0.

We have by assumption that the application does not contain protect statements

so ↼ = protectp is a contradiction. ↫

Lemma 16. For a classically constant time library Γ ↬ L, if Cro(Γ ↬ L) ↬ S, Cro(Γ ↬ L) ↬ S⇐,

T ↑ traces(∈S | Kε :: eapp∋), Γ ⊥ read-only T, and inv(S,S⇐), then (∈S | Kε :: e∋, ∈S⇐ | Kε :: e∋) ↑
T%T&.

Proof. We proceed by induction on T. Wologwe show the case for T = A ⊤ L ⊤ T⇐ (the

T = ⇀lib!app ++ ↼app ++ (end v)app!lib case follows identical reasoning as the A subtrace.)

We split the proof into instantiating the different subtrace relations.

Case ∃S1,S⇐1,K1
ε1 , e1. (S, S⇐, Kε, e, S1, S⇐1, K1

ε1 , e1) ↑ A%A&: By definition we have that

A = ⇀lib!app ++ ↼app ++ ⇀app!lib. By assumption we have that for all ↽1 ++ ↽2 = ↼app there

exists some S0, K0
ε0 , and e0 such that ∈S | Kε :: eapp∋ ↽1=′⇓ ∈S0 | K0

ε0 :: e0
app∋. Lemma 15 then

guarantees that the prefix conditions hold.

To show that the overall application trace conditions hold let ↽1 = ↼app. By the

above logic we have that there exist S0, K0
ε0 , and e0 such that ∈S | Kε :: eapp∋ ↼app==′⇓ ∈S0 |

K0
ε0 :: e0

app∋, ∈S⇐ | Kε :: eapp∋ ↼app==′⇓ ∈S⇐0 | K0
ε0 :: e0

app∋, and inv(S0,S⇐0). By assumption we

have that there exists some S1, K1
ε1 , and e1 such that ∈S0 | K0

ε0 :: e0
app∋ ⇀

lib!app
=====′ ∈S1 |

K1
ε1 :: e1

lib∋. By Γ ⊥ read-only T we have that ⇀ = call z f and z f ↑ dom(Γ). By inversion

e0 = z f (v). By Lemma 11, Cro(Γ ↬ L) ↬ S, and Cro(Γ ↬ L) ↬ S we have that S(z f ) = S(z⇐f ).

The remaining conditions ofA then follow immediately. ⊜

Case ∃S2,S⇐2,K2
ε2 , e2. (S1, S⇐1, K1

ε1 , e1, S2, S⇐2, K2
ε2 , e2) ↑ L%L&: By definition we have that

L = ⇀app!lib ++ ↼lib ++ ⇀2
lib!app. By the above we have that

∈S | Kε :: eapp∋ ↼app++⇀
app!lib

=========′⇓ ∈S1 | K1
ε1 :: e1

lib∋
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and

∈S⇐ | Kε :: eapp∋ ↼app++⇀
app!lib

=========′⇓ ∈S⇐1 | K1
ε1 :: e1

lib∋.

By assumption we have that ∈S1 | K1
ε1 :: e1

lib∋ ↼
lib++⇀2

lib!app
==========′⇓ ∈S2 | K2

ε2 :: e2
app∋ By Γ ⊥

read-only T we have that ⇀ = call z f where z f ↑ cod(Cro(Γ ↬ L)). We may therefore

apply the assumption that L is classically constant time and Lemma 13 to get that there

exist S⇐2, K2
ε2 , e2, and ↼⇐ such that ∈S⇐1 | K1

ε1 :: e1
lib∋ ↼

⇐lib++⇀2
lib!app

==========′⇓ ∈S⇐2 | K2
ε2 :: e2

app∋where

ct(↼⇐lib) = ct(↼⇐lib). inv(S2,S⇐2) follows by the fact that new events must be the same due

to the constant timeness and Lemma 14. ⊜

Case (∈S2 | K2
ε2 :: e2∋, ∈S⇐2 | K2

ε2 :: e2∋) ↑ T%T⇐&: By the prior states being inLwe have that

inv(S2,S⇐2). By inversion on Γ ⊥ read-only T we have that Γ ⊥ read-only T⇐. By Lemma 11

Cro(Γ ↬ L) ↬ S and Cro(Γ ↬ L) ↬ S. We then apply our inductive hypothesis for T⇐ and our

proof is complete. ⊜

↫

Lemma 17. For a classically constant time library Γ ↬ L, secret context ∆, read-only ap-

plication Γ,∆ ↬ (H, e), and initial states Cro(Γ ↬ L) | ∆ | H ↬ S0 = S⇐0, for all T ↑
traces(∈S0[∆][Cro(Γ ↬ L)] | e[∆][Cro(Γ ↬ L)]∋),

(∈S0[∆][Cro(Γ ↬ L)] | e[∆][Cro(Γ ↬ L)]∋, ∈S⇐0[∆][Cro(Γ ↬ L)] | e[∆][Cro(Γ ↬ L)]∋) ↑ T%T&.

Proof. We first show that inv(S0[∆][Cro(Γ ↬ L)],S⇐0[∆][Cro(Γ ↬ L)]). Condition 3 holds by

inversion on L | ∆ | H ↬ S0 = S⇐0. Condition 2 holds by inversion on∆ | H ↬protected S0 = S⇐0.

Condition 1 holds by inversion on L | ∆ | H ↬ S0 = S⇐0. By assumption and Lemma 12 we

have that Γ ⊥ read-only T. Our goal then follows by Lemma 16. ↫

Lemma 18 (FTLR). If (∈S | Kε :: e∋, ∈S⇐ | Kε :: e∋) ↑ T%T&, then T ↑ traces(∈S | Kε :: eapp∋)
and there exists a trace T⇐ ↑ traces(∈S⇐ | Kε :: eapp∋) such that ct(T) = ct(T⇐).
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Proof. By induction on T. ↫

Theorem 10 (Cro guarantees read-only robust constant time). If Γ ↬ L is classically constant

time and does not contain any protectp subterms, then Cro(Γ ↬ L) is robustly constant time for

read-only attackers (that do not contain protectp).

Proof. By Lemma 16 and Lemma 18. ↫

A.4.2 Speculative Protections

Our proof of the Theorem 11 uses a similar technique of semantically interpreting

traces as relations between the two states. Here we split the speculative traces into

subsequences of non-speculative events (where there was no speculation), mispeculated

events (where the speculation was rolled back), and “correctly speculated” events (where

the speculative guess was eventually committed). We then show that the non-speculative

and “correctly” speculated events are related to an underlying non-speculative trace

and thus constant time by the proof of Theorem 10. To show the latter, we rely on

the inserted fence instruction ensuring that we cannot speculatively return into the

application. For mispeculated events we rely on the invariant that the application

cannot change the protection level and a lemma that speculative execution cannot read

protected memory unless the access level was changed non-speculatively. The proof

requires strengthening the statement of classical speculative constant time in two ways,

both of which could go overlooked in a classical setting when not considering running

cryptographic code in an application context. Firstly, we require that the library be

speculatively constant time under an arbitrary initial microarchitectural state. This

ensures that the protections take into account any speculative (mis)behavior from the

application before the handoff to the library.1 Secondly, we strengthen the classical

statement to add the assumption that the library is speculatively constant time under an
1We discuss an example where this was overlooked in an existing tool in Section 2.6.
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extended function context, i.e. in the presence of unprotected application functions. This

requires that the speculative protections account for cross-domain speculation attacks,

for example, speculatively jumping to unprotected application code.

Definition 16. We say a step ∈Φ1 | e1∋↪↼⇑↘↘∈Φ2 | e2∋ is speculating if Φ1.Ξ $ • and Φ2.Ξ $ •.
We say a subtrace ∈Φ1 | e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | e2∋ is speculating if all steps from ∈Φ1 | e1∋ to ∈Φ2 | e2∋
along ↼ are speculating.

σ ::= (↼, N) non-speculative trace

| (↼, S) speculatively rolled-back trace

| [σ, ↼] speculatively committed trace

with ↼ speculated on

Σ ::= (↽, N)

| (↼, S)

| [Σ, ↽]

crunch : σ↘ ↼

crunch (•) ↭ •

crunch ((↼, N) :: σ) ↭ ↼ ++ crunch(σ)

crunch
(
(↼, S) :: σ

)
↭ 0 :: ↼ ++ 0 :: crunch(σ)

crunch
(
[σ, ↼] :: σ⇐

)
↭ 0 :: crunch(σ) ++ ↼ ++ crunch(σ⇐)

crunch : Σ↘ ↼
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crunch
(
Σ
)
↭ crunch

(
unlabel(Σ)

)

nonspec : Σ↘ ↽

nonspec (•) ↭ •

nonspec
(
(↽, N) :: Σ

)
↭ ↽ :: nonspec

(
Σ
)

nonspec
(
(↼, S) :: Σ

)
↭ nonspec

(
Σ
)

nonspec
(
[Σ, ↽] :: Σ⇐

)
↭ ↽ ++ nonspec(Σ) ++ nonspec(Σ⇐)

specValid Ξ

specValid •

specValid (addEvents(Ξ, ↼ ++ µ))

specValid (S, e, ↼, µ) :: Ξ

(∈Φ | e∋ ↪↼⇑↘↘+ ∈Φ | e∋)|S = σ

length(Φ1.Ξ) = length(Φ2.Ξ)

(∈Φ1 | e1∋↪↼⇑↘↘∈Φ2 | e2∋)|S = (↼, N)

length(Φ1.Ξ) + 1 = length(Φ2.Ξ) = length(Φ3.Ξ) = length(Φ4.Ξ) + 1

Φ3.Ξ = (Φ1.S, e1, ↼3, µ) :: Ξ (∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋)|S⇓ = σ

(∈Φ1 | e1∋↪0⇑↘↘∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋↪↼3⇑↘↘∈Φ4 | e4∋)|S = [σ, ↼3]

length(Φ1.Ξ) + 1 = length(Φ2.Ξ) = length(Φ3.Ξ) = length(Φ4.Ξ) + 1

Φ3.Ξ =
̂(Φ1.S, e1, ↼) :: Ξ (∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋)|S⇓ = σ

(∈Φ1 | e1∋↪0⇑↘↘∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋↪0⇑↘↘∈Φ4 | e1∋)|S = (crunch(σ), S)
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(∈Φ | e∋ ↪↼⇑↘↘⇓ ∈Φ | e∋)|S⇓ = σ

(∈Φ1 | e1∋ ↪•⇑↘↘0 ∈Φ1 | e1∋)|S⇓ = •

(∈Φ1 | e1∋ ↪↼1⇑↘↘+ ∈Φ2 | e2∋)|S = σ1 (∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋)|S⇓ = σ2

(∈Φ1 | e1∋ ↪↼1⇑↘↘+ ∈Φ2 | e2∋ ↪↼2⇑↘↘⇓ ∈Φ3 | e3∋)|S⇓ = σ1 :: σ2

last-nonspec : Σϑ ↽

(
(↽, N) :: Σ

)
↭



↽⇐ when last-nonspec
(
Σ
)
= ↽⇐

↽ otherwise

last-nonspec
(
(↼, S) :: Σ

)
↭ last-nonspec

(
Σ
)

last-nonspec
(
[Σ, ↽] :: Σ⇐

)
↭



↽⇐ when last-nonspec
(
Σ⇐
)
= ↽⇐

↽⇐ when last-nonspec
(
Σ
)
= ↽⇐

↽ when last(↽) = ↽

label : ↽↘ ε

label
(
↼ε
)
↭ ε

label
(
⇀ε!ε

⇐) ↭ ε⇐

label : Σ↘ ε

label (•) ↭ app
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label
(
Σ
)
↭ label

(
last-nonspec

(
Σ
))

labelε : Σ↘ ε

labelε (Σ) ↭



label(↽) when last-nonspec (Σ :: •) = ↽

ε otherwise

∈Φ | Kε :: eε∋ Σ⇑↘ ∈Φ | Kε :: eε∋

∈Φ1.S | K1
εK1 :: e1

ε1∋ nonspec(Σ)
========′⇓ ∈Φ2.S | K2

εK2 :: e2
labelε1 (Σ)∋

∈Φ1 | K1 :: e1∋ ↪
crunch(Σ)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ2 | K2 :: e2∋

(∈Φ1 | K1 :: e1∋ ↪
crunch(Σ)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = unlabel(Σ)

∈Φ1 | K1
εK1 :: e1

ε1∋ Σ⇑↘ ∈Φ2 | K2
εK2 :: elabelε1 (Σ)∋

Lemma 19. If ∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋ and (∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = σ,
then Φ2.S = commit(Φ1.S,nonspec(σ)).

Proof. By simultaneous induction on (∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = σ and ∈Φ1 |
K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋ ↫

Lemma 20. If (∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = σ, then ↼ = crunch(σ).

Proof. By induction on (∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = σ. ↫

Lemma 21. If (∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S⇓ = σ1 and

(∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S⇓ = σ2,

then σ1 = σ2.
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Proof. By induction on the derivation of σ1. ↫

Lemma 22. If ∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋ and Φ1.Ξ = Φ2.Ξ = •, then there exists a

unique σ such that (∈Φ1 | e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | e2∋)|S⇓ = σ.

Proof. Existence follows by induction on the operational semantics with the state of

specValid Ξ as an invariant. Uniqueness follows by Lemma 21. ↫

Lemma 23. If ∈Φ1 | K1 :: e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | K2 :: e2∋ and Φ1.Ξ = Φ2.Ξ = •, then for all εK1 and

ε1 there exist unique Σ, and εK2 such that ∈Φ1 | K1
εK1 :: e1

ε1∋ Σ⇑↘⇓ ∈Φ2 | K2
εK2 :: e2

label(Σ)∋ and

crunch(Σ) = ↼.

Proof. By Lemma 22 there exists a unique σ such that (∈Φ1 | e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | e2∋)|S⇓ = σ. We

construct the labels and non-speculative reduction by induction on σ. The remaining

conditions follow by assumption and Lemma 20 ↫

Lemma 24 (Speculation can’t change protection). If ∈Φ0 | e0∋↪0⇑↘↘∈Φ1 | e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | e2∋
such that Φ0.Ξ = •, Φ0.S.p = public, Φ1.Ξ $ •, and the subtrace ∈Φ1 | e1∋ ↪↼⇑↘↘⇓ ∈Φ2 | e2∋ is

speculating, then readb v → # zb[zo] ↑ ↼ ′ Φ0.S(zb) $ protected and writeb v ⇒↘ zb[zo] ↑
↼′ Φ0.S(zb) $ protected.

Proof. By induction on the operational semantics with the invariant that that if Φ2.S.p =

protected, then protectp exists in Φ2.Ξ. ↫

Definition 17. We define our speculative state invariant, sinv(Φ,Φ⇐) as follows:

1. inv(Φ.S,Φ⇐.S)

2. Φ.a = Φ⇐.a

3. Φ.Ξ = Φ⇐.Ξ
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Eapp%(↽, N)& ↭


(Φ,Kε, e,Φ⇐,Kε, e,

Φ1,K1
ε1 ,Φ⇐1, e1,K1

ε1 , e1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∈Φ | Kε :: eapp∋ (↽,N)⇑⇑⇑↘ ∈Φ1 | K1
ε1 :: e1

app∋

∈Φ⇐ | Kε :: eapp∋ (↽,N)⇑⇑⇑↘ ∈Φ⇐1 | K1
ε1 :: e1

app∋

sinv(Φ1,Φ⇐1)



Elib%(↼lib, N)& ↭


(Φ,Kε, e,Φ⇐,K⇐ε⇐ , e⇐,

Φ1,K1
ε1 , e1,Φ⇐1,K⇐1

ε⇐1 , e⇐1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃↼⇐.

∈Φ | Kε :: elib∋ (↼lib,N)⇑⇑⇑⇑⇑↘ ∈Φ1 | K1
ε1 :: e1

lib∋

∈Φ⇐ | K⇐ε⇐ :: e⇐lib∋ (↼⇐lib,N)⇑⇑⇑⇑⇑⇑↘ ∈Φ⇐1 | K⇐1ε
⇐
1 :: e⇐1

lib∋

ct(↼) = ct(↼⇐)



Elib%(⇀lib!app, N)& ↭


(Φ,Kε, e,Φ⇐,Kε, e,

Φ1,K1
ε1 , e1,Φ⇐1,K1

ε1 , e1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∈Φ | Kε :: elib∋ (⇀lib!app,N)⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈Φ1 | K1
ε1 :: e1

app∋

∈Φ⇐ | Kε :: elib∋ (⇀lib!app,N)⇑⇑⇑⇑⇑⇑⇑⇑↘ ∈Φ⇐1 | K1
ε1 :: e1

app∋

sinv(Φ1,Φ⇐1)



Eapp%(↼, S)& ↭


(Φ,Kε, e,Φ⇐,Kε, e,

Φ1,Kε,e,Φ⇐1,Kε, e)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∈Φ | Kε :: eapp∋ (↼,S)⇑⇑⇑↘ ∈Φ1 | Kε :: eapp∋

∈Φ⇐ | Kε :: eapp∋ (↼,S)⇑⇑⇑↘ ∈Φ⇐1 | Kε :: eapp∋

sinv(Φ1,Φ⇐1)


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Elib%(↼, S)& ↭


(Φ,Kε, e,Φ⇐,K⇐ε⇐ , e⇐,

Φ1,Kε, e,Φ⇐1,K⇐
ε⇐ , e⇐)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃↼⇐.

∈Φ | Kε :: elib∋ (↼,S)⇑⇑⇑↘ ∈Φ1 | Kε :: elib∋

∈Φ⇐ | K⇐ε⇐ :: e⇐lib∋ (↼⇐,S)⇑⇑⇑⇑↘ ∈Φ⇐1 | K⇐ε
⇐ :: e⇐lib∋

ct(↼) = ct(↼⇐)



Eapp%[Σ, ↽]& ↭


(Φ,Kε, e,Φ⇐,Kε, e,

Φ1,K1
ε1 , e1,Φ⇐1,K1

ε1 , e1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃↽⇐.

∈Φ | Kε :: eapp∋ [Σ,↽]⇑⇑⇑↘ ∈Φ1 | K1
ε1 :: e1

label([Σ,↽])∋

∈Φ⇐ | Kε :: eapp∋ [Σ,↽⇐]⇑⇑⇑↘ ∈Φ⇐1 | K1
ε1 :: e1

label([Σ,↽])∋

labelapp([Σ, ↽]) = app′ sinv(Φ1,Φ⇐1)

ct(↽) = ct(↽⇐)



Elib%[Σ, ↽]& ↭

(Φ,Kε, e,Φ⇐,K⇐ε⇐ , e⇐,

Φ1,K1
ε1 , e1,Φ⇐1,K⇐1

ε⇐1 , e⇐1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃Σ⇐, ↽⇐.

∈Φ | Kε :: elib∋ [Σ,↽]⇑⇑⇑↘ ∈Φ1 | K1
ε1 :: e1

lib∋

∈Φ⇐ | K⇐ε⇐ :: e⇐lib∋ [Σ⇐,↽⇐]⇑⇑⇑⇑↘ ∈Φ⇐1 | K⇐1ε
⇐
1 :: e⇐1

lib∋

ct(crunch([Σ, ↽])) = ct(crunch([Σ⇐, ↽⇐]))


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Sε%Σ :: Σ⇐& ↭


(∈Φ | KεK :: eε∋, ∈Φ⇐ | K⇐ε⇐K :: e⇐ε∋)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∃Φ1,K1
εK1 , e1,Φ⇐1,K⇐1

ε⇐K1 , e⇐1,

Φ2,K2
εK2 , e2,Φ⇐2,K⇐2

ε⇐K2 , e⇐2.

(Φ,KεK , e,Φ⇐,K⇐ε
⇐
K , e⇐,

Φ1,K1
εK1 , e1,Φ⇐1,K⇐1

ε⇐K1 , e⇐1) ↑ Eε%Σ&

(Φ1,Φ⇐1,K1
εK1 , e1,

Φ2,Φ⇐2,K2
εK2 , e2) ↑ Slabel(Σ)%Σ⇐&



Sapp%•& ↭
{
(∈Φ | KεK :: eapp∋, ∈Φ⇐ | KεK :: eapp∋)

∣∣∣∣ sinv(Φ,Φ⇐)
}

Slib%•& ↭
{
(∈Φ | KεK :: elib∋, ∈Φ⇐ | K⇐ε⇐K :: e⇐lib∋)



Lemma 25 (Cspec preserves classic speculative constant time). If Γ ↬ L is classically

speculative constant time then CspecΓ ↬ L is classically speculative constant time.

Proof. By induction on the compiler. ↫

Lemma 26 (Cspec prevents speculative returns). If Γ ↬ L is classically speculative constant

time with respect to a speculation oracle spec : A ↗ S ↗ e ↘ A ↗ d, then for all secret

contexts ∆, classical “applications” Γ,∆ ⊥ (H, eΓ), initial states S0, S⇐0 such that L | ∆ |
H ↬ S0, microarchitectural states a : A, Φ0 = {S = S0[∆][L], a = a,Ξ = •}, and e0 =

eΓ[∆][Cspec(Γ ↬ L)], then begin ++ ↼ ++ end v ↑ specTraces(∈Φ0 | e0∋) implies that there

exists a Σ such that nonspec(Σ) = begin ++ ↼ ++ end v and the tail of Σ is of the form

(fencelib, N) ++ (↼1, S)⇓ ++ (ret vlib!app, N) ++ (end vapp!lib, N) or (fencelib, N) ++ [(↼1,

S)⇓ ++ (ret vlib!app, N), 0] ++ (end vapp!lib, N).

Proof. By induction on the compiler. ↫
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Lemma 27 (S extension). If

∈Φ | • :: eapp∋ Σ1⇑↘⇓ ∈Φ1 | K1
ε1 :: e1

label(Σ1)∋ Σ2⇑↘ ∈Φ2 | K2
ε2 :: e2

labellabel(Σ1)(Σ2)∋

and (∈Φ | • :: eapp∋, ∈Φ⇐ | • :: eapp∋) ↑ Sapp%Σ1&, then if

1. There exist Σ⇐1, Φ⇐1, K⇐1
ε⇐1 , and e⇐1 such that ∈Φ⇐ | • :: eapp∋ Σ

⇐
1⇑↘⇓ ∈Φ⇐1 | K⇐1ε

⇐
1 :: e⇐1

label(Σ1)∋.

2. If label(Σ1) = app, then K1
ε1 :: e1 = K⇐1

ε⇐1 :: e⇐1 and sinv(Φ1,Φ⇐1).

3. Let

∈Φ.S | • :: eapp∋ ↼0++(call z f )app!lib++↼1
===============′⇓ ∈Φ1.S | K1

ε1 :: e1
label(Σ1)∋

such that (call z⇐f )
app!lib " ↼1 and ↼0 ++ (call z f )app!lib ++ ↼1 = nonspec(Σ1). Then

∈Φ⇐.S | • :: eapp∋ ↼
⇐
0++(call z f )app!lib++↼⇐1===============′⇓ ∈Φ⇐1.S | K⇐1ε

⇐
1 :: e⇐1

label(Σ1)∋

such that (call z⇐f )
app!lib " ↼⇐1 and ↼⇐0 ++ (call z f )app!lib ++ ↼⇐1 = nonspec(Σ⇐1).

4. ct(crunch(Σ1)) = ct(crunch(Σ⇐1))

imply that there exist Φ⇐2, K⇐2
ε⇐2 , and e⇐2 such that (Φ1, K1

ε1 , e1, Φ⇐1, K⇐1
ε⇐1 , e⇐1, Φ2, K2

ε2 , e2, Φ⇐2,

K⇐2
ε⇐2 , e⇐2) ↑ Elabel(Σ1)%Σ2&, then (∈Φ | • :: eapp∋, ∈Φ⇐ | • :: eapp∋) ↑ Sapp%Σ1 ++ Σ2&.

Proof. By induction on Σ1. ↫

Lemma 28. If ∈Φ1 | K1 :: e1∋↪0⇑↘↘∈Φ2 | K2 :: e2∋ ↪↼⇑↘↘⇓ ∈Φ3 | K3 :: e3∋, Φ1.Ξ = •, Φ2.Ξ $ •,
∈Φ2 | K2 :: e2∋ ↪↼⇑↘↘⇓ ∈Φ3 | K3 :: e3∋ is speculating, and sinv(Φ1,Φ⇐1), then ∈Φ⇐1 | K1 :: e1∋↪0⇑↘↘∈Φ⇐2 |
K2 :: e2∋ ↪↼⇑↘↘⇓ ∈Φ⇐3 | K3 :: e3∋ and sinv(Φ3,Φ⇐3).

Proof. We proceed by induction on ↼. We have by sinv(Φ1,Φ⇐1) that ∈Φ⇐1 | K1 :: e1∋↪0⇑↘↘∈Φ⇐2 |
K2 :: e2∋, completing our base case. In the case where ∈Φ1 | K1 :: e1∋↪0⇑↘↘∈Φ2 | K2 :: e2∋ ↪↼⇑↘↘⇓

∈Φ3 | K3 :: e3∋↪↼3⇑↘↘∈Φ4 | K4 :: e4∋ we must show that sinv(Φ3,Φ⇐3) implies that ∈Φ⇐3 |
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K3 :: e3∋↪↼3⇑↘↘∈Φ⇐4 | K4 :: e4∋. This follows by case analysis on e3, the fact that inv(Φ3.S,Φ⇐3.S),

and Lemma 24. ↫

Lemma 29. For a classically speculatively constant time library Γ ↬ L, secret context∆, memory-

safe application Γ,∆ ↬ (H, ea), initial states Cspec(Γ ↬ L) | ∆ | H ↬ S0 = S⇐0, S = S0[∆][Cspec(Γ ↬

L)], S⇐ = S⇐0[∆][Cspec(Γ ↬ L)], Φ = {S = S, a = a,Ξ = •}; Φ⇐ = {S = S⇐, a = a,Ξ = •},
and e = ea[∆][Cspec(Γ ↬ L)], if ∈Φ | • :: eapp∋ Σ⇑↘⇓ ∈Φ1 | K1

ε1 :: e1
label(Σ)∋, then (∈Φ | • :: eapp∋,

∈Φ⇐ | • :: eapp∋) ↑ Sapp%Σ&.

Proof. We proceed by induction on Σ. In the base case we have Σ = •, where sinv(Φ,Φ⇐)

follows from our assumptions.

In our inductive case we have Σ = Σ1 ++ Σ2 and therefore ∈Φ | • :: eapp∋ Σ1⇑↘⇓

∈Φ1 | K1
ε1 :: e1

label(Σ1)∋ Σ2⇑↘ ∈Φ2 | K2
ε2 :: e2

labellabel(Σ1)(Σ2)∋. By our inductive hypothesis we

have that (∈Φ | • :: eapp∋, ∈Φ⇐ | • :: eapp∋) ↑ Sapp%Σ1&. By Lemma 27 we may assume

that there exist Σ⇐1, Φ⇐1, K⇐1
ε⇐1 , and e⇐1 such that ∈Φ⇐ | • :: eapp∋ Σ

⇐
1⇑↘⇓ ∈Φ⇐1 | K⇐1

ε⇐1 :: e⇐1
label(Σ1)∋

and label(Σ1) = app ′ K1
ε1 :: e1 = K⇐1

ε⇐1 :: e⇐1 ↙ sinv(Φ1,Φ⇐1). We must then show

that there exist Φ⇐2, K⇐2
ε⇐2 , and e⇐2 such that (Φ1, K1

ε1 , e1, Φ⇐1, K⇐1
ε⇐1 , e⇐1, Φ2, K2

ε2 , e2, Φ⇐2, K⇐2
ε⇐2 ,

e⇐2) ↑ Elabel(Σ1)%Σ2&.

We proceed by case analysis on label(Σ1) and Σ2. We first consider all of the cases

where label(Σ1) = app. By assumption K1
ε1 :: e1 = K⇐1

ε⇐1 :: e⇐1 and sinv(Φ1,Φ⇐1). We pick

K⇐2
ε⇐2 :: e⇐2 = K2

ε2 :: e2. By inversion on ∈Φ1 | K1
ε1 :: e1

label(Σ1)∋ Σ2⇑↘ ∈Φ2 | K2
ε2 :: e2

labellabel(Σ1)(Σ2)∋
we have

1. ∈Φ1.S | K1
εK1 :: e1

ε1∋ nonspec(Σ)
========′⇓ ∈Φ2.S | K2

εK2 :: e2
labelε1 (Σ)∋

2. ∈Φ1 | K1 :: e1∋ ↪
crunch(Σ)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ2 | K2 :: e2∋

3. (∈Φ1 | K1 :: e1∋ ↪
crunch(Σ)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ2 | K2 :: e2∋)|S = unlabel(Σ)

Case Σ2 = (↽, N) : We must show that there exists a Φ⇐2 such that
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1. ∈Φ1 | K1
ε1 :: e1

app∋ (↽,N)⇑⇑⇑↘ ∈Φ2 | K2
ε2 :: e2

app∋

2. ∈Φ⇐1 | K1
ε1 :: e1

app∋ (↽,N)⇑⇑⇑↘ ∈Φ⇐2 | K2
ε2 :: e2

app∋

3. sinv(Φ2,Φ⇐2)

The first follows immediately by assumption.

For the second we first show that there exists an S⇐2 such that ∈Φ⇐1.S | K1
εK1 :: e1

ε1∋ ↽=′⇓

∈S⇐2 | K2
εK2 :: e2

labelε1 ((↽,N))∋. This follows by Lemma 16 and the definitions of T andA. We

then let Φ⇐2 = {S = S⇐2, a = spec(Φ1.a, e1).2,Ξ = Φ2.Ξ}. ∈Φ⇐1 | K1 :: e1∋ ↪
unlabel(↽)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ⇐2 | K2 :: e2∋

by the same logic as Lemma 15 (by inversion spec(Φ1.a, e1) = nonspec so the rule spec-⇁

applies). (∈Φ⇐1 | K1 :: e1∋ ↪
unlabel(↽)⇑⇑⇑⇑⇑⇑↘↘⇓ ∈Φ⇐2 | K2 :: e2∋)|S = unlabel(↽) by unrolling of definitions

and assumption.

The speculative invariant follows by Lemma 16, the definitions of T andA and

the fact that Φ1.a = Φ⇐1.a and Φ1.Ξ = Φ1.Ξ. ⊜

Case Σ2 = (↼, S) : By inversion we have that ∈Φ1 | K1 :: e1∋ ↪0::↼⇑⇑↘↘⇓ ∈Φ3 | K3 :: e3∋↪0⇑↘↘∈Φ2 |
K1 :: e1∋. By Lemma 28 we have that ∈Φ⇐1 | K1 :: e1∋ ↪0::↼⇑⇑↘↘⇓ ∈Φ⇐3 | K3 :: e3∋ and sinv(Φ3,Φ⇐3).

Therefore ∈Φ⇐3 | K3 :: e3∋↪0⇑↘↘∈Φ⇐2 | K1 :: e1∋. The other conditions follow immediately. ⊜

Case Σ2 = [Σ3, ↽] : We must show that there exists a ↽⇐ such that ∈Φ⇐1 | K1
ε1 :: K[e1]app∋ [Σ,↽⇐]⇑⇑⇑↘

∈Φ⇐2 | K2
ε2 :: e2

label([Σ,↽])∋, labelapp([Σ, ↽]) = app′ sinv(Φ2,Φ⇐2), and ct(↽) = ct(↽⇐).

We case split on whether (call z f )app!lib ↑ ↽. If it isn’t then we let ↽⇐ = ↽. By

inversion we have that ∈Φ1 | K1 :: e1∋↪0⇑↘↘∈Φ3 | K3 :: e3∋ ↪↼⇑↘↘⇓ ∈Φ4 | K4 :: e4∋↪↽⇑↘↘∈Φ2 | K2 :: e2∋.
By Lemma 16 and the definitions ofT andA on the underlying non-speculative subtrace

for e1 we have that ∈Φ⇐1 | • :: e1∋
unlabel(↽)
↪⇑⇑⇑⇑⇑⇑↘⇓ ∈Φ⇐⇐1 | • :: v∋ and therefore ∈Φ⇐1 | K1 :: e1∋↪0⇑↘↘∈Φ⇐3 |

K3 :: e3∋ with sinv(Φ3,Φ⇐3). By Lemma 28 we have that ∈Φ⇐1 | K1 :: e1∋ ↪0::↼⇑⇑↘↘⇓ ∈Φ⇐4 | K4 :: e4∋
and sinv(Φ3,Φ⇐3). Our goals then follow immediately.

If (call z f )app!lib ↑ ↽, then by Lemma 16 we have that there is some underlying

non-speculative trace ↽⇐ such that ct(↽) = ct(↽⇐) which contains the entire call into the
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library. By the definition of classical constant time, Lemma 14, and sinv(Φ1,Φ⇐1), this call

leaves no traces in unprotected memory (and therefore no reads or writes to unprotected

memory may be invalidated). Therefore we may once again apply the same reasoning

to get that ∈Φ⇐1 | K1
ε1 :: K[e1]app∋ [Σ,↽⇐]⇑⇑⇑↘ ∈Φ⇐2 | K2

ε2 :: e2
label([Σ,↽])∋. ⊜

We next consider all of the cases where label(Σ1) = lib. By assumption we may

let

∈Φ.S | • :: eapp∋ ↼0++(call z f )app!lib++↼1
===============′⇓ ∈Φ1.S | K1

ε1 :: e1
label(Σ1)∋

such that (call z⇐f )
app!lib " ↼1 and ↼0 ++ (call z f )app!lib ++ ↼1 = nonspec(Σ1) and then have

that

∈Φ⇐.S | • :: eapp∋ ↼
⇐
0++(call z f )app!lib++↼⇐1===============′⇓ ∈Φ⇐1.S | K⇐1ε

⇐
1 :: e⇐1

label(Σ1)∋

such that (call z⇐f )
app!lib " ↼⇐1 and ↼⇐0 ++ (call z f )app!lib ++ ↼⇐1 = nonspec(Σ⇐1). By the

assumption that the attacker is memory safe, z f ↑ dom(Cspec(Γ ↬ L)).

Case Σ2 = (↼lib, N) : Follows by the above assumption, the assumption that the library

is classically speculative constant time, and Lemma 25. ⊜

Case Σ2 = (⇀lib!app, N) : Follows by the above assumption, the assumption that the

library is classically speculative constant time, Lemma 25, and the same reasoning using

Lemma 14 as in Lemma 16. ⊜

Case Σ2 = (↼, S) : Follows by the above assumption, the assumption that the library is

classically speculative constant time, Lemma 25, and Lemma 26. ⊜

Case Σ2 = [Σ3, ↽] : Follows by the above assumption, the assumption that the library is

classically speculative constant time, Lemma 25, and Lemma 26. ⊜

↫
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Lemma 30 (FTLR). If (∈Φ | • :: eapp∋, ∈Φ⇐ | • :: eapp∋) ↑ Sapp%Σ&, then there exist Σ⇐, Φ1, K1
ε1 ,

e1, Φ⇐1, K⇐1
ε⇐1 , and e⇐1 such that ∈Φ | • :: eapp∋ Σ⇑↘⇓ ∈Φ1 | K1

ε1 :: e1
label(Σ)∋ and ∈Φ⇐ | • :: eapp∋ Σ⇐⇑↘⇓

∈Φ⇐1 | K⇐1ε
⇐
1 :: e⇐1

label(Σ)∋ and ct(crunch(Σ)) = ct(crunch(Σ⇐)).

Proof. By induction on Σ. ↫

Theorem 11 (Cspec guarantees robust speculative constant time). If Γ ↬ L is classically

speculative constant time for a speculation oracle spec and does not contain any protectp

subterms, then Cspec(Γ ↬ L) is robustly speculatively constant time (for attackers that do not

contain protectp).

Proof. By Lemma 23, Lemma 29, and Lemma 30. ↫

A.4.3 Concurrent Protections

Theorem 12 (Cro-co guarantees robust constant time for concurrent observers). If Γ ↬ L is

classically constant time and does not contain any protectp subterms, then Cro-co(Γ ↬ L) is

robustly constant time for concurrent observers (that do not contain protectp).

Theorem 13 (Cspec-co guarantees robust speculative constant time for concurrent ob-

servers). If Γ ↬ L is classically speculative constant time for a speculation oracle spec and does

not contain any protectp subterms, then Cspec-co(Γ ↬ L) is robustly speculatively constant time

(for attackers that do not contain protectp).

Both proofs exactly follow the structure of their non-concurrent counterparts

with the addition of maintaining the state invariant during library subtraces as well.

This ensures that at all times the only memory that varies is protected from concurrent

observers.
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